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“BGP routers can avoid selecting and propagating these routes [i.e. the bad routes,
0.S.] if they are cautious about adopting new reachability information”
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S. Kent, C. Lynn, and K. Seo, Secure border gateway protocol (S-BGP), IEEE Journal on Selected Areas®
in Communications, 18(4):582-592, 2000
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“If these two operators are informed of each suspicious route that PGBGP finds, the
operating overhead could be minimized and routes could be verified by the most knowl-
edgeable parties.”
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“We have designed IRV as a separate protocol because of the difficulty in changing
widely deployed protocols such as BGP. For similar reason, IRV is meant to be ince-
mentally deployable.”
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"PGBGP does not require any changes to the BGP protocol, allowing on AS to deploy
it when other ASs do not.”
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"PGBGP is highly effective at blocking the spread of hijacked routes, even with rela-
tively small-scale deployments, PGBGP can protect 97% of ASs from malicious prefix
routes and 85% from bogus sub-preix routes when deployed only on the 62 core ASs
in our study network.”
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"the TRV need not respond uniformly to all requesters; and IRV may be configured to
restrict access to particular data to a list of authorized requesters.”
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"existing governing bodies [i.e. ICANN, ARIN, RIPE etc., O.S.] do not provide such
validation infrastructure, and the technical challenges to doing so indicate that deploy-
ment in the near term is highly unlikley ... IRV cannot provide strong prefix ownership
validation without governing authority”
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"The fundamental limitation of any supervisory system is that it is only as good as
the data in it ... Unfortunately, many operators still configures routers by entering
configuration commands ... this is a source of many problems, ... Would not that lead
to divergence and uselessness of data as with the IRR?”
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"If a bogus route were to pass through the delay phase unnoticed, it would eventually
propagate as occurs with BGP today”
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“Path spoofing attack are currently the least common of the three form of attack [the
others being Prefix hijack and Sub-prefix hijack. O.S.]. One reason is that a malicious
agent must gain access to a BGP router in order to perform a path spoofing attack.”
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