dptvdd zxeza zeceqie mixtqnd zxeza minzixebl‘ mipy jyna .dwihnizna oinei wizr wxt ‘id zixhpnl‘d mixtqnd zxez dpzyd df lk j‘ ,meyii lkn miwegxd miihniznd minegzd cg‘k d‘xp df zeax .rcin zptvda mixtqnd zxez ly aeygd dciwtz xxazdyk zepexg‘d mipya ce‘n .ef dxezl mikiiy epl mixkend xzeia minecwd minzixebl‘dn dnk ,‘qib jci‘n ianet gztna dptvd .mipy itl‘ xak mireci mdipinl xzq iazke dwizr zepn‘ ‘id rcin ly dptvd Private key) ihxtd gztnd oexwir ‘ed zewizrd dptvdd zehiy lkl szeyn ceqi rcinl .mdl wx recid szeyn iceq rcin yi hlewd cvle xcynd cvl :(cryptography ila j‘ .gprtle oitvdl el lw eze‘ rceiy ine ,mdly ihxtd gztnd mi‘xew df ik zeewl ozip - lynl) .gprtle oitvdl xiaq izla ote‘a dyw ihxtd gztnd zrici mitexivd lk z‘ zeqpln qepn el oi‘ ,dptvdd z‘ xeayl dqpnd jnqen ‘l ynzyn ‘lnd ihxe‘izd qeqiad .cala iaihi‘ehpi‘ xaqd edf .iceqd gztnl miixyt‘d .(”dptvd zehiy” qxewa z‘f lk cenll ozipe ,lecb un‘n jixvn dl‘ zepeirx ly -ne df megza dktdn llegy xvw xn‘n Diffie and Hellman enqxt 1976 zpya ly byend ‘ed mdly iqiqad oeirxd .zipxcend ditxbehtixwd ly dzligz z‘ oiiv zercedd lk sqe‘ ‘ed D-y gipp :(Public-key cryptography) ianet gztna dptvd mb laewn .’eke A, B, C-a mipnqn ep‘ zxeywzd zyxa miynzynd z‘ .zeixyt‘d zeivwpet bef mini‘zn mipwgyd on ‘”kl .Alice -e Bob zenya miynzynl ‘exwl p_A : D → D-e s_A : D → D zewzrdd zen‘zen A owgyl lynl D → D zeikted s_A(p_A(x)) = p_A(s_A(x)) = x :miiwzn x ∈ D lkly jk A owgyl wx dreci s_A divwpetd eli‘e (p = public) lkl dreci p_A divwpetd .(s = secret) :ze‘ad zegpdd od dhiyd gezita ceqi ipa‘ .l”pk s_A, p_A zeikted zewzrd bef liri ote‘a xevil leki owgy lk .1 edylk owgy ly A my lkl p_A(x) jxrd z‘ aygl B ‘edy owgy lkl iyew oi‘ .2 ”mipetlh xtq”a zeriten p_A zeianetd zeivwpetd :xaqd .x dpezp drced lkle efy p_A(x) drcedd z‘ eil‘ gley ‘ed A-l x drcedd z‘ xiardl dvex B-yk jke aeyig i”r x edn dlbne drcedd z‘ gprtn A-e x ly (cyphertext) zptvend dqxibd .s_A(p_A(x)) = x .el dreci s_A divwpetd ixdy zeyrl A leki z‘f z‘ -petdy elit‘ z‘fe s_A divwpetd z‘ aygl leki ‘l A caln yi‘y mb migipn .3 .lkl dreci p_A ziktedd divw eppi‘ ,dptvd lr dnecwd daygnl cebipa .jxr axe wenr oeirx rlaen lirl xn‘pa eply aixily z‘f zgz migipn ep‘ .xeayl ozip ‘l llky otev zkxrnl cer mieewn ep‘e (”inepilet onfa zaygnd bpixeih zpekn ef”) mixiaq miiaeyig mia‘yn wx yi n”r (mewid libk lynl) iwpr aeyig onfl aixid yxcii ef dgpday jka ”miwtzqn” j‘ ,zeriztne zewenr zepwqnl dliaend han zcewp ef .eply otevd z‘ xeayl ep‘ .mly il‘ixhqnq qxew jixvn ef dxez ly ‘lnd ihxe‘izd qeqiad xen‘k zxez lr zeqqean odizepekzy zeikted zeivwpet ly dl‘k zebef jynda o‘k bivp .RSA dptvdd zhiy - mixtqnd dnizgdy gipp .miknqn lr mezgl mb zxyt‘n efk zeivwpet zkxrn ik d‘xp ep‘ -cg ote‘a A z‘ ddfnd rcin lk zeidl ieyr df) w ‘id gelyl dvex A-y dielbd .(w, s_A(w)) zercedd bef z‘ gelyl A xen‘ ,w dnizgd z‘ ”mezgl” zpn lr .(ikxr i”r dtwz dnizg efy zn‘l leki xg‘ owgy lk .(w, z) befd z‘ gley ‘edy gipp jci‘n .ixeaiv ote‘a mqxetn p_A ixdy z‘f zeyrl iyew oi‘ p_A(z) = w :y dwica s_A(w) z‘ aygl leki epi‘ ixdy ”dnizgd z‘ siifl” leki epi‘ xg‘ owgy ,‘qib .w ozpida mixtqnd zxeza miiqiqa minzixebl‘ z‘ wlgn a irahd xtqndy mixne‘ :miiceqi mibyene zecaer dnka gztp xtqndy mixne‘ .a|b :i”r z‘f mipnqn .mly x-yk b = ax m‘ b irahd xtqnd mixtqnd .p z‘ miwlgnd micigid miirahd mixtqnd md p-e 1 m‘ ipey‘x p ≥ 2 2,3,5,7,11,13,17,19,23 md mipey‘xd miipey‘xd yi n irah xtqn lkly ‘id o‘k gikep ‘ly dgkedl dlw dcaer :wexitd zecigi p_i-yk n = p^{e1}_1 p^{e2}_2 · p^{ek}_k miipey‘x mixtqn ly zewfg zltknk dcigie zg‘ dbvd .miiaeig miirah mixtqn e_i-e mipey miipey‘x mixtqn m”m‘ m|n f‘ n = p^{e1}_1 p^{e2}_2 · p^{ek}_k m‘y ‘id dgked ‘ll hhvpy dheyt dcaer cer .i lkl e_i ≥ f_i-yk m = p^{f1}_1 p^{f2}_2 · p^{fk}_k f‘ .e_i, f_i ≥ 0-e miipey‘x q_i-yk b = q^{f1}_1 q^{f2}_2 · q^{fk}_k -e a = q^{e1}_1 q^{e2}_2 · q^{ek}_k eidi :dpwqn hxta r_i ≤ e_i, f_i miiwzn i lkle c = q^{r1}_1 q^{r2}_2 · q^{rk}_k m”m‘ b z‘ ode a z‘ od wlgn c xnelk a, b ly ilniqwnd szeynd wlgnd ‘ed z = q^{min(e1 ,f1)}_1 · q^{min(ei,fi )}_k xtqnd .z = (a, b) e‘ z = gcd(a, b) mipnqn y|z miiwn a, b ly y xg‘ wlgn lk oke z|a, z|b mlyk gcd(a,b) z‘ mixicbn ep‘ y‘xn .dpexg‘d dcewpd z‘ aey yibcdl i‘ck lky ,‘ide xzei dwfg dpekz el yiy xxazn mle‘ .a,b z‘ wlgnd xzeia lecbd .gcd(a,b) z‘ wlgn s‘ ‘l‘ gcd (a, b) ≥ wx ‘l ‘ed a,b ly szeyn wlgn :jk mb oiit‘l ozip ilniqwnd szeynd wlgnd z‘ mdly ilniqwnd szeynd wlgnd f‘ miiaeig miirah mixtqn a, b eidi :htyn mixtqn x, y-yk z = ax + by dxevdn xzeia ohwd iaeigd irahd xtqnd ‘ed z .minly f‘ q = ⌊^a_s ⌋ didie l”pd menipind s = ax + by didi :dgked a mod s = a − s · q = a(1 − q · x) − bq · y gxkda s ly zeilnipind llba .minly mincwna a, b ly sexiv ‘ed a mod s mb okl a, b ly minlya sexiv s-y oeikn ,‘qib jci‘n .s|b a”eik .s|a xnelk a mod s = 0 md a, b mixtqndy mixne‘ .eprhy itk s = gcd(a, b) okle gcd(a, b)|s mb miiwzn .gcd(a, b) = 1 m‘ mixf minecwd miil‘iaixh ‘ld minzixebl‘d cg‘ edf :gcd-l qcilwe‘ mzixebl‘ .mixacd ixwir z‘ mkqpe libxza eze‘ mzi‘x xak .epl mirecid xzeia :dligz migiken .gcd(a, b) = gcd(a mod b, b) :f‘ miirah a ≥ b eidi :htyn :epiidc ,mzixebl‘a ynn ef dprha miynzyn Euclid(a, b) a xfgd , b = 0 m‘ Euclid(b, a mod b) xfgd ,zxg‘ enk .gcd(a, b) z‘ aygn dfd mzixebl‘d zeivxhi‘ O(log(a + b)) jezy mi‘xne xy‘ agxend qcilwe‘ mzixebl‘ lawzn mzixebl‘d ly dlw dn‘zday mi‘xn ok .ax + by = gcd(a, b) :y jk minly x, y ‘ven a, b miirah mixtqn ipy el ozpida zeprh xtqn o‘k zeyxcp :recn dgikend dprhd ef) gcd (a, b) = gcd (b, amodb) miirah a > b ≥ 0 lkl :1 dprh .(mzixebl‘d zepekp z‘ zeivxhi‘ k jxe‘ a > b ≥ 0 -yk (a, b) hlwa qcilwe‘ mzixebl‘ m‘ :2 dprh i”r zxcbend dxciqd ef) j -d iv‘peait xtqn ‘ed F_j xy‘k a ≥ F_{k+1}, b ≥ F_k f‘ .(F_{j+1} = F_j + F_{j−1} -e F_1 = F_2 = 1

.(”adfd jzg” ‘edΦ) Φ =^{1+√5}_2 , Φ̂ =^{1−√5}_2 xy‘k F_j =^{1√}_5 (Φ^j − ∧ Φ^j :3 dprh .(mzixebl‘d ly dvixd onf lr dkxrdd z‘ zewtqn dl‘ zeprh) mzixebl‘d ly zeivxhi‘a hlw mieednd a_i ,b_i zebefd zxciq jezn :4 dprh z‘ daqnd ztqezd idef) ax+by=gcd(a,b) -y jk x, y minly mixtqn zepal ozip .(agxend qcilwe‘ mzixebl‘l qcilwe‘ mzixebl‘ df z‘ df miwlgn l‘ny sb‘ay dfe oini sb‘ay xtqndy d‘xp :1 dprh zgked a ixdy a mod b z‘ mb wlgn ‘ed f‘ a,b z‘ wlgn d m‘ ,ok‘e .mieey md okle .q = ⌊_a b ⌋ xy‘k mod b=a-qb .a=(a mod b)+qb z‘ mb wlgn ‘ed f‘ b, a mod b z‘ wlgn f m‘ ,‘qib jci‘n :divwecpi‘d crv .eil‘n oaen (k=1) divwecpi‘d qiqa .divwecpi‘a :2 dprh zgked divwecpi‘d zgpd t”r okle b, a mod b ‘ed hlwdyk zeivxhpi‘ k-1 zeyxcp .a ≥ (a mod b) + b ≥ F_{k−1} + F_k = F_{k+1} mle‘e b ≥ F_k, a mod b≥ F_{k−1} ‘l m‘ .”zihxwqic dwihnizn” qxewa z‘f mzi‘x mzqd on :3 dprh zgked k=1,2 qiqad ixwn ipy z‘ dligz miwcea .dlw divwecpi‘a dgkedd ,z‘f mzi‘x zireaixd d‘eeynd ly miyxeyd ipy md Φ, Φ̂ y jk lr qqazn divwecpi‘d crv .x^2 = x + 1 O(log ‘ed a > b ≥ 0 hlwa qcilwe‘ mzixebl‘ ly zeivxhi‘d xtqn :dpwqn .a) a ≥ epi‘xy itk f‘ .mzixebl‘d ly zeivxhi‘d ’qn k didi :dpwqnd zgked gikepy iptl .eprhy itk O(log a) ≥ k okl .adfd jzg Φ ≃ 1.6 - yk F_{k+1} ≥ Ω ( Φ^k ) .mzixebl‘d lret cvik mibcp 4 dprh z‘ aygp ep‘ gcd (175, 49) = gcd (49, 28) = gcd (28, 21) = gcd (21, 7) = gcd (7, 0) = 7 l”pd dxciqd zwixq i”r x,y ‘vnp .175x + 49y = 7 -y jk minly x,y miytgn .u_1 = 1,v_1 = 0 oaenk 7u_1 + 0v_1 = 7-y jk u_1, v_1 ‘evnl lw .dlgzdl seqd on :onwlck dlah mipeae mikiynn u v 175 49 2 -7 49 28 -1 2 28 21 1 -1 21 7 0 1 7 0 1 0

49 · beviidn epxar eay oexg‘d crva opeazp dzpap ‘id ji‘ yigndl zpn lr u_4 = −1, v_4 = 2 ik epl reci xnelk ,175 · 2 + 49 · (−3) = 7 beviil (−1) + 28 · 2 = 7 -l oexzt ‘ed

49u_4 + 28v_4 = 7 (1)

ozep 175 mod 49 ly aeyigd ok‘e .175u_5 + 49v_5 = 75 -l oexzt miytgn ep‘e 175 = 3 · 49 + 28 xeztl eppevxy ‘vei (3 · 49 + 28) u_5 + 49v_5 = 7 :onwlck mixaegnd z‘ xcqp 3u_5+v_5 = u_4 -e u_5 = v_4 xgap m‘ 1 d‘eeynd i”tr ,okl 49 (3u_5 + v_5)+28u_5 = 7 :mkqp .epywean z‘ lawp v_5 = u_4 − 3v_4 xnelk .u_5 = v_4 = 2,v_5 = u_4 − 3v_4 = −1 − 3 · 2 = −7 miytgn ep‘e b·u+(a mod b) v = d ik epl reciy gipp :illkd oexztd mb d‘xp jk .a · u^′ + bv^′ = d -y jk minly u^′, v^′ ‘ed oexztdy ze‘xl lw f‘ q = ⌊_a b ⌋ m‘ { u^′ = v v^′ = u − qv

:ok‘e au^′ + bv^′ = av + b (u − qv) = bu + (a − bq) v = bu + (a mod b) · v = d :mi‘ad mi‘pzd oia zeliwyd zraep xn‘p xaky dnn .mixf a, b • ax + by = 1 :y jk x, y minly yi •

:zexg‘ milina szeyn ipey‘x mxeb mdl oi‘ •

b = p^{f1}_1 p^{f2}_2 · p^{fk}_k -e a = p^{e1}_1 p^{e2}_2 · p^{ek}_k m‘ f_j = 0 e‘ e_j = 0 miiwzn j qwcpi‘ lkl f‘ ,miipey‘x ly zewfgk a, b ly zebvd :dxabl‘a dxvw zxekfz .• dlertne S dveawn zakxen (S, •) dxeag .• : S × S → S dwzrd ef dlert (•(x, y) ‘le) x • y-k dlertd z‘ mipnqn ep‘ zewzrd ipeniqa laewnl cebipa :onwlck od dxeagn zeyixcd .x ∈ S lkl e • x = x • e = x miiwnd e ∈ S dcigi xai‘ meiw .1 .x, y, z ∈ S lkl x • (y • z) = (x • y) • z :dlertd ly zeiaih‘iveq‘ .2 mi‘xew y xai‘l .x • y = y • x = e miiwnd y ∈ S yi x ∈ S lkl :ikted meiw .3 .y = x^{−1} mipnqne ,x ly iktedd .(N. Abel y”r zeila‘ mb ze‘xwp) zeiaihhenew olek od o‘k dprtezy zexeagd zeiaihhenew zexeag ly dxezd .x, y ∈ S lkl x • y = y • x mb zeniiwn od xnelk mixvwn mizirl :ztqep dxrd .zexeag ly zillkd dxezd on daxda dheyt ‘id .dlertd idn xexa xy‘k df ,”S dxeagd” mixne‘e elecen xeaig ‘id • dlertde S = {0, 1, . . . , n − 1} o‘k .n elecen xeaig :ze‘nbec .libxk ,+-a mipnqn ep‘y ,n m‘ lynl jk .ltkd zxcbda dira yi ipey‘x epi‘ n m‘ ?n elecen ltk xaca dn wx oeicd z‘ mvnvl mivl‘p ep‘ okl .ikted oi‘ 25 xai‘ly wecal lw f‘ n = 30 .n-l mixf mdy mixtqnl ltkd zlert mr cgia n-l mixfe n-n miphwd mixtqnd ,irah n lkl :dprh ep‘ dlertd z‘e ,Z^∗_n ‘ed ef dxeagl laewnd oeniqd .zila‘ dxeag mieedn n elecen .libx ltka laewnk dlertd oeniq zy mihinyn heyt minrtle ·-a mipnqn ‘l dpekz .jk lr okl xzeepe ,dwical zelw dxeag ly zepekzd aex :dgked mzixebl‘n f‘ n-l xf a < n m‘ ok‘e :jitdd meiw ‘id ‘ceel yiy zg‘ zil‘iaixh iltkd iktedd ‘ed x-y ‘vei ax + ny = 1-y jk minly x, y yi llkend qcilwe‘ .ax ≡ 1 (mod n) xnelk n elecen a ly .n-l xf ab mod n mb f‘ n-l mixfe a, b < n m‘y ‘id zn‘l yiy ztqep dpekz .ux + vy = 1-y jk x, y minly yi m”m‘ mixf u, v miirahd mixtqnd :epi‘xy itk ax_1 +-y jk minly x_1, y_1 yi n-l xf a-y oeeikn .dprhd zgked myl z‘fa xfrp meyxpe miiehiad ipy z‘ litkp .bx_2 +ny_2 = 1-y jk x_2, y_2 minly yi a”eik ny_1 = 1 okle n-l xf ab-y lawzn o‘kn (x_1x_2)ab + (ax_1y_2 + bx_2y_1 + y_1y_2n)n = 1 :jk z‘f .n-l xf ab mod n mb dxeagd ly ”ltkd gel” z‘ aygl lynl ,dphw zixtqn dnbec aygl mkl ulnen .12 elecen 12 l mixfd mixtqnd ly ziltkd elecen ltkd zlert mr cgia n-l mixfe n-n miphwd mixtqndy ok m‘ epgked dgcdde dlkdd zgqepa heyt yeniy ?ef dxeag ly dlceb dn .Z^∗_n dxeag mieedn n .daeyzd z‘ wtqn beviid e_i ≥ 1-yk n = p^{e1}_1 p^{e2}_2 · p^{ek}_k didie irah xtqn n didi :(Euler) htyn ‘ed el mixfe n-n miphwd mixtqnd xtqn f‘ .miipey‘x zewfg ly dltknk n ly .ϕ(n) = n(1 −^1_{p1} ) · · · (1 −^1_{pk} )

.xlie‘ ziivwpet mi‘xew ϕ(·) divwpetl :dxrd miipey‘xd mixtqnd cg‘a wlgzn b m”m‘ n-l xf epi‘ b xtqn :dgkedd zxiwq -xtqnd zveaw.p_i-a miwlgzne n-n miphwd mixtqnd zveaw S_i didz .p_1, . . . , p_k .[n] \ ∪^k_1 S_i weica ‘id el mixfe n-n miphwd mi al miny .dgcdde dlkdd oexwir zervn‘a miaygn ef dveaw ly dznver z‘ .dgcdde dlkdd zgqep zxfra ,raep htynd .’eke |S_i ∩ S_j | =^n_{pi pj} oke |S_i| =^n_{pi} ik .wxtd seqa gkezy zexeagd zxezn d‘ad dheytd dcaerl dzr miwewf ep‘ a ∈ G xai‘ lkl if‘ r = |G| (”G ly xcqd”) dlceb didie ,dxeag G didz :dprh dcigid xai‘ e-e ,a ly mirten r yi dltkna xy‘k a^r = a•a•. . . a = e-y miiwzn .G-a a^{ϕ(n)} ≡ 1 (mod n) miiwzn n-l xfd 1 ≤ a < n lkle irah n lkl :dpwqn .p > a ≥ 1 lkl ,a^{p−1} ≡ 1 (mod p) f‘ ipey‘x p m‘ hxta .epnn zxfbpd dptvdd zkxrne RSA mzixebl‘ z‘ bivdl ozip dzr ”lecb” zigkepd dibelepkha .p, q mipey milecb miipey‘x mixtqn ipy xga .1 .mihia ze‘n dnk oa xtqn eyexit .n = pq xcbd .2 .ϕ(n) = (p − 1)(q − 1)-l xfd ohw ibef i‘ e xga .3 .ϕ(n) elecen e ly iktedd ,d z‘ ayg .4 .P = (e, n) ianetd dptvdd gztn z‘ mqxt .5 .p, q z‘e d iceqd gztnd z‘ ceqa xeny .6 P (M) = :onwlck od zewzrdde {1, . . . , n} ‘ed zeixyt‘d zercedd agxn o‘k M^e mod n S(C) = C^d mod n S(P (M)) = ik ze‘xdl epilr :f”lf zeikted elld zewzrdd befy dligz d‘xp elecen mikitd d, e-y oeeikn ,ok‘e M^{de} ≡ M (mod n)-y ,xnelk P (S(M)) = M ep‘ .edylk irah k-l de = 1 + k(p − 1)(q − 1) meyxl ozip ϕ(n) = (p − 1)(q − 1) M^{de} ≡ M oke M^{de} ≡ M (mod p) ik d‘xpy i”r M^{de} ≡ M (mod n) ik d‘xp ok‘e (mod q) M^{de} = M · (M^{p−1})^{k(q−1)} (mod p) ≡ M · 1^{k(q−1)} ≡ M (mod p) .n-a okle q-a ode p-a od wlgzn M^{de} − M xnelk q-a a”eike zhiy z‘ ynnl zpn lr miinzixebl‘ miaikxn xtqn miyexcy mb oiivl yi ligzp .oldl ebvei mwlge libxza ebved elld mihpnl‘dn wlg .liri ote‘a RSA :dwfga d‘lrda zervn‘a M^e mod n z‘ aygl ozip f‘ .miirah mixtqn e-e M ≤ n eidi :dprh .n elecen ltk zelert O(log e) ly dxciq i”r dwfga d‘lrdd z‘ miynnne 2 qiqaa e z‘ minyex :oeirxd .zeni‘zn reaixa ze‘lrde miltk .libxza bvedy zeixlecen ze‘eeyn oexztl liri mzixebl‘ ‘ed sqep aeyg aikxn zexeagd zxeza zenlyd dnk deedn dnvr H m‘ G ly dxeag zz H -y mixne‘ .H ⊆ G -e dxeag G didz mb miiwzn x_1y ∈ H lkl ‘”f iktedle dlertl dxebq ‘idy ‘ed xacd yexit .dxeag :d‘ad ziqiqad dprhl miwewf ep‘ .x^{−1} ∈ H oke xy ∈ H wlgn|H| xtqnd f‘ dly dxeag zze ziteq dxeag H ⊆ G didi :(’fpxbl) htyn .|G| xtqnd z‘ -a onqp .a ∈ G didie l”pk G,H eidi . hqewd byen lr zknzqn dgkedd :dgked :d‘ad dveawd z‘ aH ‘id H mby al eniy .G -a H ly hqew mi‘xew efk dveawl aH ⟨ax | x ∈ H⟩ .hH=H f‘ h ∈ H m‘ ik hqew .mixf e‘ midf md H ly mihqew ipy lk f‘ l”pk G,H didi :dprh ik gipp ,ok‘e .aH=bH f‘ aHnbH ≠ ϕ m‘y mixne‘ ep‘ zexg‘ milina :dgked .h_1, h_2 ∈ H -yk x = bh_2 -k oke x = ah_1 -k x z‘ bivdl ozipy ‘vei x ∈ aHnbH .H -l jiiy h_1h^{−1}_2 h ixdy ah = ah_1h^{−1}_2 h = ah_3 ∈ aH z‘f meyxp G ly dwelg mieedn (G ixai‘ lr xaer a-yk)⟨aH⟩ mihqewdy dpwqnd zraep a ∈ G xai‘ lkly al eniy) mihqewdn cg‘a weica ‘vnp dxeaga xai‘ lk ixdy lwe|aH| = |H| dnver yi aH hqew lkl oaenk (e ∈ H ixdy a ∈ aH miiwzn zeveaw|G| / |H| -l zwlgzn G dveawd ik ’fpxbl htyn zgked z‘ dzr milydl .zg‘ lk|H| lceba z‘ onqpy irah j‘ ,dxeaga dlertd oeivl iltk aizka miynzyn ep‘y oeeikn .ztqep dliren dpwqn mb ozep l”pd oeicd .a^r -k izwfg aizka a · a.....a k xtqnd .a^k = 1 -y jk k irah ’qn yi a ∈ G lkle G ziteq dxeag lkl :dprh .|G| z‘ wlgn .G ly dxeag zz idefy ‘ceel lw . ⟨ a^j | j ⟩ mixai‘d zveawa hiap :dgked oeeikn1, a, a^2....... mixai‘a opeazp .a i”r zxvepd zilwivd dxeag zzd diexw ‘id (?recn) :y jkα > β mipey miqwcpi‘ ipy yi hxta .ziteq efd dveawd mb ziteq G -y .dpey‘xd dprhd z‘ dgiken k = α − β dxigad ,a^{α−β} = e -y raep .a^α = a^β zilwivd dxeagdy mipreh ep‘ .a^r = e -y jk xzeia ohwd iaeigd mlyd r didi lkly raep lirl xn‘pdn ,ok‘e ⟨ e, a, ........, a^{r−1} ⟩ mixai‘d z‘ zllek a i”r zxvepd z‘ wlgn r l”pd itle mixai‘ r yi efd dxeag zzly ‘vei .a^t = a^{tmodr} miiwzn t .|G| ly dpwqnd z‘ lirtp m‘ a^{|G|} = e f‘ a ∈ G -e ziteq dxeag G didz :dpwqn :lawp n elecen ziltkd dxeagd - ..........

.a^{ϕ(n)} = 1 (mod n) :miiwzn1 ≤ a < n lkle n lkl :dnxit htyn