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Abstract

In formal verification, we verify that an implementation is correct with respect to a
specification. When verification succeeds and the implementation is proven to be correct,
there is still a question of how complete the specification is, and whether it really covers
all the behaviors of the implementation. In this paper we study coverage for simulation-
based formal verification, where both the implementation and the specification are modelled
by labeled state-transition graphs, and an implementation 7 satisfies a specification S if S
simulates Z. Our measure of coverage is based on small modifications we apply to Z. A
part of Z is covered by S if the mutant implementation in which this part is modified is no
longer simulated by S. Thus, “mutation coverage” tells us which parts of the implementation
were actually essential for the success of the verification. We describe two algorithms for
finding the parts of the implementation that are covered by S. The first algorithm improves
a naive algorithm that checks the mutant implementations one by one by exploiting the
significant overlaps among the mutant implementations. The second algorithm is symbolic,
and it improves a naive symbolic algorithm by reducing the number of variables in the
OBDDs involved. In addition, we compare our coverage measure with other approaches for
measuring coverage.



1 Introduction

In formal verification [CE81, QS81, LP85], we verify the correctness of a finite-state implemen-
tation with respect to a desired behavior by checking whether a labeled state-transition graph
that models the implementation satisfies a specification of this behavior, expressed in terms
of a temporal logic formula or a more abstract labeled state-transition graph. Beyond being
fully-automatic, an additional attraction of formal verification tools is their ability to accom-
pany a negative answer to the correctness query by a counterexample to the satisfaction of the
specification in the implementation. Thus, together with a negative answer, the verifier returns
some erroneous execution of the implementation. These counterexamples are very important
and they can be essential in detecting subtle errors in complex designs [CGMZ95]. On the other
hand, when the answer to the correctness query is positive, most verification tools terminate
with no further information to the user. Since a positive answer means that the implementation
is correct with respect to the specification, this seems like a reasonable policy. In the last few
years, however, there has been growing awareness of the importance of suspecting the imple-
mentation of containing an error also in the case verification succeeds. The main justification of
such suspects are possible errors in the modeling of the implementation or of the behavior, and
possible incompleteness in the specification.

There are various ways to look for possible errors in the modeling of the implementation
or the behavior. One direction is to detect vacuous satisfaction of the specification [BBER97,
KV99], where cases like antecedent failure [BB94] make parts of the specification irrelevant to
its satisfaction. For example, the specification ¢ = AG(req — AF grant) is vacuously satisfied in
an implementation in which req is always false. A similar direction is to check the validity of the
specification. Clearly, a specification that is valid or is vacuously satisfied suggests some problem.
It is less clear how to check completeness of the specification. Indeed, specifications are written
manually, and their completeness depends entirely on the competence of the person who writes
them. The motivation for such a check is clear: an erroneous behavior of the implementation
can escape the verification efforts if this behavior is not captured by the specification. In fact,
it is likely that a behavior not captured by the specification also escapes the attention of the
designer, who is often the one to provide the specification.

In simulation-based verification techniques, coverage metrics are used in order to reveal
states that were not visited during the testing procedure (i.e., not “covered” by this procedure)
[HMA95, HYHD95, DGK96, HH96, KN96, FDK98, MAH98, BH99, FAD99]. These metrics are a
useful way of measuring progress of the verification process. However, the same intuition cannot
be applied to formal verification because the process of formal verification may visit all states
regardless of their essence to the success of the verification process. We can say that in testing,
a state is “uncovered” if it is not essential to the success of the testing procedure. A similar
idea can be applied to formal verification, where a state is defined as “uncovered” if its labeling
is not essential to the success of the verification process. This approach was first suggested
by Hoskote et al. [HKHZ99]. Low coverage can point to several problems. One possibility is
that the specification is not complete enough to fully describe all the possible behaviors of the
implementation. Then, the output of a coverage check is helpful in completing the specification.
Another possibility is that the implementation contains redundancies. Then, the output of the
coverage check is helpful in simplifying the implementation.

There are two different approaches to coverage in model checking, where the specification is



given as a temporal logic formula. One approach, introduced by Katz et al. [KGG99], states that
a well-covered implementation should closely resemble the reduced tableau of its specification.
Thus the coverage criteria of [KGGY99] are based on the analysis of the differences between the
implementation and the tableau of its specification'. A fully covered implementation, according
to [KGG99], is bisimilar to the reduced tableau of its specification, that is, has the same set
of behaviors as the specification. A deviation from bisimilarity indicates a problem in the
implementation or in the specification. For example, a criterion UnImplementedState checks
whether there exists a state in the reduced tableau that does not correspond to any state of the
implementation. In this case, [KGGY99] claims that the specification is not tight enough, or the
implementation fails to implement an important behavior. We find the approach of [KGG99]
too strict — we want specifications to be much more abstract than their implementations. In
addition, it is computationally hard to compute the coverage criteria.

Another approach, introduced in [HKHZ99], is to check the influence of small changes in
the implementation on the satisfaction of the specification. This approach is inspired by the
definition of mutation coverage in simulation-based verification [Dil98]. For a given implemen-
tation, we can consider a set of mutants, each representing one small change in the original
implementation. The specification covers a mutation in an implementation if it is not satisfied
in the corresponding mutant. Formally, for an implementation Z, modeled as a labeled state-
transition graph, a state w in Z, and an observable signal q, the mutant implementation fw,q is
obtained from Z by flipping the value of ¢ in w (the signal g corresponds to a Boolean variable
that is true in w if w is labeled with ¢ and is false otherwise; when we say that we flip the value
of ¢, we mean that we switch the value of this variable). For a specification ¢ that is satisfied in
T and an observable signal ¢, a state w of Z is g-covered by ¢ if i’w,q does not satisfy ¢. Indeed,
this indicates that the value of ¢ in w is crucial for the satisfaction of ¢ in Z. It is easy to see
that for each observable signal, the set of g-covered states can be computed by a naive algorithm
that performs model checking of ¢ in j'w’q for each state w of I. The naive algorithm, however,

is very expensive, and is useless for practical applications 2.

The approach of [HKHZ99] is followed by [CKVO01], where two alternatives to the naive
algorithm are presented for specifications in the branching time temporal logic CTL. The first
algorithm is symbolic and computes the set of pairs (w,w') such that flipping the value of ¢ in
w' falsifies ¢ in w. The second algorithm improves the naive algorithm by exploiting overlaps
in the many mutant implementations that we need to check. The “mutant approach” is also
taken in [CKKVO01], which studies coverage by specifications that are given as formulas in the
linear temporal logic LTL or by automata on infinite words. [CKKV01] suggests alternative
definitions of coverage, which suit better the linear case, and presents two algorithms for LTL
and automata-based specifications. Both algorithms can be relatively easily implemented on top

!A tableau for a universal temporal logic formula is a labeled state-transition graph that embodies all the
behaviors allowed by the formula. The reduced tableaux in [KGG99] are based on the Particle tableauz of [MP95].
In order to reduce the state space of the tableau further, [KGG99] requires that each state in the tableau refers
only to the set of subformulas that are essential for the satisfaction of the specification. All other subformulas
can have a “don’t care” value, which allows to merge several different tableau states into one.

2Hoskote et al. describe an alternative algorithm that is symbolic and runs in linear time, but their algorithm
handles specifications in a very restricted syntax (a fragment of the universal fragment YCTL of CTL) and it
does not return the set of g-covered states, but a set that corresponds to a different definition of coverage, which
is sometimes counter-intuitive. For example, the algorithm is syntax-dependent, thus, equivalent formulas may
induce different coverage sets; in particular, the set of states g-covered by the tautology ¢ — q is the set of states
that satisfy ¢, rather than the empty set, which meets our intuition of coverage.



of existing model-checking tools.

In this paper we study coverage in design and verification methods in which the specification
is given as a labeled state-transition graph. Consider an implementation and a specification.
Both describe possible behaviors of the system, but the specification is more abstract than the
implementation [AL91]. This approach, of representing both specifications and implementation
as labeled state-transition graphs, suggests a top-down method for design development, called
hierarchical refinement [LS84, Kur94]: starting with a highly abstract specification, we construct
a sequence of behavior descriptions, each of which refers to its predecessor as a specification,
and is thus less abstract than the predecessor. At each stage the current implementation is
verified to satisfy its specification. Verifying that an intermediate implementation satisfies its
specification leads to detection of errors in the design as soon as they are introduced. Likewise,
measuring coverage of an intermediate implementation with respect to its specification would
lead to early detection of low coverage.

There are several ways of defining what it means for an implementation Z to satisfy a
specification §. The two main ones are trace-based and tree-based. The former requires each
computation of Z to correlate with some computation of S, and the latter requires each compu-
tation tree embodied in Z to correlate with some computation tree embodied in S. The simplest
definition of such correlation is equivalence with respect to the variables joint to Z and S, as the
implementation is typically defined over a wider set of variables, reflecting the fact that it is more
concrete than the specification. With this interpretation, trace-based verification corresponds
to trace containment [Kur94], and tree-based verification corresponds to simulation [Mil71].

Simulation has several theoretically and practically appealing properties. First, since the
definition of simulation is local, checking whether S simulates Z can be done efficiently [Mil80,
HHK95] and a witnessing relation for simulation can be computed symbolically [McM93, HHK95].
Second, simulation implies trace containment, whose checking for nondeterministic specifications
is PSPACE-complete [MS72]. The computational advantage is so compelling as to make sim-
ulation useful also to researchers that favor the linear approach to specification: in automatic
verification, simulation is widely used as a sufficient condition for trace containment [CPS93];
in manual verification, trace containment is most naturally proved by exhibiting local witnesses
such as simulation relations or refinement mappings (a restricted form of simulation relations)
[Lam83, LT87, Lyn96]3.

We apply mutation-based coverage to simulation and suggest efficient algorithms to measure
coverage in simulation. As in [HKHZ99], for an implementation Z, a state w in Z, and an
observable signal g, we say that w is ¢-covered by a specification S if fw,q is not simulated by
S. Intuitively, w is g-covered by § if flipping the value of ¢ in w creates a behavior that is not
permitted by S. As in the context of model checking, the naive algorithm computes coverage by
executing a simulation computation algorithm |W| times, once for each mutant implementation.
We suggest two algorithms that improve the naive algorithm. Our algorithms are built on
top of algorithms that compute the simulation relation. The first algorithm is built on top of
the enumerative simulation algorithm of [HHK95]. The time complexity of the algorithm of
[HHK95] is O(m/n + mn'), where m, n, and m’, n' are the sizes of transition relations and
state spaces of the implementation and specification. To the best of our knowledge, this is the

3In [AL91], it is shown that if auxiliary observable variables may be added to a implementation, then simulation
is not only a sound proof technique but also complete for proving trace-containment.



best time complexity known for the problem*. Our algorithm exploits similarities between the
mutant implementations, and has an average running time of O((m'n + mn')logn), while in
the worst case its complexity does not exceed the complexity of the naive algorithm, which is
O((m'n+mn')n). The second algorithm is symbolic, and it computes, given an implementation
T with state space W and a specification S with state space W', the following ternary relation.

C = {{w,v,w") : w,v € W,w' € W, and w' simulates w in fv,q}.

Thus, a triplet (w,v,w') is in C iff w' simulates w in the mutant implementation Z, ,;, obtained
from Z by flipping the value of ¢ in v. In particular, a state v is g-covered iff there exists an initial
state wg of Z such that for all initial states w(, of S we have (wq, v, w() not in C, in which case S
does not simulate _7:',,,(1. A naive implementation of Milner’s fixed-point expression for simulation
requires 2(n + n') OBDD variables [Mil80]. It has been recently shown in [KGG99, Kat01]
how early quantification and variable interleaving in the OBDD can be used in order to reduce
the number of required variables to 2n. Similarly, a naive implementation of the fixed-point
expression with which the relation C is computed requires 4n + 2n’ OBDD variables. We show
how early quantification and variable interleaving can be used also here, reducing the number
of required variables to 3, where v = max{n,n'}.

Often, the designer is sufficiently familiar with the implementation and the specification to
suspect that specific parts of the implementation are not covered by a specification. In such
cases, it makes sense to replace the above described coverage algorithms by algorithms that
get as input a set MUT C W x AP of mutations with respect to which coverage should be
checked. A pair (w,q) € MUT corresponds to the mutant implementation fw,q. Again, a naive
algorithm checks the corresponding mutant implementations one by one, and is more complex
than simulation in a factor of |MUT|. We show that our improved algorithms can be applied
also in this case. The enumerative algorithm is more complex than simulation only in a factor
of log |[MUT|, and the symbolic algorithm requires 3~ variables, with v = max{n,n’,|MUT|}.
In fact, the above described algorithms can be viewed as a special case where MUT = W x {q},
for an observable signal q.

2 Preliminaries

We model systems by labeled state tramsition graphs. Formally, a system S is a tuple S =
(AP,W, R, Wy, L), where AP is a set of atomic propositions, W is a set of states, RC W x W
is a total transition relation, Wy is a set of initial states, and L : W x AP — {true, false} is a
labeling function that maps a state w and an atomic proposition p to the value of p in w. We use
L(w) to denote the set {p : p € AP and L(w,p) = true}. For a state w, we denote by pre(w)
the set of direct predecessors of w in the system, and by post(w) the set of direct successors of
w in the system. Formally, pre(w) = {v € W : R(v,w)}, and post(w) = {v € W : R(w,v)}.
Consider an implementation Z = (AP, W, R, Wy, L), and a specification S = (AP', W', R', W{, L').

For technical convenience, we assume that AP = AP’'; thus, the implementation and the speci-
fication are defined over the same set of atomic propositions®. A binary relation B C W x W'

“The algorithm in [HHK95] is presented for the computation of the simulation relation in the same system,
yet it can be easily adjusted to compute the simulation between an implementation and its specification.

5By replacing a set L(w) € 2*F by the set L(w) N AP, all our algorithms and results are valid also for the
case AP D AP'.



is a simulation (of Z by S) if for all (w,w') € B the following conditions hold:
1. L(w) = L'(w').
2. For each u such that R(w,u) there exists v’ such that R'(w',v’) and B(u,u’).

It is easy to see that the union of two simulations is a simulation. Consequently, the maximal
simulation between Z and S, denoted B, is the union of all simulations of Z by §. We say that
w' € W' simulates w € W if (w,w') € B. We say that S simulates Z, or, equivalently, Z is
simulated by S (denoted Z < 8), if for every wy € Wy there exists wy, € W that simulates wy.
Intuitively, it means that S has more behaviors than Z. In fact, every VCTL* formula that is
satisfied in S is satisfied also in Z [BCG88, GL94].

For the implementation Z, a state w € W, and an atomic proposition ¢ € AP, the mutant
implementation fw,q = (AP,W, R, Wo,f/w,q) is obtained from Z by flipping the value of ¢ in
w. Formally, Ly, 4(w,q) = ~L(w,q), and for all (v,p) # (w,q), we have Ly, 4(v,p) = L(v,p).
Consider a specification S such that Z < § and an atomic proposition ¢ € AP. We say that
w is g-covered by S if _’Z'w,q £ &S. Intuitively, w is g-covered by S if flipping the value of ¢ in w

creates a behavior that is not permitted by S.

3 Enumerative Approach

In this section we describe an efficient algorithm for computing the set of g-covered states.
Our algorithm is based on the enumerative algorithm of [HHK95] for simulation computation.
Consider an implementation Z = (AP, W, R, Wy, L) and a specification S = (AP, W', R', Wy, L")
such that Z < §. Given ¢ € AP, we compute the set of states of Z that are g-covered by S.
When gq is clear from the context, we omit it from our notations.

We first describe the algorithm of [HHK95]. The maximal simulation relation B C W x W'
is the set of all pairs (w,w’) € W x W' such that w' simulates w. That is, the labeling of w is
equal to the labeling of w’, and for each successor u of w there is a successor u’ of w' such that
u’ simulates u. By the definition, B is the greatest fixed point of the equation

B = {{w,w') : Bo(w,w') A Vu Ju' such that [R(w,u) — R'(w',u") A B(u,u)]}, (1)

where
By = {{w.w') : L(w) = L'(w')}.

An alternative way to compute the relation B is to compute, for each w € W, the set sim(w)
of states of S that simulate w. The algorithm of [HHK95] starts with the maximal possible
candidate for a simulation set for each w, namely, the set of all states in W’ with the same
labeling, and it it repeatedly reduces the sets until it reaches a fixed point: as long as there is
a state w, a successor u of w, and a state w' € sim(w) such that there is no successor of w' in
sim(u), the set sim(w) should be reduced by removing w'. A straightforward implementation
of such a fixed-point calculation is presented in the procedure Schematic_Similarity in Figure 1
and has time complexity O(mm/n?n'). Henzinger et al. improve this algorithm in the following
way. For each w € W, the algorithm maintains two sets of states: oldsim(w) and sim(w). The

set oldsim(w) is the candidate for the simulation set for w that was computed in the previous



iteration, and sim(w) is the reduction of oldsim(w) that is computed in this iteration. A fixed-
point is reached when sim(w) = oldsim(w) for all w € W, thus no further reduction is possible.
The reduction of sim(w) is based on the same observation as in the straightforward algorithm: if
a state w' is removed from the simulation set of w, then the predecessors of w’ that have no other
successors in the simulation set of w should be removed from the simulation sets of predecessors
of w. An important observation that leads to the complexity of O(m'n 4+ mn') is that a state w’
can be removed from the simulation set of w at most once during the algorithm. In addition,
the algorithm uses a data structure that allows to compute the size of post(v') N sim(u) for all
v' € W' and u € W in constant time. The efficient version of the algorithm is described in the
procedure Efficient_Similarity in Figure 1.

procedure Schematic_Similarity:
for all w € W do
sim(w) = {w' € W': L(w) = L'(w')}
od;
while there are w,v € W, and w' € W’ such that
v € post(w), w' € sim(w), and post(w') N sim(v) = @ do
sim(w) = sim(w) \ {w'}
od;
return sim.

procedure Efficient_Similarity:
for all w € W do
oldsim(w) := W';
sim(w) := {w' € W': L(w) = L'(vw")};
remove(w) := pre(oldsim(w)) \ pre(sim(w));
od;
while there exists w € W such that remove(w) # 0 do
for all u € pre(w) do
for all u' € remove(w) N sim(u) do
sim(u) := sim(u) \ {u'};
for all v' € pre(u’) do
if post(v') N sim(u) = O then remove(u) := remove(u) U {v'} fi
od
od
od
oldsim(w) := sim(w);
remove(w) := 0;
od;
return sim.

Figure 1: The similarity algorithm of [HHK95].

The naive approach for coverage runs the algorithm of [HHK95] for Z, ,, for all v € W. The
complexity of this is n times the complexity of the algorithm of [HHK95], which is O((m/ n+
mn')n). A better approach is to use the fact that for all w,v € W, the implementations Z,, ,



and 7, , differ only slightly (that is, only in labeling of two states). Thus there is room for
hope that the simulation computation for fw,q and i’v,q is also almost the same. In order to
explain our approach, we introduce the notion of incomplete simulation. Let X be the set
of variables {z,, : w € W}. For a subset of states S C W, the incomplete labeling function
Lg : W x AP — {true, false} U X maps a pair (w,p) to L(w,p) if w € S or p # ¢, and to z,, if
w € S and p = ¢q. As in the definition of L, we use Lg(w) as a shortcut for the set {p:p € AP
and Lg(w,p) = true}. For two states w € W and w' € W', and a set S C W, we say that
Lg(w) = L'(w'") if for every atomic proposition p, either Lg(w,p) = L'(w',p), or Lg(w,p) is a
variable. For a set of states S C W we define the implementation Zg = (AP, W, R,Wy, Lg) as T
with the incomplete labeling function Lg. Let simg : W — 2" denote the maximal simulation
relation from Zg to S. Also, for w € W, let simy, : W — 2V’ denote the maximal simulation
from Z,, 4 to S.

Consider a state w € W and two sets S; C So C W. It is easy to see that simg, (w) C
simg,(w). Indeed, the set {w' : w' € W' and Lg,(w) = L'(w')} is contained in the set {w’ :
w' € W' and Lg,(w) = L'(w')}, and both simulation sets are computed from the above sets
using the same monotonic fixed-point expression. In particular, when S; = ), we have that
sim(w) C simg(w) for all w € W and S C W.

Let S; C S2 C W be two sets of states of Z. Assume that we have computed simg, and
now we wish to compute simg,. We claim that the computation of simg, can be done us-
ing the algorithm of [HHK95] with the following modification: for each w € W, we initialize
the set oldsimg, (w) to simg,(w) and the set simg, (w) to simg,(w) N {w' € W' : L'(w') =
Lg,(w)}. In other words, in the initialization of oldsimg, (w) and simg, (w), we intersect
the sets initialized in [HHK95] with the set simg,(w). Formally, consider the procedure Effi-
cient_Incomplete_Similarity described in Figure 2. The procedure gets two parameters: S C W,
and a simulation function sim’ : W — 2W'. It differs from Efficient_Similarity only in the
initialization stage: when S is not a singleton, the procedure computes the simulation relation
by initializing sim and oldsim with respect to Lg and sim’. When S = {w}, the procedure
computes the simulation relation by initializing sim and oldsim with respect to Ew,q and sim/.

procedure Efficient_Incomplete_Similarity(S, sim'):
for all w €e W do
oldsim(w) := sim/(w);
if S # {w} then sim(w) := {w' € W' : Lg(w) = L'(w')} N sim/(w);
else sim(w) := {w' € W' : Ly 4(w) = L'(w')} N sim’ (w);
remove(w) := pre(oldsim(w)) \ pre(sim(w));
od;
... % continues as in Efficient_Similarity.

Figure 2: Incomplete similarity algorithm

When sim' = simg for S C S’, the tighter initialization does not effect the correctness of
the procedure. Formally, we have the following.

Lemma 3.1 Let S; C Sy be two subsets of W.

e If|S1] > 1, then Efficient_Incomplete_Similarity(S1, sims,) returns sims, (from ZLg, to S).



o IfS; = {v}, then Efficient_Incomplete_Similarity(S, sims,) returns sim., (from I, 4 to S).

Proof: Consider first the case where |S;| > 1. Clearly, simg, (w) C simg,(w) for all w € W.

Thus, Efficient_Incomplete_Similarity initializes oldsimg, (w) to a set that contains simg, (w). In

the same way, simg, (w) C {w' € W' : L'(w') = Lg, (w)}Nsimsg, (w), thus Efficient_Incomplete_Similarity
initializes simg, (w) to a set that contains simg, (w). The algorithm then reduces the sets
oldsimg, (w) and simg, (w) until it reaches a fixed point. Since the reduction is independent of

the order in which states are removed from oldsim, the same fixed point is reached.

Consider now the case where S; = {v}. Clearly, sim,(w) C simsg,(w), for all w € W. Thus,
as in the previous case, Efficient_Incomplete_Similarity initializes oldsimg, (w) and sing, (w)
to sets that contain %U(w). Then, as in the previous case, this guarantees that a correct
fixed-point is reached. L]

We are now ready to describe our algorithm. The algorithm is based on a stepwise com-
putation of the simulation relation sim from Z to S. In the first step, we compute incomplete
simulation simy from Zy to S. Note that simy refers to the labels of all the atomic proposi-
tions except ¢, and is very likely (a likelihood that increases for large sets of atomic propositions)
to be much tighter than the initial candidate used in Efficient_Similarity. Consider a partition
of W into two equal sets, W7 and Ws. Our algorithm essentially works as follows. For all
the mutant implementations fw,q such that w € Wi, the states in W5 maintain their original
labeling. Therefore, we start by computing incomplete simulation from Zy, to S; that is, we
compute simulation with a labeling function that does not rely on the values of g in states in
Wi. We end up with the function simyy,. Then, we continue and partition the set W; into two
equal sets, Wi; and W9, and calculate incomplete simulation from Zyy,, to §. The important
point is that we can start the computation of simyy,, from simyy,. Thus, we have to reduce the
current candidate only with respect to information that involves the values of ¢ in Wis. In a
similar way, we compute incomplete simulation from Zyy, by S, and then partition the set Wy
into two equal sets Wo; and Wag, and compute incomplete simulation from Zy,, and Zw,, to
S. Here, we can start the computation of simy,, and simyy,, from simy,. Thus, as we go
deeper in the recursion described above, we perform less work. The depth of the recursion is
bounded by log |IW|. As we shall analyze exactly below, the work in depth ¢ amounts in average
to performing 1/2¢ of the work required for computing the full simulation relation. Hence the
O((m'n + mn') logn) complexity.

The coverage procedure is described in Figure 3. We call the procedure with the parameters
S = W and sim’ = simyy, where for all w € W we have simy (w) = {w' : Ly (w) = L'(w')}.
The function bad that the procedure uses gets as input a simulation relation sim and returns
true iff for all wy € Wy, we have sim(wp) N W{ # 0. The procedure maintain a global variable
COV in which the states of Z that are g-covered are accumulated. Initially, COV = ). In step
i of the recursion we have a partition of W to 2! sets Wy, Ws,..., Wy of equal sizes n/2!, and
we perform incomplete simulation of Zyy, for 1 < j < 2¢. Incomplete simulations in step i are
computed using the values of incomplete simulations of the step 4 — 1 as the initial values. Thus,
the procedure Efficient_Incomplete_Similarity in step ¢ receives the simulation sets computed
with /2! variables and computes the simulation sets with n/2’ variables. In the last step,
i = logn, and we are left with one variable, which corresponds to the value of L(w,q) for some
state w € W. Then, this value is flipped and the procedure Efficient_Incomplete_Similarity



computes the simulation of fw,q by S, using the simulation sets computed in the previous step.
By Lemma 3.1, the functions sim, computed by the algorithm are indeed such that for all
v,w € W, we have that sim,(w) = {w' : w' simulates w in Z, 4}, thus our algorithm is correct.

procedure Coverage (S, sim')

if S = {w} then
Sy = Efficient_Incomplete_Similarity (S, sim');
if bad(sim,,) then COV := COV U {w} fi;

else
sim" = Efficient _Incomplete_Similarity(S, sim');
divide S randomly to two equal sets S; and Sy;
Coverage(Sy, sim");
Coverage(Sa, sim”).

Figure 3: Coverage procedure

What is the complexity of our algorithm? The worst case for a state w € W is that the call to
Efficient_Incomplete_Similarity ({w}, sim') is executed with sim/ for which sim/(u) = W' for all
u. Then, the calculation of simy, coincides with its calculation by Efficient_Incomplete _Similarity.
Thus, when the worst case applies to all w € W, the overall complexity coincides with that of
the naive algorithm (the work done before the call to Efficient_Incomplete_Similarity ({w}, sim')
is absorbed in the work done in the call itself) ®. On the other hand, in the best case the sim-
ulation reaches its fixed point already in the first step, in which case the algorithm of [HHK95]
is performed only once, which gives us a complexity of O(m'n + mn').

Now that we have proved that the complexity of our algorithm is between O(m'n + mn')
and O((m'n + mn')n), we analyze the average-case complexity. Let us look more closely at the
complexity analysis of the algorithm of [HHK95]. In each iteration the algorithm reduces the
set sim(w), keeps the previous value in oldsim(w), and removes all states v’ € remove(w) =
pre(oldsim(w)) \ pre(sim(w)) from the sets sim(u) for all u € pre(w). At the end of the
iteration, the algorithm updates the set oldsim(w) to sim(w). Clearly, for all w € W and j > 1,
the set oldsim(w) in iteration j is a subset of the set sim(w) in iteration j — 1. Thus, a state v’
can belong to remove(w) in at most one iteration of the algorithm of [HHK95]. The complexity
analysis of [HHK95] is based on this observation, and bounds, for each w € W, the sum of sizes
of the sets remove(w) in all iterations by n'.

We claim that in our algorithm, a state v’ also can belong to remove(w) in at most one
step. Indeed, for each w € W and for each 1 < i < logn, the initial value of the set oldsim(w)
in the step i is equal to the final value of sim(w), computed in the step i — 1, and the initial
value of the set sim(w) in each step is a subset of the initial value of the set oldsim(w). Thus,
if a test v € remove(w) is positive in step i, it is negative in all previous and in all subsequent
steps. Thus, the sum of sizes of remove(w) for all steps of the algorithm is bounded by n'. With
each reduction in the size S, the set simg(w) decreases. The reduction in simg(w) is caused by

5Note that the worst case is very unlikely. Indeed, if the call to Efficient_Incomplete_Similarity({w}, sim’) is
executed with sim’ for which sim'(u) = W' for all u, then all states u # w have the same label, which is also the
label of all the states of the specification.



removing states v’ that belong to remove(w) from the simulation sets of the predecessors of w.
In each step we handle a fraction of all states that belong to remove(w) in one of the iterations
of the algorithm. In the worst case, all these states are handled in the last step, while in the best
case, they all are handled in the first step. In the average case, where average is taken over all
random divisions of the set of variables S into two equal subsets, each replacement of a variable
Zy by the value of L(w,q) causes a removal of 1/n of the states that belong to remove(w) for
each w € W. In step i we assign 1/2° variables (replace the variables with the corresponding
values of the labeling function), and thus in average in step i we handle the fraction 1/2¢ of the
states that belong to remove(w). Recall that in step i we have 2! copies of the sets sim(w),
so the complexity of the algorithm in this step has to be multiplied by 2°. Thus, the overall
complexity of the algorithm in the average case is

logn
> 2¢(m'n +mn')1/2 = O((m'n + mn') log n).
i=1

Mutant vector As discussed in Section 1, often it is helpful to allow the designer to specify
aset MUT C W x AP of mutations with respect to which coverage should be checked. Each
pair (w,q) in MUT represents the mutant implementation fw,q. The algorithm above can be
viewed as a special case where MUT = W x {q}. It is easy to extend the algorithm to the more
general case as follows. Given MUT, let Xyt = {Zw,q : (w,q) € MUT} be a set of variables
that correspond to possible mutations. The incomplete labeling function Ly agrees with L
for all (w,q) € MUT and is x4 for (w,q) € MUT. In each step we randomly divide the set
of variables into two equal subsets, and assign half of the variables their original values. Then
we compute the incomplete simulation for this assignment. When the set of variables becomes
a singleton {z, 4}, we assign to z,, 4 the complementary value (that is, flip the value of g in w),
and compute the simulation function from the mutant implementation fw,q to S. The number
of steps in the algorithm is O(log |[MUT)|). By the same considerations detailed for the special
case, this leads to an average time complexity of O((m'n + mn') log|MUT)).

4 Symbolic Approach

In this section we present an algorithm that symbolically computes the set of g-covered states.
Note that the naive approach, which executes a symbolic algorithm |W| times for all mutant
implementations, is no longer symbolic, as it requires explicit enumeration of the state space.
The algorithm we present in this section is symbolic, and it computes the relation C that is
defined as follows.

C = {{w,v,w') : w,v € W,w' € W', and w' simulates w in Z, ;}.

Then, v is g-covered by S if there is wg € Wy such that for all wj € W, we have (wj, v, w}) & C.
Several symbolic simulation algorithms are described in the literature [McM93, HHK95, KGG99).
We build our coverage algorithm on top of the straightforward symbolic implementation of
Milner’s fixed-point expression for simulation (see B of equation 1). The reason for this, as we
elaborate below, is the small number of OBDD variables that are needed in this approach.
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It is not hard to see that the relation C is the greatest fixed point of the following equation.
C = {{w,v,w") : Co(w,v,w") AVu Fu' such that [R(w,u) — R'(w',u’) AC(u,v,u)]},
where

Co = {(w,v,w') : w # v, and L(w) = L'(w")} U {{w,w,w") : Ly 4(w) = L'(w")}.

Thus, the calculation of C is very similar to that of B, only that the state v affects the labels
that are compared in Cy. The straightforward symbolic implementation of the above fixed point
involves OBDDs with 6n variables, where n = max (|W|,|W’|). We show how to reduce the
number of OBDD variables to 3n. In order to do so, we use early quantification and variable
interleaving in the OBDDs. Both techniques are used in [KGG99] (see also [Kat01]) in order to
reduce the number of OBDD variables required for computing the simulation relation B from
4n to 2n.

We first explain the techniques in more detail. In early quantification, we try to push
existential quantification inside in order to quantify out variables as soon as possible. Early
quantification is traditionally used in conjunctive partitioning [CB98, Yan99] and is based on
the property that sub-expressions can be moved out of the scope of an existential quantifier if
they do not depend on any of the variables being quantified. In [KGG99], early quantification
is used for computing simulation as follows. Recall that B is the greatest fixed point of the
expression

B = {{w,w') : Bo(w,w') A Vu Ju' such that [R(w,u) — R'(w',u") A B(u,u)]},
whose calculation involves OBDDs with 4n variables. By early quantification of u', we get

B = {{w,w') : Bo(w,w') AVu [R(w,u) — Fu' such that R'(w',u') A B(u, )]}

A naive implementation of the new fixed-point involves OBDDs with 3n variables. Indeed,
the variables of u are introduced only after these of u’ are quantified out. In order to reduce the
number of variables further, Katz et al. order the variables in the OBDDs so that the variables
of a binary relation f(z,y) are interleaved: the variables of x are in the even levels of the
OBDD for f and these of y are in the odd levels. Then, [KGG99] define two new operations on
OBDD: compose and compose_odd. These operations compute “exist ... and” as one operation.
Formally,

compose(f(ac,y), f(.’II,Z)) = Elm(f(w’y) A g(a:,z)),
and
compose_odd(f(y,xz),g(z,x)) = Jz(f(y,z) A g(z,x)).

When the variables of f and g interleaved as described above, the implementation of compose
and compose_odd can proceed in levels, where the corresponding element of z is quantified
simultaneously in the OBDDs of f and g. The resulting OBDD refers to the variables in y and
z only, so we stay with an OBDD with 2n variables. For the detailed implementation of the
operations see [Kat01].

Now B can be calculated using only 2n variables, by finding the greatest fixed point of the
expression

B = {{w,w') : Bo(w,w") A ~compose_odd(R(w,u), ~compose_odd(R' (w',u"), B(u,u')))}

11



Using the same ideas, we apply early quantification to the fixed-point expression for C and
get

C = {{w,v,w") : Co(w,v,w") AVu [R(w,u) — Fu’ such that R'(w',u") A C(u,v,u’)]}.
Then, we define two new operations on OBDDs, (8:0)-compose and (3:2)-compose, as follows.

(3:0)-compose(f (z,y),9(z, 2,u)) = Iz(f(z,y) A g(z, 2, u)),

and
(3:2)-compose(f(y,x),g(u, z,z)) = z(f(y,z) A g(u, z,x)).

The operations assume that the variables in the OBDDs of a ternary relation g(x,z,u) are
interleaved: the variables of x are in the 0 mod 3 levels, these of z are in the 1 mod 3 levels,
and these of u are in the 2 mod 3 levels. Then, as in the case of binary relations, the existential
quantification can be done in levels, with one pass on the OBDDs of f and g, and with only 3n
variables.

Then, the relation C is the greatest fixed point of the expression
C = {{w,v,w") : Co(w,v,w") AN=(3:2)-compose(R(w,u), —(8:2)-compose(R' (w',u'),C(u,v,u)))},

which can be calculated with 3n variables.

Mutant vector Given a mutant vector MUT C W x AP, the above algorithm can be adjusted
to calculate symbolically which of the mutants are covered by the specification. Note that MUT
can be given in some symbolic way (in particular, the above algorithm handles the case where
MUT = W x {q} for some observable signal ¢), in which case it may be crucial to avoid an
explicit enumeration of its members.

For a mutant A = (w,q) € MUT, let Ly be the labeling function with ¢ flipped in w, and
let 7y be the corresponding mutant implementation. We would like to calculate the relation

C={{w,\w'):weW,Ae MUT,w' € W', and w' simulates w in Z }.
The relation C is the greatest fixed point of the expression
C = {{w,\,w') : Co(w, A\, w') A Vu Fu' such that [R(w,u) — R'(w',u') A C(u, N\, u')]},

where B
Co = {{w,\,w') : A € MUT and Ly(w) = L'(w')}.

As in the algorithm above, we can rewrite C so that the quantification on u’ is pushed inside.
Unlike in the algorithm above, here the members of the triplets are not only states of Z and
S but also members of MUT. Accordingly, we define n = max{|W|,|W'|,|MUT|}. Now, we
can interleave the variables of w, A, and w’ as in the algorithm above, and calculate C as the
greatest fixed point of the expression

C = {{w,\,w') : Co(w, \,w") A =(3:2)-compose(R(w, u),—(3:2)-compose(R (w',u'),C(u, \,u'))),

which can be calculated with 3n variables.
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5 Discussion

We defined mutation-based coverage for implementations and specifications given by labeled
state-transition graphs and described two algorithms for computing the set of states covered
by the specification. The general idea of the algorithms is similar to the idea used in [CKVO01]
for mutation-based coverage in model-checking. The technical details, however, are different
and nontrivial: in the enumerative algorithm, the overlaps between the mutant implementations
lead to tighter candidates for simulation to start with’. In the symbolic approach, we addressed
the problem of reducing the number of variables in the OBDDs involved, an issue that is not
referred to in [CKV01], where a naive implementation requires only 2n variables. In addition,
we show how the ideas in [CKV01] can be extended to handle a given vector of mutations.

Our work brings together the “mutant-based approach” of [HKHZ99] and the “simulation
approach” of [KGGY99]. As in [HKHZ99], coverage is measured with respect to mutant imple-
mentations. As in [KGG99], conformance to specification is checked by simulation. What is the
relation between the two approaches? In order to answer this question, we first describe the
approach of [KGGY99] in more detail. In [KGGY9], specifications are given in terms of VCTL
safety formulas, and coverage is measured with respect to the reduced tableau of the specifi-
cation. Katz et al. define four criteria according to which the implementation Z is compared
with the reduced tableau S of the specification. Each criterion corresponds to a set of states or
transitions, essentially defined as follows®.

1. UnImplementedStartState, which contains the set of states w{, € W} for which all wy € W
have wj ¢ sim(wp). Thus, S simulates Z even without having wj as an initial state.

2. UnImplementedState, which contains the set of states w’ € W' for which all w € W have
w' & sim(w). Thus, S simulates Z even without the state w’.

3. UnImplemented Transitions, which contains the set of transitions (w’,u') € R’ for which 8
simulates Z even without the transition (w',u').

4. ManyToOne, which contains the set of states w’ € W' for which sim~!(w') is not a
singleton. Thus, multiple states of Z are simulated by w'.

It is proved in [KGGY99] that the four criteria are empty iff the implementation and the
reduced tableau of the specification are bisimilar, in which case the implementation and the
specification have exactly the same behaviors. How do the criteria of [KGG99] refer to our
coverage measure? Do empty criteria in [KGG99] imply full coverage in our definition? Does
full coverage in our definition imply empty criteria?

As we discuss below, the criteria of [KGG99] are orthogonal to our coverage measure. Con-

sider the systems 7; and S; described in Figure 4. The system S; is the reduced tableau for
the specification AGq V AG—q. Since 7; and S; are identical, they are bisimilar, thus all the

7 Alternatively, one could have followed the game-theoretic approach to simulation, show how incomplete
simulation shrinks the game graph, and apply results from circuit complexity about shrinkage. This, less direct,
approach would have been very similar to the approach taken in [CKV01].

8The criteria in [KGG99] refer to a restriction of the simulation relation to pairs (w,w') such that w is reachable
in Z along a path that is simulated by a path along which w' is reachable in S. The discussion and examples
below apply also to this restriction.
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criteria of [KGGY99] are empty, and 7Z; is fully covered by S;. Is Z; indeed fully covered by S17
According to our definition of coverage, both states of Z; are not g-covered. Indeed, flipping the
value of ¢ in either states results in an implementation that still satisfies the specification.

‘e Y

Figure 4: Full coverage by [KGG99] does not imply full mutation coverage.

On the other hand, consider the systems Z5,Ss2,7Z3, and S3 described in Figure 5. Atomic
propositions whose value is not labeled (either positively or negatively) in the systems have a
“don’t care” value. The system Ss is the reduced tableau for the specification (¢ A (AXAGp V
AXAGz))V(rNAXAGz)V AG—q, and the system S is the reduced tableau for the specification
AGq. According to our definition, Zo is fully covered by So. Indeed, if we flip the value of each
of the labeled atomic propositions, we no longer satisfy S3. On the other hand, criteria 1-3
of [KGG99] are not empty: the state s4 is an unimplemented (start) state, and the transition
(s0, $3) is an unimplemented transition (and it connects states that are implemented). According
to our definition, Z3 is fully covered by S3. Indeed, if we flip the value of ¢ in ug or u;, we no
longer satisfy S3. On the other hand, criteria 4 of [KGG99] is not empty: both states of Z3 are
simulated by the state %.

L: So: i 1s: Ss:
()
() (O ()

Figure 5: Full mutation coverage does not imply full coverage by [KGG99].

Intuitively, while the criteria of [KGG99] check that there is no redundancy in both the
specification and the implementation, mutation coverage checks whether all the implementation
details are essential. A point in favor of mutation coverage is the fact that it is compositional,
in the sense that one could decompose the complete specification for the system to conjuncts
and combine the coverage information measured for each conjunct. On the other hand, the
approach in [KGGY99] is not compositional. Finally, both approaches can be extended to handle
fair labeled state-transitions graphs, but the extension would involve the need to check fair
simulation [GL94, HKR97].
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