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Abstract. One of the advantages of temporal-logic model-

checking tools is their ability to accompany a negative
answer to the correctness query by a counterexample to
the satisfaction of the specification in the system. On the
other hand, when the answer to the correctness query is
positive, most model-checking tools provide no witness
for the satisfaction of the specification. In the last few
years there has been growing awareness to the impor-
tance of suspecting the system or the specification of
containing an error also in the case model checking suc-
ceeds. The main justification of such suspects are possi-
ble errors in the modeling of the system or of the spec-
ification. Many such errors can be detected by further
automatic reasoning about the system and the environ-
ment. In particular, Beer et al. described a method for
the detection of vacuous satisfaction of temporal logic
specifications and the generation of interesting witnesses
for the satisfaction of specifications.

For example, verifying a system with respect to the
specification ¢ = AG(req — AFgrant) (“every request
is eventually followed by a grant”), we say that ¢ is sat-
isfied vacuously in systems in which requests are never
sent. An interesting witness for the satisfaction of ¢
is then a computation that satisfies ¢ and contains a
request. Beer et al. considered only specifications of a
limited fragment of ACTL, and with a restricted inter-
pretation of vacuity. In this paper we present a general
method for detection of vacuity and generation of in-
teresting witnesses for specifications in CTL*. Our defi-
nition of vacuity is stronger, in the sense that we check
whether all the subformulas of the specification affect its
truth value in the system. In addition, we study the ad-
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vantages and disadvantages of alternative definitions of
vacuity, study the problem of generating linear witnesses
and counterexamples for branching temporal logic spec-
ifications, and analyze the complexity of the problem.

1 Introduction

Temporal logics, which are modal logics geared towards
the description of the temporal ordering of events, have
been adopted as a powerful tool for specifying and ver-
ifying concurrent systems [Pnu81]. One of the most sig-
nificant developments in this area is the discovery of
algorithmic methods for verifying temporal-logic prop-
erties of finite-state systems [CE81,CES86,LP85,QS81,
VW86a]. This derives its significance both from the fact
that many synchronization and communication proto-
cols can be modeled as finite-state systems, as well as
from the great ease of use of fully algorithmic methods.
In temporal-logic model checking, we verify the correct-
ness of a finite-state system with respect to a desired
behavior by checking whether a labeled state-transition
graph that models the system satisfies a temporal logic
formula that specifies this behavior (for a survey, see
[CGL93)).

Beyond being fully-automatic, an additional attrac-
tion of model-checking tools is their ability to accom-
pany a negative answer to the correctness query by a
counterexample to the satisfaction of the specification in
the system. Thus, together with a negative answer, the
model checker returns some erroneous execution of the
system. These counterexamples are very important and
they can be essential in detecting subtle errors in com-
plex designs [CGMZ95]. On the other hand, when the
answer to the correctness query is positive, most model-
checking tools provide no witness for the satisfaction of
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the specification in the system. Since a positive answer
means that the system is correct with respect to the
specification, this at first seems like a reasonable policy.
In the last few years, however, there has been growing
awareness by industrial practitioners of model checking
of the importance of suspecting the system (or the spec-
ification) of containing an error also in the case model
checking succeeds. The main justification of such sus-
pects are possible errors in the modeling of the system
or of the behavior.

Early work on “suspecting a positive answer” con-
cerns the fact that temporal logic formulas can suffer
from antecedent failure [BB94]. For example, verifying a
system with respect to the specification ¢ = AG(req —
AFgrant) (“every request is eventually followed by a
grant”), one should distinguish between vacuous satis-
faction of ¢, which is immediate in systems in which
requests are never sent, and non-vacuous satisfaction, in
which ¢’s precondition is sometimes satisfied. Evidently,
vacuous satisfaction suggests some unexpected proper-
ties of the system, namely the absence of behaviors in
which the precondition was expected to be satisfied.

Several years of experience in practical formal ver-
ification have convinced the verification group in IBM
Haifa Research Laboratory that vacuity is a serious prob-
lem [BBERO1]. To quote from [BBERO1]: “Our experi-
ence has shown that typically 20% of specifications pass
vacuously during the first formal-verification runs of a
new hardware design, and that vacuous passes always
point to a real problem in either the design or its spec-
ification or environment.” Often, it is possible to detect
vacuity easily, by checking the system with respect to
hand-written formulas that ensure the satisfaction of the
preconditions in the specification [BB94,PP95]. To the
best of our knowledge, this, rather unsystematic, ap-
proach, is the prevailing approach in the industry for
dealing with vacuous satisfaction. For example, the For-
malCheck tool [Kur98], uses “sanity checks”, which in-
clude a search for enabling conditions that are never en-
abled. See dicussion in Section 5.

Formally, we say that a formula ¢’ is a witness for-
mula for the specification ¢ if a system M satisfies ¢
non-vacuously iff M satisfies both ¢ and ¢'.!. In the ex-
ample above, it is not hard to see that a system satisfies
¢ non-vacuously iff it also satisfies EF'req. Sometimes,
however, the generation of witness formulas is not triv-
ial, especially when we are interested in other types of
vacuity passes, more involved than antecedent failure.

These observations led Beer et al. to develop a method
for automatic generation of witness formulas [BBERO1].
Witness formulas are then used for two tasks. First, for
the original task of detecting vacuity, and second, for the
generation of an interesting witness for the satisfaction
of the specification in the system. A witness for the sat-

! The notion of a witness formula that we use here is dual to the
one used in [BBERO1]. There, a system M satisfies ¢ vacuously iff
M satisfies both ¢ and its witness ¢’.

isfaction of a specification in a system is a sub-system,
usually a computation, that satisfies the specification. A
witness is interesting if it satisfies the specification non-
vacuously. For example, a computation in which both reg
and grant hold is an interesting witness for the satisfac-
tion of ¢ above. An interesting witness gives the user a
confirmation that his specification models correctly the
desired behavior, and enables the user to study some
nontrivial executions of the system. In order to gener-
ate an interesting witness for the specification ¢, one
only has to find a (not necessarily interesting) witness
for the conjunction @A’ of the specification and its wit-
ness formula. This can be done using the counterexample
mechanism of model-checking tools. Indeed, a computa-
tion is a witness for ¢ A ¢’ iff it is a counterexample to
(e A ¢').

While [BBERO1] nicely set the basis for a method-
ology for detecting vacuity in temporal-logic specifica-
tions, the particular method described in [BBERO1] is
quite limited. The type of vacuity passes handled is in-
deed richer than antecedent failure, yet it is still very re-
stricted. Beer et al. consider the subset w-ACTL of the
universal fragment ACTL of CTL. The logic w-ACTL
consists of all ACTL formulas in which all the (Boolean
or temporal) binary operators have at least one operand
that is a propositional formula. Many natural specifica-
tions cannot be expressed in w-ACTL. Beyond specifica-
tions that contain existential requirements, like AGEF grant
(and thus cannot be expressed in ACTL), this includes
also universal specifications like AG(AX grantVAX —grant),
which ensures that the granting event do not distinguish
between “brothers” (different successors of the same state)
in the system, as we expect in systems with delayed up-
dates (that is, when the reaction of the system to events
occurs only in the successors of the position in which
the event has occurred). The syntax of w-ACTL enables
[BBERO1] to associate with each specification, a single
subformula (called important subformula) and the vacu-
ity of passes of the specifications is then checked only
with respect to this subformula. For example, in formu-
las like AG(req — AF grant), the algorithm in [BBERO1]
checks that req eventually holds in some path, yet it ig-
nores the cases where AF grant always holds. While, as
claimed in [BBERO1], the latter case is less interesting,
it can still help in many scenarios. The restricted syntax
of w-ACTL and the restriction to important subformu-
las led to efficient algorithms for detection of vacuity and
generation of interesting witnesses.

In this paper we present a general method for detec-
tion of vacuity and generation of interesting witnesses
for specifications in CTL* (and hence also LTL, which
was not handled by [BBERO1]). Ours is the first system-
atic treatment of vacuous satisfaction in model checking.
Beyond the extension of the approach in [BBERO1] to
highly expressive specification languages, our definition
of vacuity is more fundamental in the sense that we check
whether all the subformulas of the specification affect its
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truth value in the system. In addition, we study the ad-
vantages and disadvantages of alternative definitions to
vacuity, study the problem of generating linear witnesses
and counterexamples for branching temporal logic spec-
ifications, and analyze the complexity of the problem.

From a computational point of view, we show that
deciding whether a formula ¢ passes vacuously in a sys-
tem M can be checked in time O(Cur(|¢l) - |¢|), where
Cum(Je|) is the complexity of the model-checking prob-
lem for M and ¢. Then, for ¢ in both LTL and CTL*,
the problem of generating an interesting witness for ¢ in
M (or deciding that no such witness exists) is PSPACE-
complete. Both algorithms can be implemented symbol-
ically on top of model checking tools like SMV and VIS.
As explained in Section 4, part of the difficulty in gen-
erating an interesting witness comes from the fact that
we insist on linear witnesses. When we consider worst-
case complexity, the algorithm for generating interest-
ing witnesses in [BBERO1] is more efficient than ours
(even when applied to w-ACTL formulas). Nevertheless,
as explained in Section 4, for natural formulas, the per-
formance of the algorithms coincides.

2 Temporal Logic

The logic LTL is a linear temporal logic. Formulas of
LTL are built from a set AP of atomic proposition using
the usual Boolean operators and the temporal operators
X (“next time”), U (“until”), and U (“duality of until”).
Given a set AP, an LTL formula is defined as follows:

— true, false, p, for p € AP.

- _'¢7 ’(p Vo, ¢ A, X’(ﬂ, wU% or QP&P, where ’(p and
o are LTL formulas.

The above syntax contains redundancies (say, Ve =
—(— A —p) and YUy = ~(—pU—gp)), yet it contains all
the modalities required to work with a positive normal
form in which negation may be applied only to atomic
propositions.

We define the semantics of LTL with respect to a
computation ™ = 0g,01,02,. .., where for every j > 0,
we have that o; is a subset of AP, denoting the set of
atomic propositions that hold in the j’th position of .
We denote the suffix j,0;41,... of 7 by 7/. We use
7 |= 1 to indicate that an LTL formula ¢ holds in the
path 7. The relation |= is inductively defined as follows:

— For all 7, we have that 7 |= true and = [~ false.

— For an atomic proposition p € AP, we have 7 |= p iff
p € 0yp.

— 7 = iff w .

TEYVeiff mr E¢orw e

—mEYApiff =y and 7 | .

= X iff 7t = .

— 7 = YUy iff there exists k > 0 such that 7 = ¢
and 7t =9 for all 0 < i < k.

— 7 = Uy iff for every k > 0 for which 7% }£ ¢, there
exists 0 < i < k such that 7 = 1.

We use the following abbreviations in writing formu-
las:

— Fyp = trueUyp (“eventually”).
— Gy = falseUyp (“always”).

The logic CTL* is a branching temporal logic. A path
quantifier, E (“for some path”) or A (“for all paths”),
can prefix an assertion composed of an arbitrary com-
bination of linear time operators. There are two types
of formulas in CTL*: state formulas, whose satisfaction
is related to a specific state, and path formulas, whose
satisfaction is related to a specific path. Formally, let
AP be a set of atomic proposition names. A CTL* state
formula is either:

— true, false, or p, for p € AP.

— —h, P V ¢, or P A ¢ where ¢ and ¢ are CTL* state
formulas.

— Ev or Ay, where 9 is a CTL* path formula.

A CTL* path formula is either:

— A CTL* state formula.

- P, YV #, YA #, X9, ¢U30a or ¢[7(;0a where 9 and
¢ are CTL* path formulas.

The logic CTL* consists of the set of state formulas gen-
erated by the above rules. Again, we presented a syn-
tax with redundancies, and we sometimes refer to CTL*
in positive normal form, in which negation can be ap-
plied only to atomic propositions. The logic CTL is a
restricted subset of CTL*. In CTL, the temporal oper-
ators X, U, and U must be immediately preceded by a
path quantifier. Formally, it is the subset of CTL* ob-
tained by restricting the path formulas to be X, YU,
or YU, where ¢ and ¢ are CTL state formulas.

The logic ACTL* is a restricted subset of CTL* that
allows only the universal path quantifier A. Note that
since negation in CTL* can be applied only to atomic
propositions, assertions of the form — A, which is equiv-
alent to E—), are not possible. Thus, the logic ACTL*
is not closed under negation. The logic ACTL is defined
similarly, as the restricted subset of CTL that allows the
universal path quantifier only.

We denote the length of a formula ¢ by |¢|. When
we consider subformulas of an LTL formula v, we refer
to the syntactic subformulas of ¥, thus to path formulas.
On the other hand, when we consider subformulas of a
CTL* formula 1), we refer to the state subformulas of 1.
Then, the closure cl(¢) of an LTL or a CTL* formula
1 is the set of all subformulas of ¢ (including ¢ but
excluding true and false). For example, cl(pU(Xq)) =

{pU(Xq),p, X q,q},and cl(E(pU(AXq))) = {E(pU(AXq)),

p,AXq,q}. It is easy to see that the size of ¢l(%)) is linear
in the size of 1. We use ¢[1) + ] to denote the formula
obtained from ¢ by replacing its subformula v by the
formula &.
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We define the semantics of CTL* (and its sublan-
guage CTL) with respect to systems. A system M =
(AP,W, R, wy, L) consists of a set AP of atomic propo-
sitions, a set W of states, a total transition relation
R C W x W, an initial state wyg € W, and a label-
ing function L : W — 24P, A computation of a system
is a sequence of states, @ = wqg, w1, ... such that for ev-
ery i > 0, we have that (w;,w;1+1) € R. We define the
size |M|, of a system M as above as |W| + |R|. We use
w = @ to indicate that a state formula ¢ holds at state
w (assuming an agreed fair module M). The relation |=
is inductively defined as follows (the relation 7 |= ¢ for
a path formula 1) is the same as for 4 in LTL).

— For all w, we have that w |= true and w [~ false.

— For an atomic proposition p € AP, we have w | p
iff pe L(w) and w |= —p iff p & L(w).

—wEYVeiff wlEYorw .

—wEYApiff w1y and w [ .

— w |= Ev iff there exists a computation 7 = wp, w1, . . .
such that wo = w and 7 |= 9.

— w |= A iff for all computations m = wo, wy, . .
that wo = w, we have 7 |= 9.

-7 |: @ for a computation 7 = wg,wy,... and a state
formula ¢ iff wy = .

. such

A system M satisfies a formula ¢ iff ¢ holds in the
initial state of M. The problem of determining whether
M satisfies ¢ is the model-checking problem. For a par-
ticular temporal logic, a system M, and an integer n, we
use Cr(n) to denote the complexity of checking whether
a formula of size n in the logic is satisfied in M.

3 Satisfying a Formula Vacuously

Intuitively, a system M satisfies a formula ¢ vacuously
if M satisfies ¢ yet it does so in a non-interesting way,
which is likely to point on some trouble with either M
or . For example, a system in which req never occurs
satisfies AG(req — AF grant) vacuously. In order to for-
malize this intuition, it is suggested in [BBERO1] to use
the following definition of when a subformula of ¢ affects
its truth value in M.

Definition 1. [BBERO1] The subformula 1 of ¢ does
not affect the truth value of ¢ in M (¢ does not affect
@ in M, for short) if for every formula &, the system M
satisfies @[y «+ &] iff M satisfies ¢.

Note that one can talk about a subformula 1 affecting ¢
in M or about an occurrence of ¢ affecting ¢ in M. As we
shall see in Section 3.2, dealing with occurrences is much
easier than dealing with subformulas. In the sequel, we
assume for simplicity that all the subformulas of ¢ have
single occurrences. (Equivalently, we could change the
definition to talk about when a particular occurrence of
1) does not affect ¢. All the results in the paper hold also
for this alternative.)

As stated, Definition 1 is not effective, since it re-
quires evaluation of ¢[¢p «+ ¢&] for all formulas £. To
deal with this difficulty, [BBERO1] considers only a small
class, called w-ACTL, of branching temporal logic for-
mulas. In Theorem 1 bellow, we show that instead of
checking the replacement of ¢ by all formulas &, one can
check only the replacement of i by the formulas true
and false. For that, we first partition the subformulas
of ¢ according to their polarity as follows. Every subfor-
mula 1) of ¢ may be either positive in ¢, in the case it is
in the scope of an even number of negations, or negative
in ¢, in the case it is in the scope of an odd number of
negations (note that an antecedent of an implication is
considered to be under negation)?. For a formula ¢ and
a subformula v of @, let p[tp < L] denote the formula
obtained from ¢ by replacing 1 by false, in case 1 is
positive in ¢, and replacing ¢ by true, in case ¢ is neg-
ative in . Dually, @[t « T] replaces a positive ¢ by
true and replaces a negative ¢ by false.

Lemma 1. For a subformula 1 of ¢ and for every sys-
tem M, if M |= @[t < L], then for every formula £, we
have M = o[y < £]. Also, if M £ o[t < T], then for
every formula &, we have M £ o[t + £].

Proof. We prove that for every formula £, the implica-
tions

ol « L] = @[t « €], and

ol < &l = o[y « T]

are valid. We prove the implications together, by induc-
tion on the structure of ¢ (since the arguments for state
and path formulas are the same, we do not distinguish
between them).

—If p = ¢ = p, for p € AP, then for all £, we have

el « L] = false, o[t « ] =&, and ¢y « T] =
true. Hence, as for all £, we have false — £ — true,
we are done.

— If ¢ = =0, then by the induction hypothesis, we have

(0l = L]) < =(0[¢ « ¢€]), and
(0 = £]) = ~(0[¢ < T)).

Now, since the polarity of ¥ in ¢ is dual to its polarity
in 6, this implies that

Pl + T] + [ €], and
Pl + & « gl « 1],

and we are done.

2 If we assume that the formula ¢ is given in a positive normal
form, all the subformulas of ¢, except maybe some propositions,
are positive in ¢. Since an assertion —p, for a proposition p, does
not affect ¢ in M iff p does not affect ¢ in M, we can regard such
assertions as atomic propositions, thus assume that all subformulas
are positive in . In this section, however, we consider also formulas
that are not in positive normal form, thus we refer to both positive
and negative subformulas.
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— Consider the case ¢ = f(#) or ¢ = ¢(8,0'), with
fe{E,A X} and g € {A,V,U,U}. By the seman-
tics of CTL*, the operators f and g are positively
monotonic, in the sense that for every 6; and 65, with
01 — 6, we have f(61) — f(62), and for all 6’ we
have g(61,6') — ¢(62,0'), and g(0',6,) — g(6',05).
Now, since for all 8 and 6', the polarities of subfor-
mulas of 0 are equal to their polarities in f(6), g(6,6")
and g(¢',6), the claim follows immediately from the
induction hypothesis.

Lemma 1 implies that true and false are two “ex-
treme” replacements for ¢ in ¢; thus instead of check-
ing agreement on the satisfaction of ¢ with all replace-
ments &, one may only consider these two extreme re-
placements. Theorem 1 below formalizes this intuition.

Theorem 1. For every formula ¢, a subformula ¢ of
p, and a system M the following are equivalent:

(1) ¢ does not affect v in M.
(2) M satisfies o[t + true] iff M satisfies p[yp < false].

Proof. Assume first that ¢ does not affect ¢ in M.
Then, in particular, M |= ¢[¢ + true] iff M = o,
and M | ¢y + false] iff M = ¢. It follows that
M E ¢[¢p + true] iff M = ¢y + false]. For the
other direction, assume that M satisfies ¢[i) + true] iff
M satisfies ¢[tp « false]. Consider first the case ¢ is
positive in . We distinguish between two cases. First,
if M satisfies p[tp < false], then, as ¢ is positive in
p, it follows from Lemma 1 that for every formula &,
we have M | ¢ty + €], and in particular M = ¢.
Thus, ¥ does not affect ¢ in M. Now, if M does not
satisfy @[ « false], we have that M does not satisfy
¢[tp + true] either. Then, as 1 is positive in ¢, it fol-
lows from Lemma 1 that for every formula &, we have
M W ol « €], and in particular M [~ ¢. Thus, ¢ does
not affect ¢ in M. The case v is negative in ¢ is dual.

We can now define formally the notion of vacuous
satisfaction:

Definition 2. [BBERO1] A system M satisfies a for-
mula ¢ vacuously iff M |= ¢ and there is some subfor-
mula 9 of ¢ such that ¥ does not affect ¢ in M.

Theorem 1 reduces the problem of vacuity detection
to the problem of model checking of M with respect
to the formulas ¢[¢p < true] and @[y « false] for all
subformulas 9 of ¢. In fact, by Lemma 1, whenever M
satisfies ¢, it also satisfies p[¢) « T] for all subformulas
¥ of p. Accordingly, M satisfies ¢ vacuously if M | ¢
and there is some subformula % of ¢ such that M satis-
fies [t < L]. Since the number of subformulas of ¢ is
bounded by |y, it follows that vacuity detection involves
model checking of M with respect to at most || formu-
las, all smaller than ¢. Hence the following theorem.

Theorem 2. The problem of checking whether a system
M satisfies a formula ¢ vacuously can be solved in time

O(Cum(l¢l) - el)-

Note that vacuity detection can also proceed in a
user-controlled mode, where the user selects the sub-
formulas being replaced by L. Then, the complexity of

checking vacuity with respect to k subformulas is O(Car(|¢])-

k).
3.1 Alternative definitions

In Definition 1, we require that for every £, the replace-
ment of ¥ by & does not affect the value of ¢ in M.
One can also think about an alternative definition in
which ¢ does not affect ¢ in M if M satisfies ¢ iff for
every formula &, we have that M satisfies p[tp + &].
This alternative definition seems equivalent to Defini-
tion 1. Nevertheless, as we show below, the definitions
are not equivalent and only Definition 1 agrees with our
intuitive understanding of affecting a truth value. To see
this, consider a system M that has a single state with
a self loop, in which p does not hold. Let ¢ = ¢ = p.
By the definition above, the formula ¢ does not affect
¢ in M. Indeed, both sides of the iff condition in that
definition do not hold: M does not satisfy p, and there
is a formula ¢ (¢ = false) such that M does not sat-
isfy p[p < £]. Nevertheless, our intuition is that p does
affect the truth value of p in M. This agrees with Def-
inition 1. Indeed, there is a formula £ (£ = true) such
that M = p[p + &] yet M £~ p.

Note that the definition of when a system satisfies
a formula vacuously is insensitive to the difference be-
tween the two definitions. Indeed, when M |= ¢, both
definitions require M to satisfy o[y « €] for all &.

While Definition 1 cares about the satisfaction of ¢
in the initial state of M, and thus corresponds to local
model checking, global model-checking algorithms cal-
culate the set of all states that satisfy ¢. Accordingly,
if we use M (7)) to denote the set of states in M that
satisfy 1, one could also consider the alternative defi-
nition where ¢ does not affect ¢ in M if for every for-
mula &, M(p[p « £]) = M(p). The problem of this
definition is that the replacement of ¥ in £ may change
the set of states that satisfy ¢ in some non-interesting
way, say with respect to non-reachable states. For ex-
ample, consider a system M with one reachable state
s with a self-loop, labeled {¢}, and one non-reachable
state s’ with a self-loop, labeled (). The state s satisfies
both ¢ = AG(p — ¢q) and AGq. Thus, p does not affect
@ in M according to Definition 1. On the other hand,
while M(p) = {s,s'}, we have that M(AGq) = {s}.
Thus, p affects ¢ in M according to the global definition
above. Since s’ is not reachable, the fact that s’ satis-
fies ¢ vacuously is not of real interest, thus we believe
that the fact Definition 1 ignores such vacuous satisfac-
tion meets our goals. It is easy, however, to extend all the
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results in the paper to handle also global vacuity. In par-
ticular, the corresponding variant of Lemma 1, namely
M(p[tp « L]) € M(p) C M(p[tp « T]) is valid for all
1), thus global vacuous satisfaction of ¢ in M (and there
are in fact several possible definitions here as well), can
be detected in time O(Cr(J|) - |¢])-

3.2 Occurrences vs. subformulas

Recall that one can talk about a subformula v affecting
@ in M or about an occurrence of 1 affecting ¢ in M.
As we now show, the latter choice is computationally
easier. Caring about whether a particular occurrence of
1 affects the value of ¢ in M, we assumed, for technical
convenience, that all subformulas occur only once. Given
1, ¢, and M, Theorem 1 then suggests a simple solution
for the problem of deciding whether 9 affects ¢ in M.
Formally, the problem can be solved in time O(Ch(|¢]))-
In particular, when ¢ is in CTL, the problem can be
solved in time linear in M and ¢ [CES86]. When ¢ has
several occurrences, Theorem 1 is no longer valid. This
is because different occurrences of ¥ may have different
polarities. We now show that in this case the problem of
deciding whether v affects ¢ in M is most likely harder.

We say that 1 affects ¢ in M iff it is not the case
that ¢ does not affect ¢ in M. Thus, ¢ affects ¢ in M
iff there is a formula £ such that either M = ¢ «+ ¢]

and M [~ ¢, or M [~ @[t  £] and M = .

Theorem 3. For ¢ in CTL, a subformula ¥ of ¢ with
multiple occurrences, and a system M, the problem of
deciding whether i does not affect ¢ in M is co-NP-
complete.

Proof. We show that the complementary problem, of
deciding whether v affects ¢ in M is NP-complete. We

first prove membership in NP. Let M = (AP, W, R, wq, L).

For a CTL formula &, let [§] C W be the set of states
that satisfy €. The set [£] respects bisimulation; thus, if
two states are bisimilar in M, then either both are in [¢]
or both are not in [¢]. By [BCG88], for every set V C W
that respects bisimulation, there is a CTL formula &y of
length polynomial in M such that £y holds at exactly
all the states in V. It follows that for every formula &,
there is a formula ¢ of length polynomial in M such
that [£] = [£']- Accordingly, ¢ affects ¢ in M iff there is
a formula & of length polynomial in M such that either
M E gl « € and M i o, or M I ¢l « € and
M = ¢. Since we can guess such £, membership in NP
follows.

To prove hardness in NP, we do a reduction from
SAT. Given n > 0, we define the Kripke structure K, =
({qJ T}? {07 st 7n + 1}7 R7 07 L>7 Where

R={(0,1),(1,2),...,(n,n+1),(n+ 1,n+ 1)},

and L maps all states i € {0,...,n — 1} U {n + 1} to
¢ and maps the state n to {r}. Thus, K, is a chain

of n + 2 states none of which satisfies ¢, and only the
state before the last one satisfies r. Given a propositional
formula 6 over py,...,pn—1, let ¥ be the CTL formula
obtained from 6 by replacing each occurrence of p; by
(EX)iq. Then, let ¢ = 9 A (EX)"q. For example, if
6 = (poVp1) A(=p1Vp2), then p = (¢VEXq)A(-EXqV
EXEXqANEXEXEXq. Since no state of K, satisfies g,
the structure K,, does not satisfy ¢. On the other hand,
since, no matter what 6 is, the only requirement that ¢
induces on the state n is to satisfy ¢, it is easy to see
that there is a formula £ such that K, = ¢[qg + ¢] iff
0 is satisfiable: the formula £ is induced by a satisfying
assignment for 6 and it holds at state ¢ iff i = n or p;
is assigned true in the satisfying assignment. Also, if
0 is not satisfiable, there is no way to label K,, with
q so that ¢ would be satisfied, thus there is no £ such
that K,, = ¢[g < . Using the fact that n is the only
state in which r holds, we can indeed “translate” each
assignment to a corresponding £. In the example above,
an assignment that assigns true to py and p; induces
the formula £ =r VvV EX(r v EXEXr). It follows that ¢
affects ¢ in K, iff 6 is satisfiable.

4 Interesting Witnesses

When a good model-checking tool decides that a system
M does not satisfy a required property ¢, it returns a
counterexample to the satisfaction of ¢, namely, some
erroneous execution of M. These counterexamples are
very important and they help the user to detect prob-
lems in M or in . Most model-checking tools, however,
provide no witness for the satisfaction of ¢ in M. Such
a witness may be very helpful too, in particular when
it describes an execution in which the formula is satis-
fied in an interesting way. In this section we discuss the
generation of interesting witnesses to the satisfaction of
LTL and CTL* formulas.

Definition 3. [BBERO1] Consider a system M and a
formula ¢ such that M |= ¢. A path 7 of M is an inter-
esting witness for ¢ in M if 7 satisfies ¢ non-vacuously.

In this section we study the existence and generation
of interesting witnesses. The generation of an interest-
ing witness involves two difficulties. The first is present
in the case ¢ is a branching temporal logic formula and it
involves the generation of a linear (rather than a branch-
ing) witness. This difficulty is analogous to the difficulty
of constructing a linear counterexample in a system that
violates a branching temporal logic formula. The second
difficulty is present also when ¢ is a linear temporal logic
formula and it involves the fact that all the subformu-
las of ¢ should affect the satisfaction of ¢ in the witness.
Note that even when M satisfies ¢ non-vacuously, it may
be that some paths of M satisfy ¢ vacuously. For exam-
ple, a structure that satisfies AG(req — AF grant) non-
vacuously may contain a path in which req never holds.
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Moreover, it may be that M satisfies ¢ non-vacuously,
all the paths of M satisfy ¢ as well, yet no path of M is
an interesting witness for ¢. As an example, consider the
formula above and a structure with two paths, one path
that never satisfies req and a second path that always
satisfies grant. To see another weakness of the defini-
tion of an interesting witness, consider the LTL formula
¢ = G(req; — Fgrant;) A G(reqs, — grant,). While
a system M may satisfy ¢ non-vacuously and contain
interesting witnesses for both G(reqg; — Fgrant;) and
G(reqy — grant,), the system M may not contain an
interesting witness for ¢, as both reg; and reg, are re-
quired to hold in such a witness. This difficulty arises
since ¢ is a conjunction of two specifications, and it can
be avoided by separating conjunctions to their conjuncts.

We start with the first difficulty. We say that a branch-
ing temporal logic formula ¢ is linearly witnessable if for
every system M, if M | ¢ then M has a path 7 such
that m = ¢. The following lemma follows immediately
from the definition.

Lemma 2. All formulas of the universal fragment ACTL*

of CTL* are linearly witnessable, and so are all CTL*
formulas with a single existential path quantifier.

It follows from Lemma 2 that if a formula has no exis-
tential path quantifiers, or has a single path quantifier,
then it is linearly witnessable. This syntactic condition
is a sufficient but not a necessary one. For example, the
CTL formula EX EFp is linearly witnessable, and so is
the less natural formula EXpV EX-p. The latter ex-
ample suggests that testing a formula for being linearly
witnessable is at least as hard as the validity problem3.

Theorem 4. Given a CTL formula ¢, deciding whether

p is linearly witnessable is in 2EXPTIME and is EXPTIME-

hard.

Proof. We start with the upper bound. We first claim
that if there is a system M such that M | ¢ yet M has

3 The gap between the upper and lower bounds in Theorem 4
is similar to gaps in related problems such as the complexity of
determining whether a CTL* formula has an equivalent LTL for-
mula (a 2EXPTIME upper bound and an EXPTIME lower bound
[KV98b]), the complexity of determining whether an LTL for-
mula has an equivalent alternation-free p-calculus formula (an EX-
PSPACE upper bound and a PSPACE lower bound [KV98a]), and
several more problems. Essentially, in all the problems above we
check the equivalence between a set of trees that satisfy Ay, for
an LTL formula ¢, and a set of trees that is defined directly by
some branching-time formalism. The best known translation of Ay
to a tree automaton involves a doubly-exponential blow up. This
is because the nondeterministic automaton for ¢, whose size is
exponential in |¢|, needs to be determinized before its expansion
into a tree automaton, or, alternatively (as in the proof above),
the nondeterministic tree automaton for E—¢ needs to be comple-
mented. The doubly-exponential size of the tree automaton then
leads to EXPSPACE and 2EXPTIME upper bounds. On the other
hand, typical EXPSPACE and 2EXPTIME lower-bound proofs for
temporal logic [VS85,KV95] require the use of temporal logic for-
mulas that do not fit into the restricted syntax that is present in
the problems above (e.g., formulas of the form Ap® — ¢ for some
CTL* formula ¢).

no path 7 such that = |= ¢, then there also exists such
an M with branching degree bounded by |¢|. The proof
of the claim is similar to the proof of the bounded-degree
property for CTL [Eme90]. Give ¢, let A, be a nonde-
terministic Biichi tree automaton that accepts exactly
all trees of branching degree at most || that satisfy ¢
[VW86b], and let A, be nondeterministic Biichi word
automaton that accepts exactly all words (i.e., trees of
branching degree 1) that satisfy ¢ [VW94]. We expand
A, to a Biichi tree automaton A}, that accepts a tree iff
the tree has a path accepted by A;, (in each state, A,
guesses a direction in which it follows A{,). We prove
that ¢ is linearly witnessable iff £(A,) C L(A7). Since
the containment problem £(A) C L£(A') for Biichi tree
automata can be solved in time that is polynomial in
the size of A and exponential in the size of A’ [EJ8S,
MS95], the 2EXPTIME upper bound follows. Assume
first that ¢ is linearly witnessable, and let T be a tree in
L(A,). Then, T contains a path 7 such that 7 satisfies
¢, implying that 7 is accepted by A{,. Then, however,
by the definition of A}, we have that 7" is also in L(AY})).
Assume now that ¢ is not linearly witnessable. then, by
the bounded-degree property above, there is a system,
and therefore also a tree T' of branching degree at most
|¢| such that T |= ¢ yet no path of T satisfies . Hence,
while the tree T' is in £(A,), it is not accepted by A7,
implying that £(A,) is not contained in £(A7).

For an EXPTIME lower bound, we do a reduction
from the satisfiability problem for CTL. Consider a for-
mula ¢ over a set of atomic propositions that does not
contain p and ¢q. We prove that ¢ is not satisfiable iff
1 = pAEXpA EXq is linearly witnessable. Clearly, if ¢
is not satisfiable, then so is ¢, which is therefore linearly
witnessable. For the second direction, assume that ¢ is
satisfiable, and consider a system M that satisfies ¢. We
define a system M’ as follows. If the initial state of M
has two or more successors, we label one of its successors
by p and we label a different successor by g. If the ini-
tial state of M has only one successor, we duplicate it,
and then proceed as above. It is easy to see that while
M' satisfies 9, no path of M’ satisfies ¢, thus ¢ is not
linearly witnessable.

The generation of interesting witnesses in [BBERO1]
goes through a search for a counterexample for a “wit-
nessing formula”. This generation succeeds only for wit-
nesses formulas for which a linear counterexample ex-
ists. It is claimed in [BBERO1] that almost all interest-
ing CTL formulas indeed have linear counterexamples.
We say that a branching temporal logic formula is lin-
early counterable iff for every system M, if M [~ ¢ then
M has a path 7 such that = [£ ¢. The following theo-
rem, which characterizes linearly counterable formulas,
follows immediately from the definitions of linearly wit-
nessable and linearly counterable.
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Theorem 5. For a branching temporal logic formula ¢,
we have that @ is linearly counterable iff —p is linearly
witnessable.

Note that a formula ¢ may be both linearly witness-
able and linearly counterable (in which case —¢ is both
linearly witnessable and linearly counterable as well).
The formulas AGp and EFgq, for example, fall in this
category. In fact, by Lemma 2, all formulas with at most
one universal and one existential path quantifiers are
both linearly witnessable and linearly counterable.

In the context of model checking, however, a partic-
ular system M is given, and while ¢ may not be linearly
witnessable, it may still have a linear witness in M. We
say that ¢ is linearly witnessable in M if M |= ¢ implies
that M has a path 7 such that 7 |= ¢. In order to check
whether ¢ is linearly witnessable in M, we first need the
following notation. For a branching temporal logic for-
mula ¢ in a positive normal form, let ¢ be the LTL
formula obtained from ¢ by eliminating its path quan-
tifiers. For example, (AGEFp)¢ = GFp. By [CD88], ¢
has an equivalent LTL formula iff ¢ is equivalent to Ap?.

Lemma 3. For a branching temporal logic formula ¢
and a system M, we have that M (= Ap? iff M has a
path m such that © £ .

Proof. Assume first that M £ Ap?. Then, M has a
path 7 such that m £ ¢?. Since the branching degree
of 7 is 1, the path m does not satisfy ¢ either. For the
other direction, assume that M has a path 7 such that
m [~ . Since the branching degree of 7 is 1, the path 7
does not satisfy p? either. Hence, M [~ Ap?.

Theorem 6. For a CTL* formula ¢ and a system M,

deciding whether ¢ is linearly witnessable in M is PSPACE-

complete.

Proof. Replacing the formula ¢ in Lemma 3 by the
formula —p, we get that M [~ A(-p)? iff M has a
path 7 such that 7 | ¢. It follows that ¢ is linearly
witnessable in M iff M | ¢ — Ep?. Membership in
PSPACE then follows from CTL* model-checking com-
plexity [EL87]. Given a system M and an ACTL formula
@, it is shown in [KV98b] that the model-checking prob-
lem M = Ap? — ¢ is PSPACE-complete. Equivalently,
given a system M and an ECTL formula ¢, the model-
checking problem M = ¢ — E¢? is PSPACE-complete.
Since ¢ is linearly witnessable in M iff M = ¢ — Ep?,
hardness in PSPACE follows (in fact, already for ¢ in
ECTL).

In practice, we are interested in generating a linear wit-
ness (and thus in the question of linear witnessability)
only in systems M that satisfy ¢. Note that the proof
of Theorem 6 shows that deciding whether ¢ is linearly
witnessable in M is PSPACE-complete already for M as
above.

We now study the second difficulty: finding an in-
teresting linear witness. Recall that the generation of
interesting witnesses in [BBERO01] goes through a search
for a counterexample for a witnessing formula. The def-
inition of the witnessing formula in [BBERO1] crucially
depends on the restricted syntax of w-ACTL. Below we
generate a witnessing formula for general branching or
linear temporal logic formulas. Given a formula ¢ (in
either LTL or CTL*), we define

witness(p) = @ A /\ Y+ L.
YEcl(yp)

Note that the length of witness(yp) is quadratic in |¢p|.
Intuitively, a path 7 satisfies witness(p) if 7 satisfies
and in addition, = does not satisfy the formula [y + L]
for all the subformulas ¥ of ¢. Thus, all subformulas of
p affect its value in 7.

Note also that, as with vacuity check, we can search
for an interesting witness in a user-controlled mode, where
—[th + L] is added to witness(y) only for selected sub-
formulas 2.

Theorem 7. For a formula ¢ and a system M, a counter
example for —witness(p) in M is an interesting witness
for o in M.

Proof. Let 7 be a counterexample for —witness(y) in
M. Then, 7 satisfies witness(¢). As such, 7 satisfies ¢,
yet for all subformulas 1) of ¢, the path 7 does not satisfy
the formula ¢[¢p < L]. It follows that all subformulas
of ¢ affect ¢ in 7, hence 7 satisfies ¢ non-vacuously.

Theorem 8. For an LTL or a CTL* formula ¢ and
a system M, an interesting witness for ¢ in M can be
generated in polynomial space. Deciding whether such a
witness exists is PSPACE-complete.

Proof. By Theorem 7, one can generate an interesting
witness 7 for ¢ in M by generating a counterexample
for —witness(p) in M. When ¢ is an LTL formula, so
is —witness(y), and the generation of 7 can be done
by generating a path in the intersection of M and a
Biichi word automaton for —witness(y). Membership in
PSPACE then follows from the fact that the automaton
for an LTL formula & is of size exponential in £ [VW94],
and the generation of a path in the intersection of the
automaton with M can be done on-the-fly and nonde-
terministically in space that is logarithmic in the sizes
of M and the automaton. When ¢ is a CTL* formula,
we know, as discussed in the proof of Lemma 3, that a
counterexample in M for A(—~witness(p))? is also a coun-
terexample for —witness(¢) in M. Thus, the generation
can proceed as in the case of LTL formulas, replacing
—witness(p) by (~witness(p))?. In both cases, the lower
bound follows by a reduction from LTL model checking
[SC85].
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The lower bound in Theorem 8 implies that the gen-
eration of interesting witnesses may require, at the worst
case, space that is polynomial in the length of the specifi-
cation, which in practice means that it may require time
that is exponential in the length of the specification.
On the other hand, the method in [BBERO1] requires
only linear time. The comparison of the two approaches
from a complexity-theoretic point of view is actually a
special case of the traditional comparison between LTL
and CTL model-checking complexity. Indeed, while the
generation in [BBERO1] goes through the counterexam-
ple mechanism for CTL formulas [CGMZ95], ours go
through the counterexample mechanism for LTL formu-
las, which uses an automata-theoretic reduction (expo-
nential in the worst case) to CTL counterexample gen-
eration [VW86a]. Our experience with this comparison
teaches us that, in practice, standard LTL model check-
ers perform nicely on most formulas. In fact, for formu-
las that can be expressed in both LTL and CTL, LTL
model-checking tools often proceeds essentially as CTL
model-checking tools. Intuitively, both model checkers
proceed according to the semantics of the formula and
are insensitive to the syntax in which the formula is given
(for a detailed analysis and comparison of the two ver-
ification paradigms see [KV98b]). Experimental results
of LTL and CTL model checking of common specifica-
tions support our observation and show no advantage to
the branching paradigm [BRS99]. In addition, once LTL
model checking (or generation of counterexamples) is re-
duced to detection of a fair computation in the product
of the system and the automaton for the negation of the
specification, such a detection can be performed using
CTL model-checking tools, thus our method can be im-
plemented symbolically on top of model checkers such as
SMV or VIS.

Finally, the results in the paper can be easily ex-
tended to handle systems with fairness conditions. A

5 Verification Methodologies

Over the last few years, we have seen an emphasis shift
in the way formal verification is used in the industry.
Early formal verification efforts consist of model check-
ing. Today, companies develop wverification methodolo-
gies, in which model checking is just one component.
Such methodologies combine fully-automatic and user-
interactive methods, use intermediate validity and satis-
fiability checks, and involve ad-hoc techniques, suitable
for a particular verification task. Sanity checks, which
challenge a successful verification process are becoming
an important part of verification methodologies.

Vacuity check, studied in this paper, is only one ap-
proach to challenge a successful verification process. A
related check would be to check the validity of the speci-
fication. Clearly, a valid specification is satisfied trivially
— a triviality that is yet not captured by the definition of
vacuity. Similarly, partial validity checks, which look for
subformulas that are valid of unsatisfiable, can capture
a triviality that is not captured by vacuity checks. We
note that for LTL, model checking and validity check-
ing are based on the same automaton — the one for the
negated specification: to model check M k= 1, we need
to check that the product of M with the language of
Ay is empty. To check vadility we need to check that
the language of Ay is empty. Thus, the cost is small
relative to the cost of model checking. For CTL, on the
other hand, model checkers cannot check validity. The
above is an advantage of LTL model checkers.

An approach that is closely related to vacuity is taken
in the process of constraint validation in the verification
tool FormalCheck [Kur98]. In order to validate a set of
constraints about the environment, the constraints are
converted into specifications and are checked with re-
spect to a model of the environment. Sometimes, how-
ever, there is no model of the environment, and instead,
FormalCheck proceeds with some heuristic sanity checks
for constraint validation. This includes a search for en-
abling conditions that are never enabled, and a replace-
ment of all or some of the constraints by false. Finally, a
different approach is coverage [KGG99, HKHZ99,CKV01],

typical fairness condition for a system M = (AP, W, R, wy, L) where one checks whether the entire functionality of the

is a tuple (Fi, ..., Fy) of subsets of W. Such a condition
means that we restrict attention to computations that
visit each F; infinitely often [Fra86]. It is known that
model-checking algorithms extend to systems with such
fairness conditions [CES86, VW86a]. Since our method is
based on the model-checking algorithm, it can therefore
be easily extended to handle fairness. Also, being based
on the model-checking algorithm, our method is fully au-
tomatic, and all the common heuristics for coping with
the state-explosion problem are applicable to it. As with
model checking, the discouraging complexity bounds for
the problems discussed in the paper do rarely appear
in practice. An interesting open question is how to find
interesting witnesses of minimal length (cf. [CGMZ95]).

system has participated in the verification process. Low
coverage implies we should suspect the specification for
not being sufficiently restrictive.
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