SIAM J. COMPUT. (© 2001 Society for Industrial and Applied Mathematics
Vol. 30, No. 6, pp. 2008-2035

THE SHORTEST VECTOR IN A LATTICE IS HARD TO
APPROXIMATE TO WITHIN SOME CONSTANT*
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Abstract. We show that approximating the shortest vector problem (in any ¢, norm) to within
any constant factor less than 4/2 is hard for NP under reverse unfaithful random reductions with
inverse polynomial error probability. In particular, approximating the shortest vector problem is
not in RP (random polynomial time), unless NP equals RP. We also prove a proper NP-hardness
result (i.e., hardness under deterministic many-one reductions) under a reasonable number theoretic
conjecture on the distribution of square-free smooth numbers. As part of our proof, we give an
alternative construction of Ajtai’s constructive variant of Sauer’s lemma that greatly simplifies Ajtai’s
original proof.
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1. Introduction. Lattices are geometric objects that can be pictorially de-
scribed as the set of intersection points of an infinite, regular (but not necessarily
orthogonal) n-dimensional grid. The rich combinatorial structure of lattices makes
them very powerful tools to attack many important problems in mathematics and
computer science. In particular, lattices have been used to solve integer programming
with finitely many variables [25, 24, 20], factorization of polynomials over the inte-
gers [24, 31], low density subset-sum problems [23, 12, 8], and many cryptanalytic
problems [32, 17, 13, 7, 6].

Despite the many successful applications of lattice techniques, the most funda-
mental problems on lattices resisted any attempt to devise polynomial time algorithm
to solve them. These are the shortest vector problem (SVP) and the closest vector
problem (CVP). In SVP, given a lattice, one must find the shortest nonzero vector in
the lattice (i.e., the intersection point in the grid closest to the origin). CVP is the
inhomogeneous counterpart of SVP: given a lattice and a target point (not necessar-
ily in the lattice), find the lattice point closest to the target. Both problems can be
defined with respect to any norm, but the Euclidean norm ¢5 is the most commonly
used.

The first intractability results for lattice problems date back to 1981 when van
Emde Boas [34] proved that CVP! is NP-hard and conjectured the same for SVP. Since
then, the hardness result for CVP was considerably strengthened, proving that even
finding approximate solutions to CVP is hard (see section 2 for more information).
Despite the similarities between the two problems, progress in proving the hardness of
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SVP was much slower. Even for the exact version of this problem, proving the conjec-
tured NP-hardness remained an open problem for almost two decades. Recently, Ajtai
[2] proved that the SVP is hard for NP under reverse unfaithful random reductions
(RUR-reductions for short, see [18]). These are probabilistic reductions that map NO
instances to NO instances with probability 1 and YES instances to YES instances with
non-negligible probability.?2 Although not a proper NP-hardness result (i.e., hardness
for NP under many-one reductions, which would imply that SVP is not in P unless
NP = P), hardness under RUR-reductions also gives evidence of the intractability of
a problem. In particular, it implies that SVP is not in RP unless NP = RP. (Here RP
is the class of decision problems with random polynomial decision algorithms that are
always correct on NO instances and “usually” correct on YES instances.) So, Ajtai’s
result gives the first theoretical evidence that SVP is indeed intractable, resolving
(in a probabilistic sense) van Emde Boas’ conjecture. In the same paper, Ajtai also
remarks that his NP-hardness proof can be adapted to show the hardness of approx-
imating the length of the shortest vector within some very small factor 1 + o(1) that
rapidly approaches 1 as the dimension of the lattice grows.

In this paper we prove the first nonapproximability result for the shortest vector
problem to within some factor bounded away from 1. Namely, we show that (for
any ¢, norm) approximating SVP within any constant factor less than {/2 is hard
for NP under RUR-~reductions. In particular, approximating SVP in the Euclidean
norm within any factor less then v/2 is hard for NP. The error probability of the
reduction is polynomially small, i.e., the reduction correctly maps YES instances to
YES instances with probability 1 — 1/ poly(n) for some polynomial function poly(n).
Moreover, randomness itself is used in a very restricted way and it can be removed
under standard computational or number theoretic assumptions. In particular we
show that

(i) SVP has no polynomial time approximation algorithm unless the polynomial
hierarchy [26, 33] collapses to the second level.

(ii) Approximating SVP is NP-hard (under deterministic many-one reductions)
if the following conjecture on the distribution of square-free smooth numbers holds
true: for any € > 0 and for all sufficiently large n there exists a square-free polylog-
smooth integer in the interval [n,n + n¢|, i.e., an integer whose prime factors are all
less than (Ign)¢ (for some constant ¢ independent of n) and have exponent one.

The rest of the paper is organized as follows. In section 2 we give an overview of
related work. In section 3 we formally define the approximation problems associated
to SVP, CVP, and a variant of the latter. In section 4 we prove that SVP is NP-hard
to approximate by reduction from the modified CVP using a geometric lemma which
is proved in section 5. In section 6 we present deterministic reductions under various
computational or number theoretic assumptions. Section 7 concludes with remarks
and open problems.

In section 5 we use a combinatorial theorem (Theorem 5.9) similar to a result orig-
inally proved by Ajtai in [2]. In the appendix we present a proof of this combinatorial
theorem that greatly simplifies Ajtai’s original construction.

2. Related work. The complexity of lattice problems has been widely investi-
gated since the early 1980s because of the many connections between these problems
and other areas of computer science. Results are usually presented for the Euclidean

2In Ajtai’s proof, as well in our result, the success probability is in fact 1 — 1/p(n) for some
polynomial function p(n).
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(¢2) norm but can be easily adapted to any £, norm, or in some cases any norm.
Unless otherwise stated, the following results refer to the ¢ norm.

The first polynomial time approximation algorithms for SVP was the celebrated
Lenstra—Lenstra—Lovasz (LLL) basis reduction algorithm [24] that achieves an ap-
proximation factor 2°(") exponential in the dimension n. In [4] Babai showed how to
achieve a similar approximation factor for CVP combining LLL with a lattice rounding
technique. To date, the best approximation factor for SVP achievable in polynomial
time is 20(n(loglogn)®/logn) using Schnorr’s block reduction algorithm [29]. In fact,
Schnorr gives a hierarchy of basis reduction algorithms that go from polynomial time
to exponential time achieving better and better approximation factors. Unfortunately,
Schnorr’s result is almost ubiquitously cited as a polynomial time algorithm for ap-
proximating SVP within a factor 2¢" for any fixed ¢ > 0. It turns out, as recently
observed by Goldreich and Hastad [14], that one can set € to a slowly decreasing
function of n while maintaining the running time polynomial and achieving a slightly
subexponential approximation factor 20 ((loglog n)*/logn) A similar approximation
factor can be achieved for CVP combining Schnorr’s block reduction algorithm with
Kannan’s reduction [19] from approximate CVP to approximate SVP.

On the complexity side, CVP was proved NP-hard to solve exactly by van Emde
Boas in [34]. The first inapproximability results for CVP are due to Arora et al. [3]
who proved that CVP is NP-hard to approximate within any constant factor, and
quasi NP-hard to approximate within factor 2108 "“n_ The latter result is improved
to a proper NP-hardness result by Dinur, Kindler, and Sufra in [10], but the proof
is much more complicated. Interestingly, CVP remains hard to solve exactly even if
the lattice is known in advance and can be arbitrarily preprocessed before the target
point is revealed [28].

The NP-hardness of SVP (in the ¢3 norm) was conjectured in [34] but remained
an open problem for a long time. The first result is due to Ajtai [2] who proved that
solving the problem exactly is NP-hard for randomized reductions. Ajtai’s result can
also be adapted to show the inapproximability of SVP within certain factors 1+ o(1)
that rapidly approach 1 as the dimension of the lattice grows. In this paper we prove
the first NP-hardness result for approximating SVP within factors bounded away from
one.

Interestingly, SVP in the ¢, norm seems to bear much more similarities to CVP
than SVP in the ¢> norm. In fact, the NP-hardness of SVP in the { norm was
already proved in [34]. The quasi NP-hardness of approximating SVP within glog” ™ n
appeared in [3], and a proper NP-hardness result is proved in [9] using techniques
similar to [10].

The unlikelihood of the NP-hardness of approximating SVP and CVP within
polynomial factors has also been investigated. In [22], Lagarias, Lenstra, and Schnorr
showed that approximating SVP and CVP within factors O(n) and O(n!-) is in coNP.
This result is improved by Banaszczyk [5] where both problems are shown in coNP
for O(n) approximation factors. These results imply that approximating SVP and
CVP within Q(n) polynomial factors cannot be NP-hard, unless NP=coNP. Under
the stronger assumption that NP is not contained in coAM, Goldreich and Goldwasser
[15] show that approximating SVP and CVP within Q(y/n/logn) cannot be NP-hard.

Our results are achieved by reducing the approximate SVP from a variant of CVP
which was shown NP-hard to approximate in [3]. The techniques we use to reduce
CVP to SVP are related to those used in [30, 1] and [2]. In particular all these works
use variants of the “prime number lattice” originally defined by Schnorr in [30] to
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(empirically) reduce factoring to lattice reduction. The intent in [30] was to find
new factoring algorithms and the method is not formally analyzed. In [1] Adleman
attempts to give a formal reduction from factoring to the shortest vector problem.
Although based on relatively complicated number theoretic conjectures, Adleman’s
work marks an important step in the study of the hardness of the shortest vector
problem because the reduction from factoring to SVP is presented for the first time
as theoretical evidence that SVP is hard. Trying to remove the number theoretic
conjectures from Adleman’s proof, Ajtai had the fundamental intuition that variants
of the prime number lattice could be used to reduce any NP problem (not necessarily
related to factoring) to SVP. In the breakthrough paper [2] Ajtai uses an enhanced
version of the prime number lattice to reduce an NP-complete problem (a variant of
subset sum) to SVP.

In this paper we use a variant of the prime number lattice which is much closer
to the original lattice introduced by Schnorr. However, it should be noted that the
enhanced lattice defined by Ajtai was the starting point of our investigation, and we
rediscovered Schnorr’s prime number lattice while trying to understand and simplify
Ajtai’s construction.

In our proof the prime number lattice is for the first time explicitly connected to
sphere packing, giving a simpler and more geometric interpretation of the combina-
torics underlying the lattice. The simpler and more geometric approach used in this
paper allows us to translate some of the techniques to other settings. In fact, similar
techniques have been recently used by Dumer, Micciancio, and Sudan [11] to prove
similar results for the minimum distance problem for linear codes.

3. Definitions. Let R and Z be the sets of the reals and the integers, respec-
tively. The m-dimensional Euclidean space is denoted R™. A lattice in R™ is the
set of all integer combinations £ = {31, z;b;:x; € Z} of n linearly independent
vectors by,...,b, in R™ (m > n). The set of vectors by,...,b, is said to form a
basis of the lattice, and the integer n is called the rank of the lattice. A basis can
be compactly represented by the matrix B = [by]...|b,] € R™*™ having the ba-
sis vectors as columns. The lattice generated by B is denoted £(B). Notice that
L(B) = {Bx:x € Z"}, where Bx is the usual matrix-vector multiplication.

For any p > 1, the £, norm of a vector x € R™ is defined as ||x||, = {/>_ 2. The
following definitions can be given with respect to any norm. Since in the rest of this
paper the norm being used will always be clear from the context, we omit explicit
references to a norm in order to keep notation simple, but it should be noted that
the definitions are norm dependent. The minimum distance of a lattice, A(L), is the
minimum distance between any two distinct lattice points and equals the length of
the shortest nonzero lattice vector:

ML) =min{||x —y| : x#y € L} = min{||x]| : x € £,x # 0}.

For vector x € R™ and set S C R, let dist(v,S) = minyeg [|[v — w|| be the distance
between v and S. For vector x € R™ and real r, let B(v,r) ={w e R" : |[v—w]| <r}
be the ball of radius r centered in v.

When discussing computational issues related to lattices, it is customary to as-
sume that the lattices are represented by a basis matrix B and that B has integer
entries. In order to study the computational complexity of lattice problems, we for-
mulate them in terms of promise problems. A promise problem is a generalization of
the familiar notion of decision problem. The difference is that in a promise problem
not every string is required to be either a YES or a NO instance. Given a string with
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the promise that it is either a YES or NO instance, one has to decide which of the two
sets it belongs to.

Following [15], we formulate the approximation problems associated with the
shortest vector problem and the closest vector problem in terms of the following
promise problems.

DEFINITION 3.1 (approximate SVP). The promise problem GAPSVP. (where
v > 1 is a function of the dimension) is defined as follows. Instances are pairs (B, d),
where B € Z"*F is a lattice basis and d a positive number such that

(i) (B,d) is a YES instance if \(B) <d, i.e., |Bz| < d for some z € Z" \ {0};
(ii) (B,d) is a NO instance if A\(B) > v-d, i.e., |Bz|| > v-d for allz € Z™\ {0}.

DEFINITION 3.2 (approximate CVP). The promise problem GAPCVP., (where
v > 1 is a function of the dimension) is defined as follows. Instances are triples
(B,y,d), where B € Z"** is a lattice basis, y € Z" a vector, and d a positive number
such that

(i) (B,y,d) is a YES instance if dist(y, L(B)) < d, i.e., |Bz—y| < d for some
zel”;

(ii) (B,y,d) is a NO instance if dist(y, L(B)) > v -d, i.e., |Bz—yl| >~-d for
allz € 7.

The relation between the promise problems above and the corresponding lattice
optimization problems is easily explained. On one hand, if one can compute a -
approximation d’ € [A(B),y-A(B)] to the length of the shortest nonzero lattice vector,
then one can solve GAPSVP., by checking whether d' < -d or d > v -d. On the
other hand, assume one has a decision oracle O that solves GAPSVP,. (By definition,
when the input does not satisfy the promise, the oracle can return any answer.) Let
u € Z be an upper bound to A(B) (for example, let u be the length of any of the
basis vectors). Notice that O(B,u) always returns YES, while O(B, 0) always returns
NO. Using binary search find an integer d € {0,...,u?} such that O(B,vd) = YES
and O(B,v/d — 1) = No. Then, A(B) must lie in the interval [v/d,~ - v/d]. A similar
argument holds for the closest vector problem.

Reductions between promise problems are defined in the obvious way. A function
f:{0,1}* — {0,1}* is a reduction from (Ilygs,Ino) to (Zvgs, Xno) if it maps YES
instances to YES instances and NO instances to NO instances, i.e., f(Ilygs) C Yvgs
and f(IIxo) € Yno. Clearly any algorithm A to solve (Xvgs, Xno) can be used to
solve (Ilygs, IIno) as follows: on input I € IIygs UIlno, run A on f(I) and output
the result. Notice that f(I) always satisfies the promise f(I) € Yygs U XNo, and
f(I) is a YES instance iff I is a YES instance.

We define one last promise problem that will be useful in the sequel. The problem
is a modification of GAPCVP in which YES instances are required to have a boolean
solution, and in the NO instances the target vector can be multiplied by any nonzero
integer.

DEFINITION 3.3 (modified CVP). The promise problem GAPCVP’, (wherey > 1
is a function of the dimension) is defined as follows. Instances are triples (B,y,d)
where B € Z"** is a full rank matriz, y € Z™ a vector, and d a positive number such
that

(i) (B,y,d) is a YES instance if |Bz —y| < d for some z € {0,1}";
(ii) (B,y,d) is a NO instance if |Bz — wyl|| > v -d for all z € Z™ and all
w e Z\{0}.

In [3] it is proved that GAPCVP,, and its variant GAPCVP’,, are NP-hard for

any constant factor v > 1.
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FiG. 4.1. Lattice L(L) has minimum distance v = {/2 times the radius of sphere B(s,r) and
all boolean vectors of length k can be expressed as Tz for some lattice vector Lz inside the sphere.

4. Hardness of approximating SVP. In this section we present the main
result of this paper: for any £, norm (p > 1), and for any constant v € [1, ¢/2), the
promise problem GAPSVP, is hard for NP (under RUR-reductions). The proof is
by reduction from a variant of the closest vector problem (GAPCVP’) and is based
on the following simple idea: Assume one wants to find the point in a lattice £(B)
(approximately) closest to some vector y. One may look for the shortest nonzero
vector in the lattice generated by the matrix [B|y], i.e., the Minkowski sum of the
original lattice £(B) and the lattice L(y) = Z -y of all integer multiples of the target
vector. If the shortest vector in L([Bly]) is of the form Bx —y then Bx necessarily is
the lattice vector in £(B) closest to y. However, if the original lattice £(B) contains
vectors as short as the distance of y from L£(B), then solving the shortest vector
problem in the lattice £([B|y]) might find a vector of the form Bx, unrelated to the
target y. (Notice that the shortest vector in £([Bly]) might also correspond to a
vector in £(B) close to a multiple of y, but this is not a problem if we are reducing
from GAPCVP'.)

We solve this problem by embedding the lattice £([B|y]) in a higher dimensional
space; i.e., we introduce new coordinates and extend the basis vectors in [B|y] with
appropriate values. The embedding is based on the construction of a lattice £(L)
and a sphere B(s,r) with the property that the minimum distance between lattice
points in £(L) is bigger than the radius r of the sphere (by a constant factor 7 > =)
and at the same time the sphere contains exponentially many lattice vectors from
L(L). We use the lattice points in the sphere to represent all potential solutions to
the GAPCVP’ problem. In particular, we also build a linear integer transformation T
such that any boolean vector x € {0,1}* (i.e., any potential solution to the GAPCVP’
problem) can be expressed as Tz (z an integer vector) for some lattice point Lz in the
ball B(s,r). These requirements are summarized in the following lemma (see Figure
4.1).
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LEMMA 4.1. For any £, norm (p > 1) and any constant 5 € [1, ¥/2) there exists
a (probabilistic) algorithm that on input k € Z outputs, in poly(k) time, two positive
integers m,r € 7%, a lattice basis L € Z"tV>™ g yector s € ZmH, and a linear
integer transformation T € ZF*™ such that

() AL) > 77,
(ii) with probability at least 1 — 1/ poly(k) for all x € {0,1}* there exists a
z € ™ such that Tz = x and Lz € B(s,r).

Remark. From the proof of Lemma 4.1 in section 5 it appears that the lemma
can be stated in a stronger form asserting the existence of a single algorithm that
takes p and 7 as additional parameters. However, it should be noted that for every ¢,
norm, the algorithm can be used only for factors ¥ < /2, and the complexity of the
algorithm (e.g., running time or output size) grows to infinity as 5 gets closer to /2.
Stating the result as a single algorithm would require to determine the dependency
of the running time on how close 7 is to {/2. In order to keep the notation simple,
we will state all the results in this paper for fixed norms ¢, and factors v, but a
generalization of the results to variable £, and +y (subject to the constraint y < {/2) is
indeed possible and the dependency of the running time on p and v can (in principle)
be extracted from the proofs presented in this paper. It should also be noted that
as p gets larger and larger, the maximum constant for which we can prove hardness
of SVP in the ¢, norm approaches 1. This is quite counterintuitive, as we know that
SVP in the ¢, norm is hard to approximate within any constant [3, 9]. So, it is
natural to expect that SVP in the £, norm is harder when p is large.

We defer the proof of the above lemma to section 5 and move straight to the main
theorem.

THEOREM 4.2. For any {, norm (p > 1) and for any constant v € [1,/2),
the promise problem GAPSVP, is hard for NP under RUR-reductions with inverse
polynomial error probability.

Proof. Fix an £, norm and a constant v € [1, ¥/2). Let 7 be a real between ~y
and ¢/2 and let 7/ be a real greater than (77 — ﬁ_p)fl/ P and assume without loss
of generality that '/~ and 7/v are rational numbers. We prove that GAPSVP,, is
hard for NP by reduction from the promise problem GAPCVP;, which is known to
be NP-hard (see [3]).

Let (B,y,d) be an instance of GAPCVP;, with B € Z"** y € Z" and d € Z.
We define an instance (V,t) of GAPSVP, such that if (B,y,d) is a NO instance
of GAPCVP’,, then (V,t) is a NO instance of GAPSVP,,, and if (B,y,d) is a YES
instance of GAPCVP’., then (V,t) is a YES instance of GAPSVP., with high proba-
bility.

Run the (randomized) algorithm from Lemma 4.1 on input k to obtain a lattice
basis L € Z(m+t)x™ 5 vector s € Z™+! a linear integer transformation T € Z*F*™
and a integer r € Z such that

(i) ||Lz||, > 7 - r for all z € Z™ \ {0},
(ii) with probability at least 1 — 1/ poly(k), for all vectors x € {0,1}* there
exists a z € Z™ such that Tz = x and ||[Lz —sl|, <.

Define the lattice

a-y
b-s } ’

where a and b are two integer scaling factors such that § = ﬂ, and t =a-dy' /vy =
b- 17/ is integer. We want to prove that if (B,y,d) is a NO instance of GAPCVP’,,

a-BT

V:{ b-L
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then (V,t) is a NO instance of GAPSVP,, and (provided the construction in the
lemma succeeds) if (B,y,d) is a YES instance of GAPCVP’,, then (V,t) is a YES
instance of GAPSVP,.

First assume (B,y,d) is a NO instance and consider a generic nonzero integer

vector
wW = .
w

We want to prove that |[Vw]|P > (y¢)P. Notice that
IVWIE = (a - [Bx + wy[l,)? + (b- [ L + ws],)?,
where x = C'z. We prove that
a-||Bx+wyll, > t, or b-||Lz + ws||, > ~t.

We distinguish two cases:
1. If w # 0, then by definition of GAPCVP’.,/,

a-||Bx+uwyll,>a-v'd=nt;
2. if w =0, then z # 0 and by construction
b-||Lz +wsl|l, =b-||Lz|, >b-yr =t

Now assume that (B,y,d) is a YES instance, i.e., there exists a boolean vector
x € {0,1}* such that |Bx — y||, < d. By construction, there exists a vector z € Z™
such that Tz = x and ||Lz — s||, <. Define

k)

and compute the norm of the corresponding lattice vector:

[Vw(p = (a-[|Bx —yllp)" + (b |Lz — s|,)"
< (ad)? + (br)?

t\" t\”
-(7) (%)

0 Y
<tP,YP i_i _|_i
— ~P ap ﬁp

=17,

proving that (V,t) is a YES instance of GAPSVP,,. d

5. Proof of the geometric lemma. In this section we prove Lemma 4.1. As
explained in section 4, this lemma asserts the existence of an integer lattice £(L) with
large minimum distance, a sphere B(s, ) of radius less than A(L) (by a constant factor
¥) containing a large number of lattice points, and a linear integer transformation that
maps the coordinates (with respect to L) of the lattice points in the sphere onto the set
of all binary strings of some shorter length. Moreover, L, s, and T can be computed
in (random) polynomial time.
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The lattice and the sphere are more easily defined using arbitrary real numbers.
So, we first drop the requirement that L and s have integer entries and define a real
matrix L and a real vector s with the desired properties. Then, we show how to
approximate L and § with integer matrices. Finally, we prove Lemma 4.1 combining
the integer lattice construction with a combinatorial theorem on low-degree hyper-
graphs.

5.1. The real lattice. In the next lemma we define a real lattice E(f;) and
prove a lower bound on the length of its nonzero vectors. The definition of L is
parametric with respect to an ¢, norm (p > 1), a real number a > 0, and a set of
positive integers A = {ay, ..., am . The idea is to map the multiplicative structure of
the integers ay, ..., an, to the additive structure of the lattice £(L), defining a basis
vector for each a; and expressing its entries in terms of the logarithm of a;. This
way the problem of finding a sphere containing many lattice points is reduced to the
problem of finding a small interval containing many products of the a;’s. At the end
we will set « to some large number (exponential in m), and A to a set of small primes.
The existence of a sphere containing many lattice points will follow from the density
of the primes and a simple averaging argument.

LEMMA 5.1. Let A = {a1,...,an} be a set of relatively prime odd positive
integers. Then for any £, norm (p > 1), and any real o > 0, all nonzero vectors in
the lattice generated by the (columns of the) matrix

YIna; 0 0

(5.1) L= 0 - 0 € ROm+1)xm
0 0 <lnay,
alna; -+ alna,,

have £, norm bigger than ¥/21Inc.
Proof. We want to prove that for all nonzero integer vectors z € Z™,

|Lz|2 > 2Ina.
We first introduce some notation. Let R € R™ be the row vector
(5.2) R=[lnaj,lnas,...,Inay,]
and D € R"™*™ be the diagonal matrix

In aq 0 0
0 Ynay --- 0
(5.3) D= . . . .

0 0 Vina,,

[

and Hiz||§ = |Dz|5 + a” |Rz”. We bound the two terms separately. Define the
integers

Notice that

A
a; .

—

g=IHai:z>0  g=][{a;*z<0},  g=39=

1=1
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Using this notation, the first term satisfies
IDz]lz = 3" |z Ina,
i
> Z |zi| Ina;
i

=Ing

because p > 1 and the z;’s are integers. Bounding the second term is slightly more
complex:

[Rz| =

Zzilnai
=|lng—Ing|
19 — g
=In|(1
n( +m1n{ g}

Now notice that since z is nonzero, ¢ and § are distinct odd integers and therefore
|9 — gl > 2. Moreover, min{g, g} < /g9 = y/g. By monotonicity and concavity of
function In(1 + z) over the interval [0, 2], one gets

ln<1+m|i{ g|}>>ln(1+j§)>\i§~h;3>;§.

Combining the two bounds one gets

oP

T _ p
[|Lz||) = ||Dz||} + of (Rz)" > Ing + W

which is a continuous function of g with derivative

1 p af
Sl I P A
g 2 gp/2

The function is minimized (over the reals) when g = o (%)2/1] with minimum

2 2 2
2lna + () In (2) + () >2lna+ () Inp > 2lna.
p 2 p p

Therefore, for all nonzero integer vectors z, ||f4zHg >2lna. O
Consider now a sphere centered in

(5.4) s = : )
0
aln

where (3 is a positive real to be specified. We now show that there is a close relationship
between finding lattice vectors close to s and approximating ( as a product of the
a;’s.
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LEMMA 5.2. Let L and § be defined as in (5.1) and (5.4). For any ¢, norm
(p > 1), reals o, B > 1, positive integers ay, ..., a,,, and boolean vector z € {0,1}™,
if the integer g = [, a;* belongs to the interval [3,5(1+ 1/a)], then

|Lz — 5|, < ¢/In 5+ 2.

Proof. Let D and R be as defined in (5.3) and (5.2). Notice that since z is a 0-1

vector,
|Dz|2 = Rz = Ing,
and therefore

ILz —5||p = | Dz} + o’ Rz — In |7
=Ilng+a?|lng —IngP
P
9 g
=Ing+In=+|aln=
g B
From the assumption g € [3, 3(1 4+ 1/«)] and using the inequality In(1+ ) < z (true
for all = # 0) one gets

1 1
Oglnggln 1+—-) < -
I} Q «a

which, substituted in the above expression, gives
=~ - 1
|[Lz -8 <mfB+—-+1<Inp+2 O
@

Now let € be a small positive real constant and set o = $(!=¢). From Lemma 5.1,
the minimum distance between lattice points is bigger than A = {/2(1 —¢)In 3, and
there are many lattice points within distance ¢/In 3 + 2 ~ \/{/2 from 8, provided that
the interval [3, 8 + 3¢] contains many products of the form [[,cga; (S € {1,...,m}).
If ay,...,a., are the first m odd prime numbers, this is the same as saying that
[8, 8 + 3¢] contains many square-free odd (a,,)-smooth numbers. We now informally
estimate for which values of m and (8 one should expect [3, 3 + 8] to contain a large
number of such products. A rigorous probabilistic analysis will follow right after.

Fix some integer ¢ > 1/¢, let h be a sufficiently large integer and set m = h¢. Let

ai,...,ay, be the first m odd primes, and consider the set of products
M= {Hai:SC {1,...,m},|S| :h}.
icS

Notice that

h—1 . h—1
m m—1 m
. = = > —_— = (C_l)h
(5.5) | M| <h> 15— 7i|:|0 s =h

=0

and all elements of M belong to the interval [1,(a;,)"]. If we choose 8 uniformly
at random in this interval, the expected size of [3, 3 + 3] is Q((a,)") and we can
estimate the number of elements of M contained in [3, 3 + 3¢] to be
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By the prime number theorem, a,, = O(mlnm) = O(h®Ilnh) and therefore our
estimate is Q(h“~1/Inh)" > 2" for all sufficiently large h.

Making the above argument more formal, one can prove that there exists an
interval [3, 8 + (] containing exponentially (in h) many products from M. Still, it
is not clear how to find the right 8. If square-free smooth numbers are distributed
uniformly enough, any choice of § is good. Unfortunately, we do not know enough
about the distribution of smooth numbers to prove such a statement about small
intervals [3,08 + 3¢]. (It can be proved that for all § the interval [3,20] contains
square-free smooth numbers, but not much is known about interval of sublinear size.)

So, we exploit the smooth number distribution (whatever it is) to bias the choice
of the interval toward those containing many smooth numbers. The idea is to set § to
the product of a random (size h) subset of the a;’s. This way, the interval [3, 8 + (€]
is selected with a probability roughly proportional to the number of square-free (a,, )-
smooth numbers contained in it. So, for example, intervals containing no smooth
numbers are never selected, and intervals containing few smooth numbers are selected
with very small probability. The probability of choosing an interval containing few
products is bounded in the next lemma. In fact the lemma is quite general and applies
to any set M of real numbers bigger than 1.

LEMMA 5.3. For every positive real numbers € € [0,1), u > 1, integer H > 1,
and any finite subset M C [1,u), if B is chosen uniformly at random from M, then
the probability that [3, 5 + B°) contains less than H elements from M is at most

Ml—e . H
P , YNM| <H} < ——,
where k() =1 —217¢,

Proof. Let B be the set of all 5 € M such that |[3, 5+ 6¢) N M| < H. We show
that | B| can be partitioned into at most K = u'~¢/k(e) subsets, each containing less
than H elements. It follows that

|Bl  KH-1) ul"c-H

ﬁE&WGB}ng M w(e)- M|

Divide [1, i) into [log, ] intervals [2F,28+1) for k =0, ..., [logy ] — 1. Then divide
each interval [2%, 25F1) into 2% /2% = 2(1=9)% subintervals of size 2¢*. Notice that each
subinterval is of the form [z,2 + y) for some y < x€, therefore it contains at most
H — 1 points from B. It remains to count the total number of subintervals. Adding
up the number of subintervals for each interval [2F, 28%1) we get

[logy ] -1
K= Z o(1—e)k
k=0
9(1=€)logy u] _ q
2=

@2u)'= _pe

21— — 1 k(e)’ .

N

Applying this lemma to the set of square free smooth numbers we get the following
proposition.

PROPOSITION 5.4. For all reals €,6 > 0, there exists an integer ¢ such that for
all sufficiently large integer h, the following holds. Let m = h€, aq,...,a, be the
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first m odd primes, and M the set of all products [[;. g a;, where S is a size h subset
of {1,...,m}. If B is chosen uniformly at random from M then the probability that
(B, B3+ 3°) contains less than h®" elements of M is at most 27".

Proof. Fix some €, > 0 and let ¢ be an integer bigger than (1 + é)/e. Let
p = al,. Notice that M is contained in [1, y1) and |M| > h(¢=D" (see (5.5)). Applying
Lemma 5.3 to set M with H = h®", we get

héh _Ml—e

Pe{|[B, 6+ 8 )NM|<H} < ————
{Il | < H} (O]
héhag—dh

< K(e)h(c—l)h'

By the prime number theorem, a,, = O(mInm) = O(hInh), which substituted in
the above expression gives

hoh O(hc In h)(l—e)h
K/<€)h(c—1)h

~ (O(nh)—9
- hec—(1+8)

( O(In h) )h
< —_—
hec—(1+8)

<27 h

Pr{|[6, 6+ BN M| < H} <

h

for all sufficiently large h because ec — (1 + 6) > 0. O

Combining Lemma 5.1, Lemma 5.2, and Proposition 5.4, we immediately get the
following theorem.

THEOREM 5.5. For all reals €,6 > 0, there exists an integer ¢ such that the
following holds. Let h be a positive integer, m = h®, and ai,...,a,, be the first m
odd primes. Let 3 be the product of a random subset of {a1,...,am} of size h and set
o = <. Define L and s as in (5.1) and (5.4), and let 7 = {/(14+€)Inp>1. Then

(i) all nonzero vectors in L(L) have ¢, norm greater than {/2 (1 —€)/(1 + €))r.

(ii) For all sufficiently large h, with probability at least 1 — 27", the ball B(s,r)
contains more than h®" lattice points of the form Lz where z is a 0-1 vector with
ezactly h ones.

5.2. Working over the integers. In the previous subsection we proved that
as far as real entries are allowed one can easily define a basis L and probabilistically
find a vector § with the property that a sphere of radius slightly more then \(L)/<{/2
contains many lattice points. We now prove that the same result can be achieved using
a suitable integer approximation of L and s. The error incurred by approximating a
multiple of L and s with integers is bounded in the following two lemmas.

LEMMA 5.6. For all n > 1 and all integer vectors z € Z™,

Lz, > (n — 1)m|[Lzl|p,

where L = L(mn)i} is the matriz obtained multiplying L by mn and rounding each
entry to the closest integer.
Proof. By triangular inequality

ILz]l, = ||(mn)Lz + (L — (mn)L)z],
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> |[(mn)Lal, — (L — (ma) )z,
= mm|Lall, (L = (ma) D)zl

It remains to prove that ||(L — (mn)L)z|, < m|Lz|,. Notice that all entries in
(L — (mn)L) are at most 1/2 in absolute value. Therefore

(L = (mm) L)zl < 3(/ Il + (3 1=i1)”

1zl + m?|zl5

IN

2
m||z]|p-

IN

Furthermore,
ILz]}} = | Dz} + a? [ Ra|”
> || Dz}
> ||zI5
because D is diagonal with all entries greater than 1. This proves that [|(L —

(mn)L)zl|, < m|La|, and therefore ||Lz], > (y — L)m||Lz,. O
LEMMA 5.7. For all n > 0 and all integer vectors z € Z™

Lz —sll, < (n+ Dm|Ez - 5.

where L = | (mn)L] and s = |(mn)s] are the matrices obtained multiplying L and §
by mn and rounding each entry to the closest integer.
Proof. By triangular inequality

Lz = s|l, = [|((mn)Lz — (mn)3) + (L — (mn)L)z — (s — (mn)8)|,»
< | ((mm)Lz — (mn)3) |l + | (L — (mm)L)z — (s — (mn)8)ll,
= nm|[Lz — (mn)3ll, + [|(L = (mn)L)z — (s = (mn)3)|l,.
Notice that all entries in (L — (mn)L) and (s — (mn)s) are at most 1/2 in absolute

value. Therefore

~ 1 p D
I~ By s~ m)1g < (5 ) (Il + (Sl +1)") <ol
Furthermore,
Lz —sl|, > |[Dz|, = ||z,
because D is diagonal with all entries greater than 1. This proves that
I(L = (mn)L)z — (s — (mn)8)|,, < m|| Lz —3],,
and therefore
Lz — sl < (n+1)[[Lz — s, 0

We can now prove a variant of Theorem 5.5 where all the numbers are integers.

THEOREM 5.8. For everyp > 1, v € [1,{/2) and § > 0 there exists a probabilistic
algorithm that on input an integer h outputs (in poly(h) time) integers m,r, a matric
L € Zm+TDX™ and an integer vector s € Z™ ! such that



2022 DANIELE MICCIANCIO

(1) all vectors in L(L) have £, norm bigger than ~yr;

(i) for all sufficiently large h, with probability at least 1 —2~" the sphere B(s,r)
contains at least h®" lattice points of the form Lz where z is a 0-1 vector with exactly
h ones.

Proof. We show that for all p > 1,6 > 0 and € > 0 the theorem is satisfied with

B (1 _ 6)1-1—1/1)
= ((1 +€)2t1/p V2.
Let ¢ be as in Theorem 5.5. On input h, algorithm A computes m = h¢, and the

first m odd primes a1, as,...,a,,. Let L, S, and 7 be as defined in Theorem 5.5, and
compute the approximations

L=|(m/OL], s=[m/s], r=[1+1/emi].

Let z € Z™ be a nonzero integer vector. We want to bound ||Lz|,. We know
from Theorem 5.5 that

~ 1—¢€_
5.6 L /2 .
(5.6) [Lall, > {/2—

Using Lemma 5.6 (with n = 1/¢) and (5.6) we get
1 -
Ll > (7 1) mEa,

Notice that r satisfies the bounds r < (1 + 1/e)m7 + 1 and r > (1 + 1/¢) because
7 > 1. Thus, we can bound 7 as follows:

(5.7)

~ r—1

re (14+1/e)ym
o 1-1/r

Tt t/om "
1-1/(1+1/e) .

(1+1/e)m

€
= T

(e+1)2m
Combining (5.7) and (5.8) we get
(1—e)ttt/p €
L 2
Lz, > ( e(1+e)l/v (e+1

Now consider the sphere B(s,r). By Theorem 5.5, for all sufficiently large h, with
probability at least 1 — 27", the ball B(S,7) contains at least h®" lattice points of the
form Lz where z is a 0-1 vector with exactly h ones. For each such point iz, we can
use Lemma 5.7 (with n = 1/¢) to bound the distance of Lz from s as follows:

)27" =r.

Lz —s|l, < (1+1/e)m|Lz -5,
<(A+1/e)mr <.

Therefore Lz belongs to the sphere B(s,r). This proves that B(s,r) also contains at
least h°" lattice points of the desired form. ]



SVP IS HARD TO APPROXIMATE 2023

5.3. Projecting lattice points to binary strings. In order to complete the
proof of Lemma 4.1 we need the following combinatorial theorem from [27]. (See the
proof in the appendix.)

THEOREM 5.9. Let Z C {0,1}™ be a set of vectors containing exactly h ones. If

|Z| > h!mwem, and T € {0,1}FX™ is chosen setting each entry to 1 independently at

random with probability p = ﬁ, then the probability that all binary vectors {0,1}F
are contained in T(Z) ={Tz:2z € Z} is at least 1 — Ge.

We remark that a similar theorem was already proved in [2], and we could have
used that result instead of Theorem 5.9. However, our construction and analysis are
much simpler than those in [2] and are probably more efficient.

We can now prove Lemma 4.1. Fix an £, norm (p > 1) and a constant v € [1, ¥/2).
Let k be a sufficiently large integer. We want to build in poly(k) time an integer lattice
L, an integer vector s, an integer transformation matrix T, and an integer radius r
such that

(i) all nonzero vectors in £(L) have ¢, norm greater than ~yr;
(i) with probability at least 1 — 1/poly(k), for all x € {0,1}* there exists a
z € Z™ such that Tz = x and ||Lz —s||, <.

Let § = 2 and run the algorithm from Theorem 5.8 on input h = k*. This
algorithm outputs an integer matrix L € Z™+tD*™ and a vector s € Z™ and r € Z.
Notice that since s is computed in polynomial time, m must be polynomial in h,
i.e., m < h¢ for some constant ¢ independent of h. Let Z be the set of all vectors
z € {0,1}™ with exactly h ones, such that Lz € B(s,r). We know from Theorem 5.8
that all nonzero vectors in £(L) have £, norm greater than yr, and with probability
at least 1 — 27" the set Z contains at least h?" elements.

Now, choose matrix T € {0,1}**™ by setting each entry to one independently
with probability 1/(4hk). Notice that

Vhk
1Z| > 1% > Wi = him ™

)

where € = 4¢/k. So, by Theorem 5.9, the probability that for each x there exists a
vector z such that x = Tz and Lz € B(s,r) is at least 1 — 1/O(k). This concludes
the proof of Lemma 4.1.

6. Deterministic reductions. In section 4 we proved that approximating SVP
is hard for NP under RUR-reductions. In particular, this proves that approximating
SVP is not in RP unless NP = RP. In this section we address the question whether
SVP is hard under deterministic reductions.

A quick inspection of the proof of Theorem 4.2 immediately shows that the only
place in the reduction where randomness is used is Lemma 4.1. A deterministic poly-
nomial time algorithm satisfying the conditions in Lemma 4.1 would immediately give
a proper NP-hardness result (under deterministic many-one reductions) for GAPSVP.

To date, we do not know if such a deterministic polynomial time algorithm exists.
However, one can show that such an algorithm exists if one assumes a reasonable
number theoretic conjecture, or allows for nonuniform reductions.

6.1. Nonuniform reductions. The reduction presented in the proof of Theo-
rem 4.2 always maps NO instances to NO instances and YES instances to YES instances
provided that the probabilistic algorithm in the lemma succeeds. Notice that the
construction in the lemma depends only on the dimension k of the GAPCVP’ in-
stance we are reducing. Moreover, the success of the algorithm does not depend on
the particular instance we are reducing.
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Therefore, if we allow for nonuniform reductions in the proof of Theorem 4.2, we
can encode the objects L, T,s,r satisfying Lemma 4.1 directly in the reduction as
polynomial size nonuniform hints. Notice that the existence of L, T, s, r is guaranteed
by the (probabilistic) proof of Lemma 4.1.

This gives the following variant of Theorem 4.2.

THEOREM 6.1. For any £, norm (p > 1) and for any constant y € [1, {/2), the
promise problem GAPSVP,, is hard for NP under deterministic nonuniform polyno-
mial reductions. In particular, GAPSVP, is not in P/poly unless NP C P/poly.

Using standard results on nonuniform complexity [21], this also implies the fol-
lowing corollary.

COROLLARY 6.2. For any £, norm (p > 1) and for any constant v € [1, {/2),
the promise problem GAPSVP., is not in P unless the polynomial hierarchy [26, 33]
collapses to the second level.

6.2. NP-hardness under a number theoretic conjecture. In this section
we show how the proof of the geometric lemma can be made deterministic using a
number theoretic conjecture. This results in a proper NP-hardness result for GAPSVP
(i.e. NP-hardness under deterministic many-one reductions) but relies on an unproven
assumption on the distribution of square-free smooth numbers. The conjecture is the
following.

CONJECTURE 1. For any € > 0 there exists a d such that for all large enough n,
there exists an (odd) integer in [n,n + n¢] which is square-free and (log® n)-smooth;
i.e., all of its prime factors have exponent 1 and are less than logdn.

We remark that although the above conjecture is very plausible, proving it seems
to be beyond current mathematical techniques. We now show that if the above con-
jecture is true, then there exists a deterministic (uniform) polynomial time algorithm
satisfying the requirements of Lemma 4.1. For simplicity, we show how to build real
matrices L, s, r satisfying the condition in the lemma. L, s, r can be easily transformed
into integer matrices as explained in subsection 5.2 using Lemma 5.6 and Lemma 5.7
to bound the errors incurred in the approximation process.

Let € be a positive real between 0 and 1. Let d be an integer (whose existence is
guaranteed by the conjecture) such that for all large enough n there exists a (logd n)-
smooth square-free (odd) integer in the interval [n, n+n?]. Let L and s be as defined
in (5.1) and (5.4) with m = k%t +k, ay,...,a,, the first m (odd) prime numbers,

2k

B =ay, and a = B¢ Finally, let T € {0,1}**™ be the matrix T = [0, ga+1 |Ix]-
From Lemma 5.1 we know that for all nonzero vectors z € Z™,

IZz], > §/2(1 — €)In 3.

We now show that for all x € {0, 1}* there exists a y € ZF""" such that

(6.1) HL{i]—s <{/mp+2=r

P
Since the equality

follows directly from the definition to T, (6.1) proves the second condition in Lemma
4.1. By Lemma 5.2 it is sufficient to show that for every integer gx = Hle aEQHH
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d+1
(with z; € {0,1}) there exists an integer g, = Hle a? (with y; € {0,1}) such that
g = gxgy €[5, + B]. Fix some gx = Hle @i ;- Notice that

B8

k
- ) > 2k:
9x Ay,

so for all sufficiently large k, there exists a log?(3/gx )-smooth square-free (odd) integer
in the interval

(8/9x, (B/9x) + (B/gx)?].

But

log?(8/gx) < log?(8) = O(klog k)* < k41,

d+1
So, this smooth number can be expressed as g, = Hle a? with y; € {0,1}. There-
fore,

gx3y € 18, B+ gx(B/9x)"].

Finally, notice that gy < af, = B¢/2. So, if we define
= |x]
X

Hafi = gx9y € (8,8 + 5]

then

and by Lemma 5.2 the lattice vector Lz belongs to the sphere B(s,r).

This completes the proof that if Conjecture 1 is true, then L, T,s,r satisfy the
conditions of Lemma 4.1. Then, the reduction in the proof of Theorem 4.2 gives the
following corollary.

COROLLARY 6.3. If Conjecture 1 holds true, then for any ¢, norm and any
constant v < {/2, GAPSVP,, is NP-hard (under deterministic many-one reductions).

7. Discussion. We proved that approximating the shortest vector problem in
any £, within factors less than /2 is not in polynomial time under any of the following
assumptions:

1. NP #RP,
2. NP ¢ P/poly,
3. Conjecture 1 is true and NP # P.

Although all of these results give theoretical evidence that SVP cannot be ap-
proximated in polynomial time, the problem whether solving SVP (even exactly) is
NP-hard under deterministic many-one reductions remains open. We notice that the
only place where randomness (or nonuniform hints, or the number theoretic conjec-
ture) is used in our reduction is the proof of Lemma 4.1. A deterministic polynomial
time solution to Lemma 4.1 would immediately give an NP-hardness result for SVP
under deterministic many-one reductions. We leave finding a deterministic algorithm
satisfying Lemma 4.1 as an open problem.

Our NP-hardness proof is by reduction from approximate CVP. In particular we
reduced instances of CVP of size n to instances of SVP of size m = n®, where ¢ > 2
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is a constant independent of n. Although this gives a polynomial relation between
n and m it should be noted that m can be much bigger than n. Therefore, in order
to assert that an instance of SVP is hard to solve in practice, the dimension m must
be rather large. Finding a more efficient reduction, where, for example, m = O(n),
is left as an open problem. Interestingly, a dimension and approximation preserving
reduction is possible in the other direction from SVP to CVP [16].

The geometric lemma used in our reduction is in a certain sense optimal (in the
¢5 norm): it can be formally proved that any lattice L satisfying the lemma must
have vectors of length less than r/v/2 (see [27]). Proving that SVP is NP-hard to
approximate within factors larger than /2 cannot be done by simply improving the
geometric lemma. We leave as an open problem to prove that SVP is NP-hard to
approximate within any constant factor.

Appendix. A combinatorial theorem on low-degree hyper-graphs.
In this appendix we prove Theorem 5.9. We want to prove that if Z C {0,1}™ is

a set of vectors of weight h, and |Z| > h!m4\/fk, then the probability that {0,1}* C
T(Z) (where T € {0,1}¥*™ is a linear transformation chosen at random setting each
entry to 1 independently with probability p = €/(4hk)) is at least 1 — Ge.

The theorem can be reformulated in terms of hyper-graphs as follows. Let (N, Z)
be an h-regular hyper-graph, i.e., a hyper-graph all of whose hyper-edges have size
h. Let T = (T1,...,T) be a collection of subsets of N chosen at random including
each element of N in T; independently with probability p = €/(4hk). For any subset

UCN, let

and define T(Z) = {T(U) : U € £}. We want to prove that if |Z| > hl|N|1Vhk/<,
then {0, 1}* C T(Z) with probability at least 1 — 6e.

The correspondence between the matrix and hyper-graph formulation is immedi-
ate: identify the hyper-edges with the corresponding characteristic vectors in {0, 1}Vl
and the collection T with a matrix whose rows are the characteristic vectors of the
sets T;. Then T(U) = Tu where u is the characteristic vector of set U.

We first prove a weaker result: we show for every vector x € {0,1}*, x € T(Z2)
with high probability. Consider the target vector x as fixed. We want to bound the
probability that T(U) # x for all U € Z. Since the set Z is very big, the expected
number of U € Z such that T(U) = x is also very high. Unfortunately, this is
not sufficient to conclude that with high probability there exists a U € Z such that
T(U) = x, because the events T(U) = x (indexed by the hyper-edges U € Z) might
be strongly correlated. Notice that if U and V are disjoint (i.e., U NV = @), then
the corresponding events are independent. In fact the size of the intersection |U NV
is a good measure of the correlation between the events T(U) = x and T(V) = x.
Notice that if |Z]| is big, then many hyper-edges in Z will intersect because there
cannot be more than m/h mutually disjoint hyper-edges. However, one can still hope
that for most of the pairs U,V € Z, the intersection U NV is very small. This is
not necessarily true for any hyper-graph Z, but one can show that if Z is sufficiently
large, then it must contain a large hyper-graph with this small intersection property.

The proof of the theorem is divided in four major steps:

1. We first show that the probability that x ¢ T(Z) can be bounded by the
expectation

(A.1) Exple™® — 1],
R
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where 7 is a small positive real, and R = |U N V| is the random variable defined as
the size of the intersection of two randomly chosen hyper-edges U,V € Z.

2. We show that Z “contains” a hyper-graph such that the intersection of two
randomly selected hyper-edges is very small with high probability.

3. Then, we prove the weak version of the theorem applying the bound (A.1)
to this hyper-graph contained in Z.

4. Finally, we derive the strong version of our theorem from the weak one.

Each of the above steps is described in the following subsections.

A.1. The exponential bound. We start by computing the probability that
T(U) = x for some fixed set U. In the next lemma we prove a more general statement
concerning the probability that two events T(U) = x and T(V) = x are simultane-
ously satisfied and relate it to the size of the intersection r = |U N V| of the two sets
U, V.

LEMMA A.1. Letx € {0,1}* be any boolean vector, U,V C N be two sets of size d
and let T € {0, 1}kX‘N| be chosen at random by setting each entry to 1 independently
with probability p. Then, the probability (over the choice of T) that both T(U) and
T(V) equal x is

(L3[Rt

<1>(r)=(1—p)(2d‘”’“[ Pt <p<d_r)>2] :

1-p 1-p

where r = |UNV].
Proof. Since the rows of matrix T are chosen independently,

k
Pr{T(U) = T(V) = x} = Hl;;ﬂﬂ NU| = |T;NV| =},

We prove that for all i =1,...,k,

Zi

2
) — |7 o (2d—r) pr p(d—r)
Pir{|TZOU|—|Tzf1v|*$z}*(1_p) L —|—< 1

First consider the case x; = 0 and compute the probability (over the choice of T5)
that |T; NU| = |T; N V| = 0. This is true iff none of the elements of U UV belongs to
T;, so the probability is

Pr{{l;nU]=|TinV]=0}=(1 —p)"V = (1 —p)** .
Now consider the case x; = 1 and compute the probability (over the choice of T5)
that |T; NU| = |[T; N V| = 1. This is true iff either (1) 7; contains one element of

U NV and no other element of U UV, or (2) T; contains one element of U \ V, one
element of V' \ U, and no other element of U U V. Event (1) has probability

_ . r
UnV]-p(l—p)PVI=t = (1 —p)* (fip)
while event (2) has probability

U\ V|- [V\U|-p2(1 = p)lUOVI=2 = (1 — p)2d-—r (P(ld_—p?")) .
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Adding up the two probabilities, we get

173{{|Tim(]| — |TiﬁV| — 1}: (1_p)(2d71~) ( pr 4 <p(d—r))2>. q

1-p 1-p

By choosing U =V in the previous lemma one gets the following corollary.

COROLLARY A.2. Let x € {0,1}* be a boolean vector, U C N a subset of size d,
and T € {0, 1}’“X|N| a random matriz chosen by setting each entry to 1 independently
with probability p. Then,

pd I
PHT(0) = xh =0 = (-9 (2]

1-p
Notice that when UNV = 0,
Pr{T(U) = T(V) = x} = ®(0) = ®(d)* = Pr{T(U) = x} Pr{T(V) = x},

i.e., the events T(U) = x and T(V) = x are independent. We can now prove the
following proposition.

PROPOSITION A.3. Let (N, Z) be a d-reqular hyper-graph and let T € {0, 1}F>INI
be chosen at random by setting each entry to 1 independently with probability p. Then,
for each x € {0,1}* the probability (over the choice of T) that x € T(Z) is at most
Expr[e?®] — 1, where v = % + p% and R = |U NV| is the random variable defined
as the size of the intersection of two randomly chosen elements of Z.

Proof. Fix some vector x € {0,1}* and choose T at random as specified in the
proposition. For all U € Z, let Xy be the indicator random variable

X_{liﬂum:x
Y71 0 otherwise.
Define the random variable X = } ,; - Xy. Notice that X = 0 iff x ¢ T(Z).
Moreover, if X = 0 then |X — Exp[X]| > Exp[X]. Using Chebyshev’s inequality we
get the following bound:

Pr{ix ¢ T(Z)} = Pr{X =0}
< Pr{|X — EXP[ Il = Exp[X]}

E
rlx]  Biplx] .
< FxP ~ Birp
!

So, let us compute the moments Exp[X] and Exp[X?]. For the first moment we have

Em) }:PqT ) =x} = |Z|- ®(d),

vez

and for the second one

21 = X
Exp[X?] = Exp (Z XU>

vez

:EXp Z XU~XV
T |ovesz

}:1¥(mUy=qu=x}

Uuvez
IZF4¥MQR%
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where R = |U N V] is the size of two randomly chosen U,V € Z. Therefore,

_ Expg[®(R)]
Prix ¢ T(2)} = W -1

2 [l
- (1_p)kR<(1;d229)R+<1_1;)> L

» KR/ p k
E 14+ —— — +1
<sp|(r5) )

[ pkR E
< Exp el—pepdz] -1
R L

= BExp[e?® — 1],
R
where v = % + p%. 0

A.2. Well spread hyper-graphs. In the previous section we showed that the
probability that x ¢ T(Z) is at most Expg[e?¥] — 1. Obviously, the bound is inter-
esting only when Expy[e??] < 2. Notice that this can be true only if

Pr{R = -
Rr{R r}<e

for all but a single value of r. Therefore the probability Prg{R = r} must decrease
exponentially fast in r. This is not necessarily true for any low degree regular hyper-
graph Z. In this section we show that if Z is sufficiently large, then Z must “contain”
a hyper-graph such that

f}’g{R =r}<1/rl

More precisely we show that Z contains a hyper-graph satisfying the following prop-
erty.

DEFINITION A.4. Let (N, Z) be a d-regular hyper-graph. Z is well spread if for
all W C N of size at most d, the fraction of hyper-edges containing W is at most

{Uez:WwcUy| _ 1 (d— Wt

|Z| “dd—1)---(d—|W[+1) d!

Well spread hyper-graphs have the important property that the size of the inter-
section of two randomly selected hyper-edges is small with very high probability, as
shown in the next lemma.

LEMMA A.5. Let (N, Z2) a regular well spread hyper-graph. Choose U,V € Z
independently and uniformly at random and let R = |U NV|. For allrT > 0,

1
P > —.
Rr{R >r}< "

Proof. Let d be the degree of the hyper-graph. We prove that for any fixed set U
of size d, the probability that |U N V| > r when V is chosen at random from Z is at
most % If UNV| > rthen V contains a subset of U of size r. Therefore, by union
bound,

HVeZ:WCV}
Pr{uavizrp< 37 Po{Wcvi= 3 Z :
we(?) we(?)
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where ([7]) denotes the set of all the size r subsets of U. Since Z is well spread, the

fraction |{V € Z: W C V}|/|Z] is at most (d;f)!, which substituted in the previous

expression, gives

d\ (d—nr) 1
> < = —.
PEAULEE <7~> a0
We now show how to find well spread hyper-graphs “inside” any sufficiently big
regular hyper-graph. For any subset W C N, define the induced hyper-graph

Zy ={ACN\W:AUW € Z}.

In other words, Zy is the set of hyper-edges containing W, with the nodes in W
removed. Notice the following basic facts:

1. Hyper-graph Z is well spread if for every set W of size at most d, |Zw| <
)

2. Zw is d'-regular with d’' =d — |W|.

3. W =0 then Zy = Z.

4. Zw)v = Zwuv HUNV =0, and (Zw )y = 0 otherwise.

5. If [W| > d then Zy = 0.

In the following lemma we prove that for any regular hyper-graph Z, there exists
a set W such that Zy is well spread.

LEMMA A.6. Let (N, Z) be an h-regular hyper-graph. Then there exists a set
W C N such that (N, Zw) is well spread and |Zyw| > |Z|/hl.

Proof. Tf (N, Z) is well spread, let W = () and the statement is obviously true.
Otherwise, there exists some set W of size at most h such that | Zy| > W -1 Z].
Let W be maximal (with respect to the set inclusion ordering relation) among these
sets. Obviously, |Zw| > |Z]|/h!. Notice that Zy is d-regular, with d = h — |[W|. We
prove that (N, Zy ) is well spread. Let V be a subset of N of size at most d. There
are three cases:

(i) If VAW # 0 then |(Zw)y| =0 < U=z |
(i) If V =0, then |(Zw)v| = |2w| = & - | Zw|.
(iii) Finally assume V # () and V N W = . By the maximality of W one gets

(Zw)v] = [Zvow]
(h—[VUW))
<N P =
- h!
_ (@=vpH(h =W
a d! h! 12|
d— VD!

2]

A.3. Weak probabilistic construction. We now combine the tools developed
in the previous sections to prove the following theorem.

THEOREM A.7. For every sufficiently small constant € > 0, positive integer
k and h-regular hyper-graph (N, Z) of size |Z| > h!|N\‘/m“/6 the following holds.
Define matriz T € {0, 1}kX|N‘ at random by setting each entry to 1 independently
with probability p = ;3. Then, for every x € {0, 1}k,

Pr{x e T(Z)} > 1 — 5e.
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From Lemma A.6, there exists a subset W C N such that (N, Zy) is well spread
and |Zw| > |Z|/h! > |N|V**/¢. Choose T € {0,1}**IN| at random by setting each
entry to one independently with probability p = ;2. Let F' be the event that all entries
in T that belongs to the columns corresponding to elements in W are 0. Notice that
Pr{-F} < |W|kp < hkp = €. Notice also that

Pr{x ¢ T(2) | F} < Pr{x ¢ T(Zw)}

Let d be the degree of Zy,. Since |Zw| < (“j') < |N|% and |Zw| > |N|VRF/<
hyper-graph Zy, has degree at least d > \/Ek/ €.

Applying Proposition A.3 to d-regular hyper-graph Zy, the probability (over the
choice of T) that x ¢ T(Zy ) is at most Expp[e7f] — 1, where R is the size of the
intersection of two random elements in Zy, and

kp k
I-p o
_e W
h—e/k  ed?

< 4
Em— €.
1—c¢

"Y:

But Zyw is well spread, so by lemma A.5, Prg{R > r} < 1/r! and the expectation
Expp[e?] can be bounded as follows:

Exple’?] = eE""Pr{R=r
9l = 3B =)

=> e (f};r{R >r}=Pr{R>7+ 1})

r>0
— yr >l y(r—1) >

Ze f]’%r{R_r} Ze f]’%r{R_r}

r>0 r>1
-1 e r

+(1—e )Ze P;{r{Rzr}
r>1
e’
<1+ 'yz o
r>1

=14 ~y(e —1).

So, the probability that x ¢ T(Z) given F is less than y(e¢ — 1) and
Prix ¢ T(2)} < Pr(~F} + Prix ¢ T() | F)
< e+ (e —1).
Using the bound v < €(1 + 1/(1 — €)), we get that for all sufficiently small e

l?rr{x ¢ T(Z2)} < 5e.

A.4. Strong probabilistic construction. We proved that for every boolean
vector x, if T is chosen as described in Theorem A.7, then with high probability there
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exists a U € Z such that T(U) = x. It follows by an averaging argument that with
high probability the size of T(Z) N {0,1}* (the set of all boolean vectors that can be
represented as T(U) for some U € Z) is almost equal to the size of the whole {0, 1}*.
We now show how to project T(Z)N{0,1}* onto the set of all binary strings of some
shorter length.

For any vector x € {0,1}" and subset G C {1,...,n}, define the projection
x|c € {0,1}/¢! as the vector obtained taking the coordinates of x with index in G.
The projection operation is extended to set of vectors in the obvious way: W|g =
{x|G : x € W}. The next lemma shows that the probability that a random projection
W|g covers the whole set {0, 1} of binary strings is at least equal to the density of
W/ in {0,1}".

LEMMA A.8. Let W be a subset of {0,1}". If G is chosen uniformly at random
among all subsets of {1,...,n}, then

ay - I
PGr{W|G ={0,1}“} > TR

Proof. By induction on n. The base case n = 0 is trivially true. (Notice that
{0,1}¢ = {0,1}" = {e} and W|g = W = {0,1}¢ iff [W| = 1.) So, assume the
statement holds for all W C {0,1}" and let us prove it for W C {0,1}"*L. Choose G
at random and let G’ = G\ {n+ 1}. Notice that G’ is a random subset of {1,...,n}.
Define the following sets:

mo={e [ ]emt e[t

Notice that [W| = [Wo| + [Wi| = [Wo U Wi | + [Wo N W |. Moreover, if
(i) either (n+1) € G and Wy N W)|er = {0,1}¢
(ii) or (n+1) ¢ G and Wy UW))|er = {0,1}",

then W|g = {0,1}%. Therefore, using the inductive hypothesis, we get

Pr{Wle = {0.1}9) > Pr{(n +1) € G} Pr{(Wo UW) | = 2}
+Pr{(n+1) & G} Pr{(Wo N Wy)|er = 26}

S 1 (lWoUW1|> _i_} <|WoﬂW1>

-2 AL 2 2n
oUW+ W N W

- on+1

_

- 2n+1'

Now, we can easily derive Theorem 5.9 from Lemma A.8 and Theorem A.7. In-
stead of choosing the matrix T € {0,1}¥*™ as specified in Theorem 5.9, we do the
following mental experiment. First choose a bigger matrix T’ € {0, 1}***" at random
by setting each entry to 1 independently with probability p = 3—;. Then choose a
random subset G C 1,...,4k of its rows. If G has size at least k, set T to the sub-
matrix of T/ with rows corresponding to the first k elements of G. (If G has less than
k elements, the experiment fails.)

Let W = T/(Z2) N {0,1}**. Notice that the probability distribution of matrix
T (conditioned on the event |G| > k) is the same as in Theorem 5.9. Moreover, if

|G| > k and {0,1}¢ C W|g then {0,1}* C T(Z). So, we can bound the probability
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that matrix T does not satisfy Theorem 5.9 as the sum of the probabilities that
|G| < k and {0,1}* € T(Z2).
Notice that Exp[|G|] = 2k and Var[|G|] = k. So, by Chebychev’s inequality

Pr{|G| <k} < Pr{[|G| — Exp[|G]| < k}
Var[|G]

k2

1<
=—-<e
k

for all sufficiently large k. Now, let us bound the probability that {0,1}¢ C W|q
when G and T’ are chosen at random. Using Lemma A.8 and the independence of G
and T', one gets

{0,139 cWig} = E;gp[%r{{Q 139 C Wig}]

W
> E;{/p [24,C

=E P cew
P Le{o,ﬁw[x @

Pr
a1

- Exp [Pr[x € T'(Z)]]
xe{0,1}4k LT/

> in Pr{xeT/(Z

2 i Prix e T'(2)}

>1— be.

Therefore the probability that {0,1}* ¢ T(Z) is at most 5¢. By union bound, with
probability at least 1 — 6e matrix T satisfies Theorem 5.9.
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