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Abstract

Asimov’s Laws of Robotics constrain robots to server theiman masters. Minor reword-
ing shows that similar principles are very relevant to safevtoo. These laws of software en-
compass a host of desiderata and tradeoffs that softwaetogers need to keep in mind, and
demonstrate that issues that are typically treated in arfeaged manner are actually strongly
intertwined.

| ntroduction

In 1940, science fiction writer Isaac Asimov formulated tbkoiving three Laws of Robotics:

1. Arobot may not injure a human being, or, through inaction, allow a human
being to come to harm.

2. A robot must obey orders given it by human beings, except where such
orders would conflict with the First Law.

3. A robot must protect its own existence as long as such protection does
not conflict with the First or Second Law.

At the time, computers were in their infancy. Even Asimov diat foresee the prevalence of
computers we see today, and the dominant role of softwar@arging how these general-purpose
machines are used. Asimov therefore postulated that thes lbmnmplemented in hardware, by
being embedded in the “positronic brains” of all robots.

Today it is clear that robots are and will be controlled bytwafe. The high level of ab-
straction expressed by the three Laws therefore dictatdstiey would be implemented in the
software controlling the robots. Indeed, the relevance santhbility of the Laws to robots and
information technology in general have been discussedsixtely in the context of controlling
semi-autonomous systems that operate in the real world [[B,4]. However, it is not this possi-
bility of directly implementing the three Laws that is theioof this paper.

The original Laws of Robotics are focused on the physical-iseing of the robot and its
human masters. But they can also be applied to software inra abstract manner, not directly
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related to physical well-being. In this vein, we suggestfdtlewing laws of software. While they
are largely a restatement of known principles, uniting therhis way serves to cast a new light
on the contract between humanity and technology.

First Law

The first law is the most difficult to apply to software. If thaftsvare is not involved with the phys-
ical well-being of humans, how can it harm them? We theresoiggest that instead of focusing
on thephysicalpresence of humans in the real world, we focus on human presenyberspace

The most direct manifestation of human presence in cybeespahe execution of programs by
computer users. Indeed, operating systems do not really kngthing about human users — only
about abstract users that run programs. In many cases ttemsgan't even know if a program
was executed by a human or by another program, because hamnear@presented by programs in
any case. One might therefore postulate the first law fonso# as “Software may not harm the
execution of programs by a human”.

However, the important aspect of human computer usage itheogxecution of a program
per se it is what the program does. For example, when | use a texbreti write this paper, the
specific instance of a process running the text editor is nheghimportant than the text | type in.
Losing the process, while obviously undesirable, is néetess tolerable. Losing the textis much
worse.

Based on such considerations, we can re-formulate the fstds follows:

1. Software may not harm a human’s work products, or, through inaction,
allow the products of human work to come to harm.

Thisis in fact the statement of a basic requirement placdgldskin on humane user interfaces, i.e.
those that really try to serve their human users [11, p. 6hsKit’s precise formulation is slightly
different, attributing the responsibility to the user nfiéee rather to the application in general.)

While this formulation of the first Law is very concise, it fas-reaching implications. Some
are naturally discussed in the context of the user inteyfadech is indeed the window to the
application. Others relate to the internal workings of tbffvgare, with an eye to interoperability
issues.

The first implication is the one emphasized by Raskin: ugautirs sacred, and it is intolerable
to ever lose user input or data. He goes on to give some illatmg examples. One is the typing of
text in a read-only window, or when no window has the focuse 3ystem therefore does not know
which application should receive the input [11, p. 175]. Bimaple way out (used by practically
all current desktop systems) is to discard the input textlengossibly sounding an alarm bell to
alert the user to the fact that the destination of the texhlgwown. A better solution would be to
pop up a special window that accumulates the typed text, drehwthe user subsequently assigns
focus to a certain application, all the accumulated texipgg to that application and the popup
window is discarded.

Another interface-related aspect of saving user data iften to undo every command.
Computer systems may not assume that the user is perfeclveengsknows what he is doing. On
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the contrary, users may make mistakes. It is unacceptablerthking such mistakes will lead to
the irreversible loss of user data [11, p. 107].

At a somewhat more general level, retaining user data imiie support of automatic periodic
saving of input to stable storage [11, p. 6]. This should nset pe an option that can be activated
by a knowledgeable user. It should be the default that pte\ay user from losing data under any
normal conditions. Taking such precautions meets the reongnt that software not allow data to
be lost through inaction.

Taking this to the next logical step, it is actually not enlewgstorethe data. In addition, the
data needs to beccessibleThis has implications for the format in which the data iseshvFirstly,
it is much better to store data in ASCII format (or possiblyid¢dale) than in some binary format.
While this may inflate the volume of the data, this is not a @aicern except for the largest
of data sets (which are not generated manually by users).b&hefit is that the data will likely
be readable on different architectures for many years toecoBinary formats are architecture-
specific, and may be hard to recover after some time has passed

Secondly, it is preferable to use an open format rather thamoprietary one. When using a
proprietary format, your data is at the mercy of the compédyay obwns the format. Commercial
interests may then prevent the creation of tools that suguoting the data to systems from an-
other vendor. This is especially problematic if the origivendor ceases to support the products
used to store the data, e.g. if the vendor becomes insolVéhile such considerations are often
overlooked, they are extremely important for the long teetainment of data in a world that is
constantly changing [8, 2].

Thirdly, the data should be stored in a safe manner, pratdoben viruses and other malware
that might corrupt it. These issues are discussed agaiwbki@ related vein, user privacy should
be protected. Thus the data should be stored in an accessdleer, but accessible only to the
user, not to anyone. Reconciling long-term accessibilith westricting access by others seems to
pose a non-trivial tradeoff.

An even wider interpretation of the First Law is that not onser data but also usexperience
should be protected. The word “experience” has two distimeainings that are applicable here:
experience as in knowledge about a procedure that is ganedgeatedly performing it, and
experience as in the perception of how pleasant or easy itowase the system.

The first meaning of experience is related to learning to usaftavare product. Today’s soft-
ware products are often quite complex and packed with featut takes a long time to discover
all of them, what they do, and how to use them. This investnsasften lost when the next version
of the software is released, both because functionality haey changed, and because the same
things may now look differently than they did before. Themipgas may seem small to the devel-
opers, who spend considerable time considering the best togyerform various tasks. But they
can be devastating to users who just want to perform theikwath as little hassle as possible.
As is often said, a good interface is one that disappearssamskid with no apparent effort.

changing the interface makes is re-appear, and should entipbe if the original interface is
truly lacking, and never for cosmetic reasons. The impact@nputer usability may be much
larger than anticipated by the developers, and not nedlysgarthe better. The effect may be
especially severe for the elderly, who were only introduttedomputers at a relatively advanced
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age. Children who learn to use computer applications by &neestrial-and-error approach that
helps them master computer games do not have difficultids wéstering new interfaces. | can
sometimes help family members to perform some computemntidbecauseknowhow it is done,
but because — having some experience in computer scienggragchmming — | can enter the
mindset of the software’s developers aggesshow it is done, or at least where to look. But
people without the relevant background, and especiallgltierly, may lack sufficient experience
to figure it out.

The problem of changing interfaces is aggravated by thetfiattinterfaces tend to be bloated
and counter-intuitive to begin with. Alan Cooper, in his kdde Inmates are Running the Asylum
attributes this to design by engineers, favoring featuxes simplicity [5]. The result may over-
whelm users who actually don’t want so many features, anddvorefer to focus on the simple
and basic functionality.

The other type of experience that should be protected is tnk @xperience. Productive work
requires concentration, and it may take considerable tirfigdt into” the work at hand. Software
should make every attempt not to interfere with this coonditbnce it is attained.

For example, | sometimes hold down the shift key for some tivhen thinking exactly how
to phrase the next sentence (which will start with a capétél). In Windows, doing this for 8
seconds brings up a popup that explains about a featural délterkKeys. Pressing the “cancel”
button removes the popup, but sometimes also cancels &t effthe shift key, so when | finally
decide what to write | find | cannot start the sentence with@tahletter. Restoring this takes
some fiddling; by the time | get it to work, | typically have raea what the sentence was supposed
to be about. At the same time, the task bar contains an iconfittle computers with screens
that flash on and off representing my wireless connectionevAhinutes ago a popup appeared
out of the blue announcing that new updates are availabl@ayaromputer, and would I like to see
them now. These are also distractions that make it harderctssfon the work at hand — writing
this paper.

Second Law

The application of the Second Law to software may seem qtrdggbtforward. In essence, it
simply states that

2. Software must obey orders given it by its users.

These orders, of course, come from the repertoire of whasdifisvare is expected to do. In
other words, this law simply states that software shouldtion according to its specs. While
the requirement that software do what it is supposed to dmséevial, if not circular, there are

actually some non-trivial implications. Two major ones determining what the software should
do in the first place, and who the user is.

Large and complex systems are notorious for their volunsrdacumentation, which is often
hard to read and may also contain contradictions. Contnastith typical user behavior, which



shuns reading any manuals, even short ones. Thus a broaeigratation of the Second Law is
that software should be easy and intuitive to use — the hali} gf user interface design.

Moreover, software systems should have reasonable defauit behave as expected even if
nothing is said explicitly; they should do the right thingangiven context without this being
spelled out (this may be the main major point missing in Asilsoriginal stories). In particular,
many things are taken for granted and should just work aseasonable user would expect. For
example, when you type text you expect it to appear as youtitpand this is indeed the case
in the vast majority of cases. But some advanced word processay modify your text, based
on certain patterns, e.g. putting you in numbered list mé@desentence starts with a numeral.
Undoing this or turning off this behavior is typically muchone involved than producing the
original effect, and may be quite frustrating to novice sser

As another example, it is still very common today that texitten in a combination of two
languages with opposite directions (e.g. English and Hebommes out garbled and requires
extensive manual efforts to correct. Likewise, a systerré@uires a user to enter a date should
be able to accept it in a wide variety of formats: 8/24, 08224, Aug 24, and August 24 are all
the same thing, and humans can read them without even rptidirch format was used.

But what users expect is actually context sensitive. Thesltdte 8/1 would be read as August
1st in the US, but as the 8th of January in Europe — quite afsigni difference. In software
development terms, this implies an understanding of théesdim which user actions are taken
— not only context sensitive help, but also context sersitigerations. But note the important
distinction between context and modes of operation. Modesagart of the system state that
causes the same user inputs to have different effects. §bed because the user must remember
what mode the system is in [11]. In contrast, context is gathérom user actions, and therefore
is part of the user’s mindset to begin with.

An even higher level of anticipation would be adaptive syst¢hat learn common usage pat-
terns and can repeat them. This is already a topic for Al aftdvace agents. But in the context of
simpler systems, we note that when such intelligent behavionattainable, the software should
at least provide intelligent and informative error messagdser commands need not be a one-
way stream, but can be fashioned as a dialog until mutualrstadeding of what has to be done is
reached.

Related to the issue of executing commands is verifyingttieatiser is allowed to issue them in
the first place. Obviously, considerable advances have t@gie in security since the days when
desktop systems simply assumed that anyone with accesstuweithine is allowed to do anything.
But on the bottom line, this often boils down to password< pioliferation of passwords, coupled
with requirements that they be hard to guess and be chantgd ¢tfads to situations in which
users need to write them down to remember them — essentatigating the vulnerability but
not preventing it.

The situation is even worse in distributed and wirelessesgst Maintaining security is indeed
a constraint that may limit what can be done. Developersai@rious for preferring features over
security, and in many cases relegating security to secass ditizenship, only implemented as
an afterthought. This is becoming increasingly unacceégtab the cost of breaches in security
becomes prohibitive.



the issue of obeying orders can also be considered at a msieléael — that of reaching the
state of being able to accept orders at all. In the contexoftivare, this refers to the notorious
issues of installation and configuration. The truth be tatdch progress has been made in this
area in recent years, with “installation wizards” that afeaitomate the whole procedure. But this
is typically limited to the vanilla, default case. Any detvtan may lead to unexpected options and
difficulties that are typically not explained in any reasioleamanner.

The situation with open-source software is, if anythinggreworse. Open source is typically
developed by very knowledgeable people, who find it hard tagime users who know much
less than themselves. They therefore tend to fall into e &f assuming the user has sufficient
background to fill in the gaps. Moreover, testing is largetyited to the developer’s environment,
ignoring possible variations and their effect. An illumiimg example is given by Eric Raymond,
who recounts his experiences in trying to configure CUPS¢tmemon Unix printing system; it
required a few hours and large doses of experience from sylséems that required similar setups.
He therefore suggests that a safer approach for a devekpeimagine his aunt Tillie trying to
install and configure the software, and to try not to leavatbeirfar behind [12].

An interesting question is raised by the second clause inrigenal Second Law, which reads
Except when such orders conflict with the First Law.

In principle, this wording applies equally well to softwark implies that software should resist
causing damage. For example, if a virus infects a computerirstructs the system software
to delete a user’s files, the system software should resistgarore these instructions. This is a
very tall order, as it requires the system to distinguisimieen malicious and legal behavior that
may look very similar. It would seem unreasonable to expechgudgment to be successfully
administered by any software system. But at a more basid, ltis is related to the security

considerations discussed above.

Third Law

The software-oriented version of the Third Law is also gsttaightforward:
3. Software must protect its own existence.

In other words, the software should be stable and shouldrashc The fact that the user provided
illegal input is no excuse.

In fact, most software is nowhere near as stable as we wdwddtlto be. A striking demon-
stration of this situation is provided by Bart Miller’s “fazexperiments [9]. In these experiments,
various basic system utilities are given random inputs éveleat will happen. In a distressingly
large fraction of the cases, the utility crashes or hangenkvorse, repeating the experiments five
years later showed that many of the problems publicizedarfitht round had not yet been fixed
[10].

At a deeper level, protecting itself means that softwaraikhalso be robust against intended
attacks. This includes two components. The first is regstitacks by malware that attempt to
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take over the system. The second is self-healing, i.e. b to repair damages automatically
— a property that has been called computer immunology [1].

Back in 1980, Tony Hoare stated in his Turing Award lectused th any respectable branch of
engineering bounds-checking would long have been reqbiyddw [7]. Twenty five years later,
buffer overflows resulting from lack of bounds checking ateaing cause of security breaches.
This reflects a carefree culture in which vendors and deeetogo not take responsibility for the
results of their failures. And indeed, why should they ifitreeistomers continue to buy products
based mainly on low perceived immediate price, and not ompttentially higher price should a
failure occur. It seems that this culture will only changanfd when a massive failure causes large
losses to multiple users.

The original Third Law of Robotics included an additionahuse — that the Third Law be
followed provided it does not contradict one of the first twas. In software, it seems that the
more common situation is that following the Third Law will bespecial case of the first two laws.
If a system allows itself to be taken over by malware, it exgsasser data to harm, thus violating the
First Law. If it actually causes harm, it is accepting ordeosn an unauthorized source, violating
the Second Law. So protecting itself is actually a pre-reitgifor protecting human work products
and privacy in cyberspace, and serving the authentic hursan u

Summary

In summary, we suggest that Asimov’s Laws of Robotics camtezpreted in ways that are mean-
ingful for general expectations from software systems.s€hsterpretations include the following:

First Law: software should protect humans in cyberspace, including

e Never losing user data
e Protecting user privacy

e Storing user datain an open formatin ASCII to allow it to beessed by other software
on future machines with different architectures

e Providing backward compatibility to protect user investitia learning how to use the
software

e Not interrupting a user’s interaction with an application
Second Law: software should obey commands, and in particular

¢ Be intuitive and easy to use

e Provide reasonable defaults that can substitute for akphders

e Provide informative error messages to guide users towasdiigion
Be easy to install and configure

Protect against commands from unauthorized individuals

Third Law: software should protect itself, implying
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e |t should be stable and not crash
e |t should be secure and resist viruses and other malware

Practically none of this is new; the laws of robotics simpipypde a convenient framework to
express all these desiderata and the inherent interaetr@hgadeoffs in a concise manner. On the
other hand, much of this is also not common practice. The thws serve to focus attention on
the fact that the software industry has been getting awdy twa much for too long. It is time for
software developers to be more accountable for their ptsdand remember that their software is
there to serve its users — just like Asimov’s robots.

References

[1] M. Burgess, Computer immunology In 12th Systems Admin. Conf. (LISA)p. 283—-297,
USENIX, Dec 1998.

[2] S-S. Chen, The paradox of digital preservatianComputer34(3), pp. 24—-28, Mar 2001.

[3] R. Clarke, “Asimov’s laws of robotics: implications for informationdenology, part 1.
Computer26(12), pp. 53-61, Dec 1993.

[4] R. Clarke, “Asimov’s laws of robotics: implications for informationdenology, part 2.
Computer27(1), pp. 57-66, Jan 1994.

[5] A. Cooper,The Inmates Are Running the Asylum: Why High Tech Produdteis Crazy
and How to Restore the SanitAMS, 2nd ed., 2004.

[6] D. F. Gordon, ‘Asimovian adaptive agerits J. Artificial Intelligence Resl3, pp. 95-153,
2000.

[7] C. A. R. Hoare, ‘The emperor’s old clothés Comm. ACM24(2), pp. 7583, Feb 1981.

[8] K-D. Lehmann, ‘Making the transitory permanent: the intellectual heetag a digitized
world of knowledgé. In Books, Bricks & Bytes: Libraries in the Twenty-First Cerntur
S. R. Graubard and P. LeClerc (eds.), pp. 307-329, Transdetiblishers, New Brunswick,
NJ, 1999.

[9] B. P. Miller, L. Fredriksen, and B. SoAn empirical study of the reliability of UNIX utili-
ties’. Comm. ACM33(12), pp. 32—44, Dec 1990.

[10] B. Miller, D. Koski, C. P. Lee, V. Maganty, R. Murthy, A. &arajan, and J. Steidkuzz
Revisited: A Re-examination of the Reliability of UNIX ltigs and Services Technical
Report, University of Wisconsin — Madison, 1995.

[11] J. Raskin,The Humane Interface: New Directions for Designing Intérse Systems
Addison-Wesley, 2000.

[12] E. Raymond, The luxury of ignorance: an open-source horror story URL
http://www.catb.org/"esr/writings/cups-horror.htdu) 2004.

[13] D. Weld and O. Etzioni, The first law of robotics (a call to arnis) In 12th Natl. Conf.
Artificial Intelligence (AAAIl)vol. 2, pp. 1042-1047, Jul 1994.



