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Abstract

Can we secure user authenticationagainst eaves-
droppingadversaries,relyingon humancognitivefunc-
tions alone, unassistedby any external computational
device? To accomplishthis goal, weproposechallenge
responseprotocolsthatrelyona sharedsecretsetof pic-
tures. Under theconsideredbrute-forceattack thepro-
tocolsaresafeagainsteavesdropping, in thata modestly
poweredadversarywhofully recordsa seriesof success-
ful interactionscannotcomputetheuser'ssecret. More-
over, theprotocolscanbe tunedto anydesired level of
securityagainstrandomguessing, wheresecuritycanbe
traded-off with authenticationtime. Theproposedpro-
tocolshavetwo drawbacks: First, training is required
to familiarize the user with the secret set of pictures.
Second,dependingon thelevel of securityrequired,en-
try timecanbesigni�cantly longer thanwith alternative
methods.We describeuserstudiesshowingthat people
can usetheseprotocolssuccessfully, and quantify the
time it takesfor training andfor successfulauthentica-
tion. Weshowevidencethatthesecretcanbemaintained
for a long time(up to a year)with relativelylow loss.

1. Intr oduction

We addressthe problemof userauthenticationover
insecurenetworks and from potentially compromised
computers,such as in internet cafes. In such cases
there is a high risk that an eavesdroppingadversary
mayrecordthecommunicationbetweentheuserandthe
maincomputer, beforeit ispossibleto relyontheprotec-
tion of secureencryption.Weassumethatthisadversary
canrecordall informationexchangedduringtheauthen-
tication, including userinput (suchaskeyboardentries
andmouseclicks)andscreencontent.It is thereforenec-
essaryto developsecureauthenticationprotocols,where
overhearinga sequenceof unencryptedsuccessfulau-
thenticationsessionswill not let the adversaryposeas
thelegitimateuserat a latertime.

Clearly our everydaynon-user-friendly password in

notsecurein thesensewerequire- by merelyrecording
the input of the userto the intermediatecomputer, the
adversarycandiscovertheuser'spasswordafterasingle
successfulauthenticationsession.Biometric identi�ca-
tion (basedon suchphysiologicaltraits as �ngerprints
andiris shape)is indeedmoresecureagainsttheftor for-
getting,but it is just aseasyfor theadversaryto obtain
this key asit is to obtaina password. Therearea num-
berof existingsecuresolutionswhichrequiretheuserto
carryacomputationalaid,suchasanOTPcardthatgen-
eratesone time passwords, one-timepassword sheets,
or a laptoparmedwith secureauthenticationprotocols.
But this approachhasits drawbacks: userscannotget
authenticatedwithout the device, which canbe stolen,
lost,or madeunusable(e.g.,whenits batteryrunsout).

Canwe developa userauthenticationschemethat is
secureagainsteavesdroppingadversaries,andyetcanbe
usedreliably by mosthumanswithout theneedfor any
external computationalaid? Not much hasbeensaid
aboutthis problem. Recentsystemshave beendevel-
opedwhich useeasyto rememberpasswords,including
abstractart pictureslike in the “Deja vu” system[2],
graphicalpasswords(seesurvey in [6]), or memorized
motorsequences.Most of theseschemesusepasswords
thatareindeedeasierto remember, but otherwisearenot
any saferthanregularpasswordsagainsteavesdropping
adversaries.A few recentcryptographypaperstried to
addressthis issue,but theirproposedprotocolsareeither
notsecurefor any suf�cient lengthof time [5, 4], or im-
practicalin thatmosthumanscannotreliably usethem
[3]. In our previouswork [9], we took advantageof the
vastcapacityof humanmemoryto designprotocolsthat
useeachmemoryitem only once,andarethereforeas
safeagainsteavesdroppingasonetime passwords.

Here we propose a challenge responseprotocol,
where authenticationis basedon the user answering
correctly a sequenceof challengesposedby the com-
puter (cf. [3]). The challenges(or queries)are based
on a sharedsecretbetweenthe computerandthe user,
which consistsof a randomdivision of a �x ed set of
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picturesinto two sub-groups. Authenticationis done
via a challenge-responseprotocol: the computerposes
a sequenceof challengesto theuser, which canonly be
answeredcorrectlyby someonewho knows the shared
secret. Oncethe probability of randomguessinggoes
below a �x ed threshold,thecomputerauthenticatesthe
user.

The proposedprotocolshave the following two im-
portant characteristic: (i) The password is a random
(machinegenerated)division of a �x ed setof pictures.
As a result,thespaceof usedpasswordsis asbig asthe
spaceof all possiblepasswords, which implies safety
againstdictionaryattacks.Thisbene�t is obtainedat the
cost of relatively long training time, wherethe useris
familiarizedwith thesecretin asecurelocation.(ii) The
interactive natureof the protocol is intendedto make
it resistantto attacksby adversaryeavesdroppers,in-
cluding what is sometimesreferredto as spywareand
shoulder-sur�ng. This bene�t is obtainedat thecostof
relatively long login timeof a few minutes.

Themainadvantageof our methodover [3] is its rel-
ative human-friendliness.In Section3 we report user
studieswith 11naiveparticipants,showing thatthepro-
tocolscanbeeffectively usedby theseparticipants,with
high reliability andfor a long periodof time. However,
unlike theprotocolsdescribedin [3, 4], we arenot able
to provideany formalanalysisproving thattheprotocols
areindeedsafe. Instead,in Section2.3 we analyzethe
bestbrute-forceattacks,identifying therangeof param-
eterswhichmake themimpractical.

2. Authentication protocol

We de�ne thefollowing authenticationscheme.The
computerassignsto eachusertwo setsof pictures: (i)
A setB of N commonpictures. (ii) A setF � B of
M < N pictures.SetB is commonknowledgeandmay
befully or partiallysharedamongdifferentusers.SetF
is arbitrarily selectedfor eachuser, andits composition
is theessenceof thesharedsecretbetweentheuserand
thecomputer;typically M < N

2 .
During training in a securelocation, the user is

trainedto distinguishthepicturesin thesetF from the
remainingpicturesin thesuper-setB.

During authentication,the computerrandomlychal-
lengestheuserwith thefollowing query:
(1) A setof n picturesis randomlyselectedfrom B. In
theexampleof Fig. 1 n = N = 80, andthereforeall the
picturesfrom B areshown.
(2) Theuseris askeda simplemultiple-choicequestion
with P possibleanswersaboutthe randomset, which

canbeansweredcorrectlyonly by someonewhoknows
whichpicturesin therandomsetbelongto F . In theex-
ampleof Fig.1 P = 4, andthemultiple-choicequestion
appearsat the top of the panel,letting the userchoose
oneof 4 integersin therange[0..3].
(3) The processis repeatedk times; after eachitera-
tion, the veri�er computesthe probability that the se-
quenceof answershasbeengeneratedby randomguess-
ing. Speci�cally, weusethefollowingmodel:if theuser
hasmadee � k errors,computetheprobability to ob-
tain e or fewer errorsin a sequenceof k Bernoulli trials
with 1

P chanceof success.
(4) Thecomputerstopsandauthenticatestheuserwhen
theprobabilityof correctlyguessing(asestimatedin the
previousstep)goesbelow apre-�x edthresholdT . If this
is notaccomplishedwithin acertainnumberof trials,the
useris rejected.

The parametersde�ned above determinethe secu-
rity and convenienceof the scheme.Large valuesfor
M ; N increasesecurity, but also prolong the training
time. Largevaluesof n andsmallvaluesof P increase
securityby reducingthe information exposedin each
observed query, but also prolong the login time. Fi-
nally, smallvaluesof T increasesecurityagainstrandom
guessing,but prolongthelogin time.

Notethatthe(possiblycompromised)authentication
machineis givenby theserver, for eachquery, thepat-
tern to be displayedon the screenandthe requiredan-
swer. This doesnot compromisesecurity, even if this
informationis stolen,asthe protocol is designedto be
safeagainstadversarieswith suchknowledge.

Next wediscusshow to constructthemultiple-choice
queries(Section2.1), how to conducteffective train-
ing (Section2.2), and how resistantour protocolsare
to brute-forceattacks(Section2.3).

2.1. Query construction

The query should be easyfor humansto compute
unassisted,andcannotthereforeincludecomplex math-
ematicaloperations. We de�ne two types of queries
which trade-off trainingtime andlogin time,andwhich
alsodiffer in the characteristicof their securityagainst
variousattacks.

2.1.1. High complexity query
In this protocolwe usea public setof N = 80 pic-

turesB, anda secretsubsetof M = 30picturesF � B.
In eachquery all n = N = 80 picturesfrom B are
shown in randomorder. The useris asked a relatively
complex questionaboutthesetof pictures,with P = 4
possiblechoices.



Figure 1. A high complexity querypanel(bestseenin color).

Speci�cally, the80 picturesarepresentedin a panel
composedof an8 � 10 regulargrid (seeFig. 1). Users
are asked to (mentally) computea path, startingfrom
thetop-leftpicturein thepanel(markedby darkenedred
boundaryin Fig. 1). The rulesof movementalongthe
patharethefollowing: movedown if youstandonapic-
ture which is in F , move right otherwise.Finishwhen
you reachtheright-mostendor bottomendof thepanel
(the respective columnandrow in Fig. 1 composedof
numbersandnot pictures),andrecordthe �nal number
youhavereached.1

The terminal row and column include the numbers
[0; 1; 2; 3]. The numbersaredistributed in sucha way
that the probability to reacheachof them is roughly
0:25, assumingthat queriesarebuilt from independent
randompermutationsof theoriginal setof pictures.

In Section 2.3 we show that this protocol is se-
cureagainstselectedbrute-forceattacksby adversaries

1Althoughtheverbalexplanationof this computationis somewhat
lengthyandappearsdif®cult, it is actuallyeasyandintuitive for people
to perform.Theonly dif®culty, whichmakesit “complex”, is theneed
to mentallyscanmany pictures,whichsimply takestime.

whosespaceor time complexity is smallerthan247. If
we reducethe numberof choicesto P = 2 (a binary
query),we getabetterboundof 256 (resultnot shown).

2.1.2. Low complexity query
In this protocol we usea public set of N = 240

picturesB, and a secretsubsetof M = 60 pictures
F � B. In eachqueryn = 20 randompicturesfrom
B areshown, and the useris asked a relatively simple
binaryquestion(P = 2) abouta few of thesepictures.

Speci�cally, the20 picturesshown in eachqueryare
randomlyselectedfrom the set B, and presentedin a
4 � 5 panel. Eachpicture is assigneda randombit (0
or 1), which is shown next to it. (Thebits arebalanced,
with 10randompicturesassigned0 andtherestassigned
1.) Theuseris instructedto scanthepanelin order:from
left to right, onerow afteranother, andidentify the�rst,
secondandlastpicturesfrom subsetF . Sheshouldthen
comparethe3 associatedbits,andanswerwhethertheir
majority is 0 or 1.

This query is not susceptibleto brute-forceattacks,
sincethenumberof all possiblesecretsis

� N
M

�
� 2190.

This is achieved by increasingthe size of the secret



as measuredby N; M (compareto the high complex-
ity query above), which implies longer training time
andlower reliability in memoryretention.On theother
hand,becauseeachanswerdependson only 3 pictures
in the query, this protocol is susceptibleto probabilis-
tic attacks.In simulationsof suchattacks(omitted,see
[8]) we seeevidencethat thesecuritymaybesuf�cient
againstmostpracticaladversaries.

2.2. Training pro cedure
Training is composedof multiple sessions,with two

phases:
Phase1, in whichtheuseris familiarizedwith thesubset
of picturesF in isolation. In this phaseall thepictures
from F areshown oncein randomorder. Eachpicture
is shown for a few seconds,at which time the useris
instructedto memorizethe picture for a secondor so.
He thenanswersa multiple choicequestion(unrelated
to thequeriesusedin theauthenticationprotocol)which
dependson thedetailsof thememorizedpicture,see[8]
for details.
Phase2, in which the user is presentedwith random
query panelsincluding picturesfrom the set B as de-
�ned in the authenticationprotocol. First, the user is
askedto identify andmarkthepicturesfrom F . Second,
theuseris askedto answerthemultiple-choicequestion
associatedwith thequeryasin theactualauthentication
protocol. During this phasetheuserreceivesfull feed-
back.

All participantsunderwenttwo mandatorytraining
sessionson two consecutive days:on the�rst dayeach
participantperformedphase1 only; on the secondday
eachparticipantperformedboth phasesconsecutively.
Participantswereofferedachoiceof athird trainingses-
sionon thethird consecutiveday, which includedphase
2 only; they wereinstructedto choosethisoptionif feel-
ing low con�dencein their ability to perform the task
without feedback.Threeparticipantstrainedonthehigh
complexity query, andthetwo participantstrainedonthe
low complexity query, chosethis option.

2.3. Resistance to various attac ks
Let ~H =

� N
M

�
denotethe complexity of the brute-

force attack againstour protocols. Recall that since
passwords in our protocolsarerandomlygeneratedby
a machine,all passwordsareequally likely. Therefore
thereis no dictionary attack that canimprove over the
brute-forceattack. Wealsode�ne Ĥ to denotethecom-
plexity of anenumerationattack - a“clever” brute-force
attack which usesto its advantagethe fact that only
n � N bits areshown at any givenquery, andthatnot

all of themareusedin thequerycomputation.This at-
tackstill checksall thepossiblepasswords;however, it
keepsa list of all possiblepasswordsin asuccinctform,
andasa resultcanget by with lessbookkeeping. Our
protocols'resistanceis measuredby min( Ĥ ; ~H ), which
shouldbe“largeenough”.

2.3.1. The model
Let h denoteanN -dimensionaltrinary vectorrepre-

sentinga consistenthypothesisaboutthe user's secret.
Eachindex i in this vectorcorrespondsto anitem in the
setB; thevalueof hi is 1 if thecorrespondingitem is in
thesecretsetF , 0 if it isn't, and-1 if its af�liation is not
known (in otherwords,it canbeeither0 or 1). To help
theadversaryin theconstructionof consistenthypothe-
ses,we assumethattheadversaryknowsthecorrectan-
swerfor eachobservedquery.
Brute-force attack: ~H =

� N
M

�
denotesthe complex-

ity of thebrute-forceattack againsta protocol. It is the
numberof all vectorsh with exactly M 1's andtherest
all 0's.

All theprotocolsdescribedin this paperarenot safe
againsta very powerful adversary, which cansuccess-
fully mounta brute-forceattack. Note that the �rst ob-
servedqueryandits (correct)answerreducesthenum-
berof possiblesecretsby 1

P . After k observations,the
numberof viable secretsis reducedto 1

P k of the origi-
nal space.Thusif anadversarycanmaintaina list of all
possible ~H solutionvectorsh, this eliminationprocess
will convergein a shorttime to a singleanswer, andthe
secretwill berevealed.WemustthereforechooseN and
M largeenough,so that ~H is larger thanthe resources
availableto themostpowerful adversary, againstwhich
weshouldbeprotected.
Enumeration attack: Let H t denotethesetof all pos-
sibledifferenthypotheseswhich areconsistentwith the
observed data at time t, i.e., after t observations of
queriesand(correct)answers.Let Ĥ = maxt jH t j. Ĥ
is the complexity of an enumeration attack - an attack
that keepsa list of all consistenthypothesesremaining
at timet, whichareconsistentwith all thedataobserved
up to time t. Clearly Ĥ < 3N . However, typically in
our protocolsĤ < ~H sincethe answerto eachquery
dependsononly a fractionof thebits in thesecret.

To seewhy this is true,let usinspecttheenumeration
attack moreclosely. Thisattackworkstheoppositeway
from thebrute-forceattack:insteadof startingfrom the
setof all possiblesecrets(i.e.,all vectorsin 2N with ex-
actlyM 1's)andeliminatingthoseinconsistentwith the
observations,theenumeration attack worksby expand-
ing andmaintainingthesetof all consistenthypotheses.



Initially, before any observation has been made,
this set includes a single element, the constantN -
dimensionalvectorwith all � 1. ThereforejH 0j = 1.
As thenumberof observationsincreases,H t is modi�ed
to includeall thevectorsconsistentwith theold andnew
observations.Thesizeof this setinitially increasesex-
ponentially(roughlyasqt , if q is thenumberof vectors
consistentwith oneobservedquery).But at somepoint
contradictionsstartto appearbetweenvectorsconsistent
with pastandpresentobservations,andeventually the
size of the setsH t startsto shrink back until a single
elementremains. The remainingvectormust be a bi-
nary vector representingthe user's secret,whereeach
item in thesecretis assigned1, andeachof theremain-
ing itemsis assigned0. It thenfollows that,becausethe
enumerationattack muststoreandaccessall setsH t , its
complexity (timeandspace)is Ĥ = maxt jH t j.

2.3.2. High complexity query

We usesimulationsto estimateĤ for thehigh com-
plexity protocoldescribedabove,basedon thesampling
of H t (exactcalculationfor interestingvaluesof N ; M is
not computationallyfeasible).Theresultsareshown in
Table1 for arangeof parameters,illustratingthevarious
trade-offs oneshouldbe awareof. The setof parame-
terscorrespondingto ouruserstudybelow appearsin the
�rst row. In this caseour protocolachievesonly mod-
eratesecurityin currentcryptographystandards;how-
ever, recall that the attacker mustseea numberof suc-
cessfulauthenticationentriesbeforebeingableto even
startsearchingthespaceof 247 possibilities.Thesecond
case(row 2) showsasetof parameterswhichachievesa
higherlevel of security, consistentwith whatis currently
consideredsecurefor encryptedpasswords.

Table 1.
N M P querysize # bits Ĥ # bits ~H
80 30 4 8 � 10 47 73
120 50 2 8 � 10 84 114
95 40 8 8 � 10 47 89
145 55 4 4 � 5 47 135

The last two casesshow theeffect of two manipula-
tions thatcanshortentheauthenticationprocess:either
increasethe numberof choicesin the multiple choice
question(row 3) to decreasethetotal numberof queries
required,or simplify thequeryby decreasingthenum-
berof picturesshown in thegrid (row 4) to shorteneach
query. In both caseswe show valuesof N ; M which
achieve the samelevel of securityagainstthe conjec-
turedattacksasin row 1 - 47bits.

3. Userstudy

We testedthetwo typesof protocolsdescribedabove
in a userstudythatspanneda long periodof time: up to
6 monthswith the high complexity query, androughly
1 yearwith the low complexity query. Thegoalwasto
probepasswordmemorabilityandtheprotocols'easeof
use.Resultsaredescribedbelow.

3.1. High complexit y query

The protocolis describedin Section2.1.1. 9 under-
graduatestudentsfrom the faculty of naturalsciences
(noneof which wasa computersciencestudent),all in
their mid 20's, participatedin the study, andwerepaid
a �x ed amountpersession.All participantsunderwent
two or threetrainingsessionsonthreeconsecutivedays,
asdescribedabove. With a few exceptionsof isolated
queries,all participantstook roughly 15-20secondsto
concludea query.

After training,participantswent througha sequence
of experimentalsessionsincluding 24 querieseach,in
the following time schedule: 1 days after training, 2
days,5 days,1 week after training, and then roughly
oncea weekfor a periodof 10 weeks.All participants
werecommittedto this schedule.Someof the partici-
pantsagreedto participatein additionalsessions,which
took placeon a looseschedulefor the next 4 months.
Participantsreceived feedbackas to whetherthe �nal
answerthey hadreportedwascorrect,which resultedin
highmemoryretentionandselfcorrection.Someerrors,
however, did not correspondto failing memorybut to
lapsesin concentration.Resultsfor all participantsare
summarizedin Fig. 2.
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Figure 2. Results(successrate)of 9 participantsanswer-
ing high complexity queries,asa functionof thetime thathas
passedsincethe last training session.We plot meanvalues,
andstandarderrorsaserror-bars;medianvaluesareindicated
by stars.

3.2. Low complexit y query

Theprotocolis describedin Section2.1.2. Two vol-
unteers,in the agerangeof 25-35 years,participated
in thestudy. Both participantsunderwentthreetraining
sessionson threeconsecutive days,asdescribedabove.
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Figure 3. Results(successrate)of 2 participantsanswering
low complexity queries.

With a few exceptionsof isolatedqueries,bothpartici-
pantstook roughly5 secondsto concludeaquery. After
training,participantswentthrougha sequenceof exper-
imentalsessionsincluding20-25querieseach.They did
not receive feedback.Resultsaresummarizedin Fig. 3.
Notethatafteroneyear, oneparticipantmaintainedper-
fect performance.Note also the large gaps(around3
months)betweenthelatertestsessions.

3.3. Length of authen tication

In our userstudy, all participantsdemonstratedsuc-
cessrateof over 95% per query. In fact, many partic-
ipantshadperfectmemoryretentionall the way to the
last trial (we candistinguishmemoryerrorsfrom con-
centrationerrorsin ourparticipants'pro�les), which for
oneparticipanttook placealmostoneyearafterherini-
tial training.

The numberk of queriesneededto concludean au-
thenticationsessionsuccessfullydependsonthesecurity
thresholdT . Supposewe�x amodestsecuritythreshold
of T = 10� 6, i.e., a guessingadversarywill manageto
poseasthelegitimateuseroncein a million trials. Sup-
posealsothatouruseranswerscorrectly95%of thetime
(mostparticipantsin our studydid better).Theaverage
numberof queriespersuccessfulentryis approximately
11 to achieve the requiredthresholdin the high com-
plexity protocol (wherechanceof guessingis 1 in 4),
and22 in thelow complexity protocol(wherechanceof
guessingis 0.5).

In the settingsusedin our userstudy, a typical en-
try takes just over 3 minuteswith the high complexity
protocol (whereeach4-choicequery takes 15-20 sec-
onds),andjust over 1.5 minuteswith the low complex-
ity protocol (whereeachbinary query takes roughly 5
seconds).Notethatthehigh complexity protocolwould
take only 1.5 minuteswhen using the set of parame-
terscorrespondingto the3rd row of Table1. In fact, if
lower securityis acceptable,both protocolscanbe fur-
ther shortenedby allowing morebits to be revealedby
theuserin eachquery, e.g.,by increasingthenumberof
choicesin themultiple choicequery.

4. Conclusionsand Discussion
Wehavedescribedchallengeresponseauthentication

protocolsthat canbe usedby humans,relying only on
the user's naturalcognitive abilities, unassistedby any
externalcomputationdevice. A modestlypoweredob-
server who recordsany feasiblenumberof successful
authenticationsessionscannotrecover the user's secret
by the conjecturedbrute-forceor enumerationmethod.
Thustheprotocolsappearto besafeagainsteavesdrop-
ping, without relying on any encryption. The main
drawbacksof theproposedprotocolsaretwo: usersneed
training in a securelocation, and authenticationtakes
time as it involvesa seriesof challenges.An interest-
ing propertyof theseprotocolsis theability to trade-off
authenticationtimewith security, askingmany questions
only whenhigh securityis neededor whenanattackis
goingon.

Our userstudyhasaninterestingimplicationregard-
ing the usability of graphicalpasswords in general. It
hasbeenshown thatuserchoicecanreducetheentropy
of chosengraphicalpasswords below what is consid-
eredsafe[1, 7]. Ouruserstudydemonstratesthat,given
training,theparticipantscanlearnanarbitrarymachine-
generatedsetof pictures,and retain is for a very long
periodof time. This setcanbeusedasa regulargraphi-
calpassword,with a suf�ciently highentropy.
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