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Abstract

Can we secue user authenticationagainst eaves-
droppingadvesaries,relyingon humancognitive func-
tions alone unassistedy any external computational
device? To accomplishthis goal, we proposechallenge
responsg@rotocolsthatrelyona sharedsecetsetof pic-
tures. Underthe consideed brute-foice attad the pro-
tocolsare safeagainsteavesdopping in thata modestly
poweedadvesarywhofully recodsa seriesof success-
ful interactionscannotcomputeheuser's secet. More-
over, the protocolscan be tunedto any desied level of
securityagainstrandomguessingwhele securitycanbe
traded-of with authenticationtime The proposedpro-
tocols havetwo drawbadks: First, training is required
to familiarize the user with the secet set of pictures.
Seconddependingpn the level of securityrequired, en-
try timecanbesigni cantly longer thanwith alternative
methods We describeuserstudiesshowingthat people
can usetheseprotocols successfullyand quantify the
timeit takesfor training and for successfuhuthentica-
tion. We showevidencehatthesecetcanbemaintained
for alongtime (up to a year)with relativelylow loss.

1. Intr oduction

We addresghe problemof userauthenticatiorover
insecurenetworks and from potentially compromised
computers,such as in internet cafes. In such cases
thereis a high risk that an eavesdroppingadwersary
mayrecordthecommunicatiorbetweertheuserandthe
maincomputerbeforeit is possibleo rely ontheprotec-
tion of secureencryption.We assumehatthisadwersary
canrecordall informationexchangediuringtheauthen-
tication, including userinput (suchaskeyboardentries
andmouseclicks)andscreercontent.lt is thereforenec-
essanyto developsecureauthenticatiomprotocolswhere
overhearinga sequencef unencryptedsuccessfubu-
thenticationsessionswill not let the adwersaryposeas
thelegitimateuseratalatertime.

Clearly our everydaynon-useifriendly passvord in

notsecuran thesenseve require- by merelyrecording
the input of the userto the intermediatecomputey the
adwersarycandiscovertheusers passverd afterasingle
successfuluthenticatiorsession.Biometricidenti ca-
tion (basedon suchphysiologicaltraits as ngerprints
andiris shapejsindeedmoresecureagainstheftor for-
getting,but it is just aseasyfor the adwersaryto obtain
this key asit is to obtaina passwerd. Therearea hum-
berof existing securesolutionswhichrequirethe userto
carryacomputationahid, suchasanOTP cardthatgen-
eratesone time passwrds, one-timepassword sheets,
or a laptoparmedwith secureauthenticatiorprotocols.
But this approachhasits dravbacks: userscannotget
authenticatedvithout the device, which can be stolen,
lost, or madeunusablde.g.,whenits batteryrunsout).

Canwe developa userauthenticatiorschemehatis
secureagainseavesdroppin@dwersariesandyetcanbe
usedreliably by mosthumanswithout the needfor any
external computationalaid? Not much hasbeensaid
aboutthis problem. Recentsystemshave beendevel-
opedwhich useeasyto remembepasswords,including
abstractart pictureslike in the “Deja vu” system[2],
graphicalpassverds (seesuney in [6]), or memorized
motorsequencedMost of theseschemesisepassverds
thatareindeedeasietto rememberbut otherwisearenot
ary saferthanregular passwerdsagainsteavesdropping
adwersaries.A few recentcryptographypaperstried to
addresshisissue put theirproposegrotocolsareeither
notsecureor ary sufcient lengthof time [5, 4], orim-
practicalin thatmosthumanscannotreliably usethem
[3]. In our previouswork [9], we took advantageof the
vastcapacityof humanmemoryto designprotocolsthat
useeachmemoryitem only once,and arethereforeas
safeagainstearesdroppingsonetime passverds.

Here we proposea challengeresponseprotocol,
where authenticationis basedon the user answering
correctly a sequencef challengesposedby the com-
puter(cf. [3]). The challengeqor queries)are based
on a sharedsecretbetweenthe computerandthe user
which consistsof a randomdivision of a x ed set of



picturesinto two sub-groups. Authenticationis done
via a challenge-responggrotocol: the computerposes
asequencef challengedgo the user which canonly be
answereccorrectly by someonevho knows the shared
secret. Oncethe probability of randomguessinggoes
below a x edthresholdthe computerauthenticatethe
user

The proposedprotocolshave the following two im-
portant characteristic: (i) The passwerd is a random
(machinegeneratedilivision of a x ed setof pictures.
As aresult,the spaceof usedpasswerdsis asbig asthe
spaceof all possiblepasswerds, which implies safety
againsdictionaryattacks.Thisbene tis obtainedatthe
costof relatively long training time, wherethe useris
familiarizedwith thesecretin asecurdocation.(ii) The
interactve natureof the protocolis intendedto make
it resistantto attacksby adwersaryeavesdroppersin-
cluding what is sometimegeferredto as spyware and
shouldersur ng. This bene t is obtainedat the costof
relatively longlogin time of afew minutes.

Themainadwantageof our methodover|[3] isits rel-
ative human-friendliness.In Section3 we reportuser
studieswith 11 naive participantsshaving thatthe pro-
tocolscanbeeffectively usedby theseparticipantswith
high reliability andfor along periodof time. However,
unlike the protocolsdescribedn [3, 4], we arenot able
to provide ary formalanalysigproving thattheprotocols
areindeedsafe. Instead,in Section2.3 we analyzethe
bestbrute-forceattacksjdentifying therangeof param-
eterswhich make themimpractical.

2. Authentication protocol

We de ne thefollowing authenticatiorscheme.The
computerassigngo eachusertwo setsof pictures: (i)
A setB of N commonpictures. (i) A setF B of
M < N pictures.SetB is commonknowledgeandmay
befully or partially sharecamongdifferentusers.SetF
is arbitrarily selectedor eachuser andits composition
is the essencef the sharedsecretbetweerthe userand
thecomputertypically M < N7

During training in a securelocation, the user is
trainedto distinguishthe picturesin the setF from the
remainingpicturesin the supersetB.

During authenticationthe computerrandomlychal-
lengestheuserwith thefollowing query:

(1) A setof n picturesis randomlyselectedrom B. In
theexampleof Fig. 1 n = N = 80, andthereforeall the
picturesfrom B areshown.

(2) The useris asked a simplemultiple-choicequestion
with P possibleanswersaboutthe randomset, which

canbeansweredorrectlyonly by someonavho knows

which picturesin therandomsetbelongto F . In theex-

ampleof Fig. 1 P = 4, andthemultiple-choicequestion
appearsat the top of the panel, letting the userchoose
oneof 4 integersin therange[0..3].

(3) The processis repeatedk times; after eachitera-
tion, the veri er computesthe probability that the se-
guenceof answerdasbeengeneratedy randomguess-
ing. Speci cally, we usethefollowing model:if theuser
hasmadee k errors,computethe probability to ob-

tain e or fewer errorsin a sequencef k Bernoulli trials

with é chanceof success.

(4) The computerstopsandauthenticatethe userwhen
theprobabilityof correctlyguessingasestimatedn the
previousstep)goesbelow apre- x edthresholdr . If this

is notaccomplishedvithin acertainnumberof trials, the
useris rejected.

The parametergde ned above determinethe secu-
rity and corvenienceof the scheme. Large valuesfor
M ;N increasesecurity but also prolong the training
time. Large valuesof n andsmallvaluesof P increase
security by reducingthe information exposedin each
obsened query but also prolong the login time. Fi-
nally, smallvaluesof T increasesecurityagainstandom
guessingbut prolongthelogin time.

Notethatthe (possiblycompromisedauthentication
machineis givenby the sener, for eachquery the pat-
ternto be displayedon the screenandthe requiredan-
swer This doesnot compromisesecurity evenif this
informationis stolen,asthe protocolis designedo be
safeagainstadwersariesvith suchknowledge.

Next we discusshow to constructhe multiple-choice
gueries(Section2.1), how to conducteffective train-
ing (Section2.2), and how resistantour protocolsare
to brute-forceattackg(Section2.3).

2.1. Query construction

The query should be easyfor humansto compute
unassistedandcannotthereforeincludecomplex math-
ematicaloperations. We de ne two types of queries
which trade-of trainingtime andlogin time, andwhich
alsodiffer in the characteristiof their securityagainst
variousattacks.

2.1.1 High complexity query

In this protocolwe usea public setof N = 80 pic-
turesB, anda secretsubsebf M = 30picturesk  B.
In eachqueryall n = N = 80 picturesfrom B are
shavn in randomordet The useris asled a relatively
comple questionaboutthe setof pictures,with P = 4
possiblechoices.



Figure 1. A highcompleity querypanel(bestseenin color).

Speci cally, the 80 picturesarepresentedn a panel
composedfan8 10regulargrid (seeFig. 1). Users
are asled to (mentally) computea path, startingfrom
thetop-left picturein thepanel(markedby darkenedred
boundaryin Fig. 1). The rulesof movementalongthe
patharethefollowing: movedown if youstandona pic-
ture which is in F, move right otherwise.Finishwhen
you reachtheright-mostendor bottomendof the panel
(the respectie columnandrow in Fig. 1 composedf
numbersandnot pictures),andrecordthe nal number
you have reached.

The terminal row and column include the numbers
[0; 1; 2; 3]. The numbersaredistributedin sucha way
that the probability to reacheachof themis roughly
0:25, assuminghat queriesare built from independent
randompermutation®f theoriginal setof pictures.

In Section 2.3 we showv that this protocol is se-
cureagainstselectedrute-forceattacksby adwersaries

1Althoughthe verbalexplanationof this computatioris somavhat
lengthyandappearslif®cult, it is actuallyeasyandintuitive for people
to perform. Theonly dif®culty, which malesit “complex”, is theneed
to mentallyscanmary pictures,which simply takestime.

whosespaceor time compleity is smallerthan2*’. If
we reducethe numberof choicesto P = 2 (a binary
query),we geta betterboundof 256 (resultnotshawn).

2.1.2 Low complexity query

In this protocol we usea public setof N = 240
picturesB, and a secretsubsetof M = 60 pictures
F B. In eachqueryn = 20 randompicturesfrom
B areshown, andthe useris asled a relatively simple
binaryquestion(P = 2) aboutafew of thesepictures.

Speci cally, the 20 picturesshovn in eachqueryare
randomly selectedfrom the setB, and presentedn a
4 5 panel. Eachpictureis assignedch randombit (0
or 1), whichis showvn next to it. (Thebits arebalanced,
with 10randompicturesassigned andtherestassigned
1.) Theuserisinstructedo scanthepanelin order:from
left to right, onerow afteranotherandidentify the rst,
secondandlastpicturesfrom subsef . Sheshouldthen
comparehe 3 associatetits, andanswemwhethertheir
majorityisOor 1.

This queryis not susceptiblgo brute-forceattacks,
sincethe numberof all possiblesecretds N 2190,

M
This is achieved by increasingthe size of the secret



asmeasuredy N; M (compareto the high complex-

ity query above), which implies longer training time
andlower reliability in memoryretention.On the other
hand,becauseachanswerdependsn only 3 pictures
in the query this protocolis susceptibleto probabilis-
tic attacks.In simulationsof suchattacks(omitted,see
[8]) we seeevidencethatthe securitymay be sufcient

againstmostpracticaladwersaries.

2.2. Training pro cedure

Trainingis composedf multiple sessionswith two
phases:

Phasel, in whichtheuseris familiarizedwith thesubset
of picturesF in isolation. In this phaseall the pictures
from F areshavn oncein randomorder Eachpicture
is shavn for a few secondsat which time the useris
instructedto memorizethe picture for a secondor so.
He thenanswersa multiple choicequestion(unrelated
to thequeriesusedin the authenticatiomprotocol)which
depend®nthedetailsof the memorizedpicture,se€[8]
for details.

Phase?2, in which the useris presentedvith random
guery panelsincluding picturesfrom the setB asde-
ned in the authenticatiorprotocol. First, the useris
asledtoidentify andmarkthepicturesfrom F . Second,
theuseris asledto answetthe multiple-choiceguestion
associateavith the queryasin the actualauthentication
protocol. During this phasethe userrecevesfull feed-

back.

All participantsunderwenttwo mandatorytraining
session®n two consecutie days:on the rst dayeach
participantperformedphasel only; on the secondday
eachparticipantperformedboth phasesconsecutiely.
Participantsvereoffereda choiceof athird trainingses-
siononthethird consecutie day, whichincludedphase
2 only; they wereinstructedo choosehis optionif feel-
ing low con dencein their ability to performthe task
withoutfeedback Threeparticipantdrainedonthehigh
compleity query andthetwo participantdrainedonthe
low compleity query chosethis option.

2.3. Resistance to various attac ks

LetH = ,[)l‘ denotethe complexity of the brute-
force attadk againstour protocols. Recall that since
passwerdsin our protocolsare randomlygeneratedy
a machine,all passverdsareequallylikely. Therefore
thereis no dictionary attadk that canimprove over the
brute-forceattadk. We alsode ne ¥ to denotethe com-
plexity of anenumeation attac - a“clever” brute-force
attack which usesto its adwantagethe fact that only

n N bitsareshavn at ary givenquery andthatnot

all of themareusedin the querycomputation.This at-
tackstill checksall the possiblepassverds; however, it
keepsalist of all possiblepasswordsin asuccinctform,
andasa resultcanget by with lesshookkeeping. Our
protocols'resistancés measuredy min(H ; F'), which
shouldbe“largeenough”.

2.3.1 The model

Let h denotean N -dimensionaltrinary vectorrepre-
sentinga consistentypothesisaboutthe users secret.
Eachindex i in this vectorcorrespond$o anitemin the
setB; thevalueof h; is 1if the correspondingtemis in
thesecressetF, Oif it isn't, and-1if its af liation is not
known (in otherwords, it canbe eitherO or 1). To help
theadwersaryin the constructiorof consistentypothe-
seswe assumehatthe adwersaryknows the correctan-
swerfor eachobsenedquery

N

Brute-forceattack: H = |, denotesthe complex-
ity of the brute-foice attadk againsta protocol. It is the
numberof all vectorsh with exactly M 1'sandtherest
all0's.

All the protocolsdescribedn this paperarenot safe
againsta very powerful adwersary which cansuccess-
fully mounta brute-forceattack. Note thatthe rst ob-
senedqueryandits (correct)answereduceghe num-
ber of possiblesecretdy %. After k obsenations,the
numberof viable secretds reducedio ér of the origi-
nal space Thusif anadwersarycanmaintainalist of all
possibleH solutionvectorsh, this eliminationprocess
will corvergein ashorttime to asingleansweyandthe
secrewill berevealed We mustthereforechooseN and
M large enough,sothat | is largerthanthe resources
availableto the mostpowerful adwversary againstwhich
we shouldbe protected.

Enumeration attack: Let H; denotethe setof all pos-
sible differenthypothesesvhich areconsistentvith the
obsened data at time t, i.e., after t obsenations of
queriesand(correct)answers.Let B = max jHj. B
is the compleity of an enumeation attack - an attack
thatkeepsa list of all consistenthypothesesemaining
attimet, which areconsistentvith all thedataobsened
upto timet. Clearly? < 3. However, typically in
our protocolsH < H sincethe answerto eachquery
depend®n only afractionof thebitsin the secret.

To seewhy thisis true,let usinspectheenumeation
attadk moreclosely This attackworkstheoppositeway
from the brute-force attack:insteadof startingfrom the
setof all possiblesecreti.e.,all vectorsin 2V with ex-
actlyM 1's)andeliminatingthoseinconsistentvith the
obsenations,the enumeation attadk works by expand-
ing andmaintainingthe setof all consistenhypotheses.



Initially, before ary obsenation has been made,
this set includes a single element, the constantN -
dimensionalvectorwith all 1. ThereforejHqj = 1.
As thenumberof obsenationsincreasest ; is modi ed
to includeall the vectorsconsistentvith theold andnew
obsenations. The sizeof this setinitially increase®x-
ponentially(roughlyasd, if qis the numberof vectors
consistentith oneobsened query). But at somepoint
contradictionstartto appeabetweernvectorsconsistent
with pastand presentobsenations,and eventually the
size of the setsH; startsto shrink back until a single
elementremains. The remainingvector mustbe a bi-
nary vector representinghe users secret,whereeach
itemin the secretis assigned., andeachof the remain-
ing itemsis assigned. It thenfollows that,becaus¢he
enumeation attadk muststoreandaccessll setsH¢, its
compleity (time andspace)s B = max; jH+j.

2.3.2 High complexity query

We usesimulationsto estimatet? for the high com-
plexity protocoldescribedabore,basednthesampling
of H (exactcalculatiorfor interestingvaluesof N ; M is
not computationallyfeasible). The resultsareshovn in
Tablel for arangeof parameterdllustratingthevarious
trade-ofs one shouldbe aware of. The setof parame-
terscorrespondingo ouruserstudybelov appearsn the

rst row. In this caseour protocolachiezesonly mod-
eratesecurityin currentcryptographystandardshow-

ever, recall thatthe attacler mustseea numberof suc-
cessfulauthenticatiorentriesbeforebeingableto even
startsearchinghespaceof 2%’ possibilities. Thesecond
case(row 2) shavs a setof parametersvhich achievzesa
higherlevel of security consistentvith whatis currently
consideredecureor encryptecbassverds.

Table 1.
N | M | P | querysize | #bitsH | #bits H
80 | 30| 4 8 10 a7 73
120 50 | 2 8 10 84 114
95 | 40| 8 8 10 47 89
145 | 55| 4 4 5 47 135

Thelasttwo casesshawv the effect of two manipula-
tions that canshortenthe authenticatiorprocess:either
increasethe numberof choicesin the multiple choice
question(row 3) to decreas¢hetotal numberof queries
required,or simplify the queryby decreasinghe num-
berof picturesshavn in thegrid (row 4) to shorteneach
qguery In both caseswe shav valuesof N; M which
achieve the samelevel of security againstthe conjec-
turedattacksasin row 1 - 47 bits.

3. User study

We testedthetwo typesof protocolsdescribedabore
in auserstudythatspannedlong periodof time: up to
6 monthswith the high compleity query androughly
1 yearwith thelow compleity query The goalwasto
probepassvord memorabilityandthe protocols'easeof
use.Resultsaredescribedelow.

3.1. High complexit y query

The protocolis describedn Section2.1.1. 9 under
graduatestudentsfrom the faculty of naturalsciences
(noneof which wasa computersciencestudent)all in
their mid 20's, participatedn the study andwere paid
a x edamountpersession.All participantsunderwent
two or threetrainingsession®nthreeconsecutie days,
asdescribedabore. With a few exceptionsof isolated
gueries,all participantstook roughly 15-20 secondgo
concludeaquery

After training, participantsventthrougha sequence
of experimentalsessionsncluding 24 querieseach,in
the following time schedule: 1 days after training, 2
days, 5 days, 1 week after training, and then roughly
oncea weekfor a periodof 10 weeks. All participants
were committedto this schedule.Someof the partici-
pantsagreedo participatein additionalsessionswhich
took placeon a loose schedulefor the next 4 months.
Participantsreceived feedbackas to whetherthe nal
answerthey hadreportedwascorrect,which resultedn
highmemoryretentionandself correction.Someerrors,
however, did not correspondo failing memorybut to
lapsesin concentration.Resultsfor all participantsare
summarizedn Fig. 2.
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Figure 2. Results(successate)of 9 participantsanswer
ing high compleity queriesasa functionof thetime thathas
passedsincethe last training session. We plot meanvalues,
andstandarcerrorsaserrorbars; medianvaluesareindicated
by stars.

3.2. Low complexit y query

The protocolis describedn Section2.1.2. Two vol-
unteers,in the agerangeof 25-35 years, participated
in the study Both participantsunderwenthreetraining
session®n threeconsecutie days,asdescribedabove.
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Figure 3. Resultgsuccessate)of 2 participantsanswering
low compleity queries.

With a few exceptionsof isolatedqueries both partici-
pantstook roughly5 seconds$o concludea query After
training, participantsventthrougha sequencef exper
imentalsessionincluding20-25querieseach.They did
not receve feedback Resultsaresummarizedn Fig. 3.
Notethatafteroneyear oneparticipantmaintainedoer
fect performance. Note also the large gaps(around3
months)betweerthe latertestsessions.

3.3. Length of authen tication

In our userstudy all participantsdemonstrateduc-
cessrate of over 95% per query In fact, mary partic-
ipantshad perfectmemoryretentionall the way to the
last trial (we candistinguishmemoryerrorsfrom con-
centratiorerrorsin our participants'pro les), which for
oneparticipanttook placealmostoneyearafter herini-
tial training.

The numberk of queriesneededo concludean au-
thenticatiorsessiorsuccessfullylepende®nthesecurity
thresholdT . Supposeve x amodestecuritythreshold
of T = 10 5, i.e.,aguessingadwersarywill manageo
poseasthelegitimateuseroncein a million trials. Sup-
posealsothatouruseranswergorrectly95%of thetime
(mostparticipantdan our studydid better). The average
numberof queriesgpersuccessfuentryis approximately
11 to achieve the requiredthresholdin the high com-
plexity protocol (wherechanceof guessings 1 in 4),
and22in thelow complexity protocol(wherechanceof
guessings 0.5).

In the settingsusedin our userstudy a typical en-
try takesjust over 3 minuteswith the high compleity
protocol (where each4-choicequery takes 15-20 sec-
onds),andjust over 1.5 minuteswith the low complex-
ity protocol (whereeachbinary querytakesroughly 5
seconds)Notethatthe high compleity protocolwould
take only 1.5 minuteswhen using the set of parame-
terscorrespondingo the 3rd row of Tablel. In fact,if
lower securityis acceptableboth protocolscanbe fur-
ther shortenedy allowing morebits to be revealedby
theuserin eachquery, e.g.,by increasinghe numberof
choicesin themultiple choicequery

4. Conclusionsand Discussion

We have describedthallengaesponsauthentication
protocolsthat canbe usedby humansyelying only on
the users naturalcognitive abilities, unassistedby ary
externalcomputationdevice. A modestlypoweredob-
sener who recordsary feasiblenumberof successful
authenticatiorsessiongannotrecover the users secret
by the conjecturedorute-forceor enumeratiormethod.
Thusthe protocolsappeato be safeagainsteavesdrop-
ping, without relying on ary encryption. The main
dravbacksof theproposedgrotocolsaretwo: usersmeed
training in a securelocation, and authenticationtakes
time asit involvesa seriesof challenges.An interest-
ing propertyof theseprotocolsis the ability to trade-of
authenticatiotime with security askingmary questions
only whenhigh securityis neededr whenan attackis
goingon.

Our userstudyhasaninterestingmplicationregard-
ing the usability of graphicalpasswerdsin general. It
hasbeenshowvn thatuserchoicecanreducethe entrogy
of chosengraphicalpassverds belov what is consid-
eredsafe[1, 7]. Ouruserstudydemonstratethat,given
training,the participantcanlearnanarbitrarymachine-
generatedset of pictures,andretainis for a very long
periodof time. This setcanbe usedasaregulargraphi-
cal passwverd, with asufciently high entropy.
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