VI. CONCLUSION

Alternate path routing (APR) has been applied to
telephone networks, ATM and the Internet to support load
balancing and survivability. The potential benefits of APR
make it appear to be an ideal candidate for the bandwidth
limited and dynamic mohil e ad-hoc networks (MANETS).
Our investigation of APR in the MANET environment has
revealed that APR can, in some drcumstances, provide as
much as a 40% improvements in end-to-end traffic delay.
Quite often, however, the network topology and channel
characteristics verely limit what APR is able to achieve.
Whereas these factors can be addressed in wired networks
through the deiberate addition and rearrangement of
routers and cables, this level of administration contradicts
the digributed and sdf-organizing philosophy of
MANETs. This does not mean that APR cannot flourish
in this environment. Proper design choices can help to
realize some of APR's potential. Multiple channd systems
provide better link/route isolation than single broadcast
channel networks. Routing protocols that provide a
thorough view of network connedivity can fully reveal
whatever diversity exists in the network. Other features,
like multiple full-dugex transcavers per node and tighter
integration of routing with media accesscontrol and power
control may extend APR's ahiliti es even further.
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The diversity offered by aternate path routing may
contribute to improved capacity and reduced delays.
However, the use of multiple diverse routes also increases
a sesson's exposure to interruption by link failure. This
tradeoff is a particular concen in the MANET
environment, where node mohlity and limited
transmisson power conspire to make link failures a
frequent occurrence

Figure 8 illustrates the tradeoff between diversity and
survivahility, for our ad-hoc network with a uniform node
spead of 10 [m/s]. Whereas the median lifetime for a
single six hop route is 2.2 semnds, a typical pair of
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independent six hop routes will | ast only one seaond before
experiencing afailure. In practice thedropininterruption
times resulting from APR may be less $gnificant, as route
coupling and limited knowledge of the network topology
make @mpletely independent route sets ssmewhat of a
rarity. Of course, coding techniques (i.e. minimum
descriptions coding, diversity/dispersity coding) can be
applied to proted the user from service interruption.
However, such protedion requires extra bandwidth and
may counteract any performance gains that might have
been achieved through load balancing.
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bemme lesscoupled as their lengthsincrease. This makes
sense because longer routes can achieve greater spatial
(and henceradio coverage) separation.

We now turn our attention to end-to-end deay
performance As sown in Figures 6a-6d, the greatest
reduction in delay occurs for bursty packet sources. The
batch arrival of a packet burst resultsin queueing delays as
the packets wait to be transmitted by the source By
distributing the packets among multiple routes, this
backlog can be reduced faster.  Furthermore, load
balancing beaomes more dfedive with finer granularity in
route allocation. In particular, we note that aternating
between routes on a per packet basis makes the best use of
avail able network resources. In contrast, when the route
allocation granularity is at least aslarge as thetraffic burst
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size, APR esentialy behaves as a single route scheme.

On average, the improvements in end-to-end delay are
somewhat modest. For multiple channel networks, delay
can be ait by an average of 20% for bursty sources. For
single channel networks, the improvements in delay are
negligible. The limited gain is again the result of route
coupling. The most effedive load balancing occurs over
independent routes.  Weve seen that independent
minimum distance route pairs are rare. When they do
occur, delay may be reduced by upto 40%. More diversity
can be found with longer routes, but longer routes also
introduce transmisgon delays over the additional hops. In
our simulations with six hop source-destination pairs,
we've found that greatest reduction in delay generally
occurs when traffic is distributed over one six hop and one
seven hop route. This combination strikes the best balance
between diversity and length.

As expeded, APR has lessimpact on delay performance
when used in conjunction with reactive routing protocols.
To illustrate, we mnsider the multiple cannel network
under low load operation (see figure 7). We begin by
observing that reactive routing protocols lead to more end-
to-end delay than proactive routing protocols. This is
because a node may not have acquired sufficient
connedivity information to construct shortest hop (or
nearly shortest hop) paths. Each extra hop accumulates
additional transmisson and queueing delays. Moreover,
the limited dversty between route pairs affeds the
improvements in delay relative to "no APR". This is
demonstrated by the bursty traffic source (burst size of 8
packets). In this case, reactive routing provides only half
the relative delay improvement as compared to proactive
routing (compare per-packet APR (1 packet granularity)
with "no APR" (8 packet granularity)).

25

T T
—B— Traffic Burst = 1 packet
—+— Traffic Burst = 2 packets

—+— Traffic Burst = 4 packets
—&— Traffic Burst = 8 packets

n

End to End Delay [sec]
T \ T

05

: 2 3 v 5 e 7 e
Route allocation granularity [packets]
Figure 6b: average end-to-end delay of 16 kbyps UDP sesson
single channel, proactive routing,
high network load (5 kbps /node/channel)



In the absence of a packet collision, we assume that
background channel interference and receiver noise limit
the transmission range of packets and busy tones to a
physical radius of dy,; = 140 [m]. Within the range of
dwmit, the average power of the desired signal (and resulting
average SIR) rapidly increase to support reliable packet
transmission. Assignificant improvements can berealized
through the addition of error control coding, we
approximate the rapid increase of packet reliability by a
simple threshold packet delivery model: Once access to
the channel has been established, a packet can be
delivered (error-free) to any recelver within dy,; from the
transmitting node. Recelvers farther than d,;; from the
transmitting node will not receive the packet correctly.
This transmission radius corresponds to an average of six
neighbors per (non-boundary) node.

In our model, neighbor discovery is based on the reception
of HELLO beacons that are broadcast at the MAC layer.
These short beacons (containing only source address) are
transmitted at random intervals of mean Tyeacon = 0.2 [SeC].
Neighbor connectivity is determined by the reception of
the HELLO beacons. If anew beacon failsto arrive within
2T peacon Of the most recent beacon, a link failure is
reported. In our simplified ad-hoc network environment,
links are bi-directional, eliminating the need for a more
complex HELLO-I-HEAR-YOU packet exchange’.
Furthermore, we asaime that neighbor discovery packets
are given highest transmisson priority and are not
destroyed by colli sions. This preventsinaccurate reporting
of link failuresin the 2 eacon Window.

The hybrid proactive / reactive Zone Routing Protocol
(ZRP) is used to evaluate network connedivity. Each
node tracks the topology of its routing zone with a link-
state IARP. Routes for destinations beyond a node's
routing zone are acquired, as needed®, through the IERP's
global route discovery procedure.  When a noderecévesa
route query packet, it records in a temporary query cache’
(1) the ID of the packet's previous hop and (2) the hop
count from the query source Route replies are issued in
response to the first receved query packet only if avalid
route to the query degtination is localy available.
Diversity injedion is used to construct a route reply path
that promotes increased dversity of the discovered routes.
In particular, a node relays a route reply through the
cached previous hop that has been seleded least often and

® Note that wirdlesslinks are nat necessarily bi-diredional, dueto
differencesin nodke transmisson pawer, recéver sensitivity, co-channel
interferencelevels, etc. In general, the|-HEAR-YOU resporseis
necessry to verify that alink is, in fact, bi-diredional.

“ In particular, aroute discovery isiniti ated when the network layer (eg.
IP) isunable to forward a packet, due to the lack of a route to the packet's
destination.

® Thisinformationis recorded for all route query packets, including those
that are discarded.

is closest to the query source As the reply progresss
back to the source node, the reply packet accumulates the
IDs of the relaying nodes. When the reply packet reaches
the source node, the eplicit path is extracted and
decomposed into a set of links. The set of all locally
available link state information is used to compute the set
of k APR paths that minimize the level of APR route
coupling (seeSedion Il). In these simulations, we limit k
to lor 2 routes. We present APR performance results for
the extreme ZRP configurations of zone radius 1 hop
(purely reactive) and oo hop (purely proactive).

In this paper, we eamine the dfed of aternate path
routing on unreliable data streams running over UDP. The
data streams are dharacterized by their average throughput
and burstiness  For this kind of traffic, we are interested
in the maximum supported throughput, end-to-end delay
and packet lossrate. For each smulation scenario, a
single UDP test sesson is sleded for analysis. For
simplicity, we focus our attention on source - destination
nodes sparated by a minimum distance of six hops, asthis
is approximately the average distance to a randomly
chosen destination in this network. The remainder of the
network traffic is asaumed to be heterogeneous and dverse
in nature. Rather than model these data flows explicitly,
we represent this background traffic as the load relayed by
nodes to their neighbors. For simplicity, we asaime that
packets to be relayed arrive at a node's network layer
(independent of other nodes) according to a Poison
processand are forwarded to a randomly chosen neighbor.
All datatraffic (test APR traffic and background traffic) is
carried in fixed length packets of 1 [Kbyte]. The APR test
sesgon is not initiated duing the first minute of the
simulation, in order to give the background traffic and
intrazone route discovery proceses sfficient time to
stahili ze.

V. SIMULATION RESULTS

Figure 5 demonstrates the problem of route eupling in ad-
hoc networks by focusing on route pairs of equal length.
Complete knowledge of the network topology (in this case,
by means of a purely proactive ZRP configuration), reveals
the best APR paths that exist in the network. For the best
routes available in single channel systems, a transmitting
node in one path is expeded to prevent two nodes from
recaeving data dong the other route. Multiple dhanne
networks exhibit about one third as much route cupling,
due to locally unique channel assgnments. With a more
limited view of network connedivity (as provided by most
reactive protocols), the seledion of possble APR
candidate pathsisaso limited. For multiple cdannels, the
link state snap-shot provided by the route query produces
APR route pairs that are twice as coupled as the network's
best routes. Single danne systems exhibit similar
behavior. Finally, we observe that the most diverse routes



Reactive routing protocols could report a broader view of
the network by all owing a node to respond to a route query
more than once Alternatively, we an apply "diversity
injedion” [24] to increase diversity without generating
additional route replies. During the route query stage,
nodes temporarily cache (1) the previous hop node ID and
(2) hop count of all receved query packets (including the
packets that are discarded). Later, during the reply phase,
the @ached path information is used to redired replies
along more diverse paths back to the source In particular,
replies are relayed through the shortest of the least seleded
cached paths that does not create areply loop.

Once olleded, route replies can provide the most value
when they are decomposed into their constituent links.
The links returned from one route query can be poded
with valid links from other route queriesto construct a new
set of routes with improved dversity and reduced length
(Figure 4).
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Figure 4: Decomposing route replies into link states to
reconstruct shorter, more diverse APR routes

IV. SIMULATION MODEL

We have used a custom event driven network simulator to
evaluate the behavior of alternate path routing (APR) in
the mohil e ad-hoc network environment. In particular, we
have investigated how much diversity isinherent in the ad-
hoc network, and the ability of the underlying routing
protocol to refled this diversity. We have then explored
the relationship between APR in the ad-hoc network and
critical performance metrics such as end-to-end capacity,
delay, packet lossand serviceinterruptions.

Our ad-hoc network consists of 100 mohil e nodes, whose
initial postions are cosen from a uniform random
distribution over an area of 1000[m] by 1000[m]. Each
node j moves at a constant speed, v, and is assgned a new
diredion?, 8, uniformly distributed between 0 and 2rt
When a node reaches the elge of the simulation region, it
is refleded back into the @verage area, by setting its
diredion to -6, (horizontal edges) or to Te-6; (vertical
edges). The magnitude of the velocity is not altered.

In single channel networks, nodes contend for the channel
based on a channel access protocol, for example the Dual
Busy Tone Multiple Access (DBTMA) protocol [25].
Prior to transmitting a data packet, a node seaures accessto
the channd through an RTS/CTS handshake (performed
possbly on a separate @ntrol channel). After completing
the RTS/CTS handshake, the transmitter sends the data
packet, while simultaneoudly activating a transmit busy
tone. The intended recever, in turn, activates a separate
receive busy tone as on as this data transmisson is
deteded. The dual busy tones are used to Hock attempts
by neighboring nodes to accessa channel already in use.
In particular, the transmit busy tone prevents neighbors of
the transmitter from accepting incoming RTS requests.
Likewise, the receve busy tone prevents the recever's
neighbars from initiating the RTS/CTS handshake. This
effedively prevents the “hidden terminal probem”
asociated with wireless channel access  In addition,
DBTMA inherently avoids the ‘“exposed termina
problem”, by permitting neighboring nodes to transmit
data smultaneoudly to different (and avail able) recevers.

In contrast to the single channel networks, we assume that
channel access in our multiple danne networks is
contention free The underlying media acesscontral is
responsible for assgning each incoming/outgoing link a
locally unique canne (frequency, time dot, code) to
avoid channel contention. Although there are no packet
callisions, retransmissons are ill possble, as arecéving
node may be busy receving or transmitting another packet.

2 Diredionis measured as an ande relative to the pasiti ve x-axis.



this case, a data transmisson does not block the
transmitters other neighbors from receving data from
other sources.

The underlying channel scheme @n have a significant
impact on the performance of APR, due to route coupling.
Two routes that have nodes or links in common are
considered highly coupled. However, route cupling may
ocaur even if two routes have no nodes or links in
common. In the ase of multiple annel spread spedrum
networks, packet transmisson may result in degraded
quality of a simultaneous transmisson on a neighboring
link. Insingle channe networks, a node'stransmisson can
prevent neighbors from receving separate transmissons
altogether.

We gauge the oupling between two routes (route; and
route;) as the average number of nodes that are unable to
receve data dong route;, when a single node in route; is
transmitting. First, consider a nodethat iscommon to bah
routes. Whileit isrelaying data dong routey, it is unable
to recaéve or transmit' data dong route, (becuse exch
node is equipped with only a single haf-dupex
transcaver). Next, consider anode; in route; whose route;
downstream neighbor belongs to bah routes. When node;
relays route; data to this neighbor, that neighbor is unable
to receve or transmit data dong route,. In single channel
networks, node,'stransmisson will prevent al neighboring
nodes (not just the route; downstream neighbor) from
receving data dong route,.

Figure 3a: Coupling o two neaby routes
route; = S>A>B>C->D
route, = S X>B>Z->D

As a brief example, we measure the route @upling
between the two four-hop routes ill ustrated in figures 3a
and 3. When node S transmits to node A (routey), it
cannot simultaneoudly relay data dong route, to node X.
Node A's transmissgon to node B prevents node B from
recaving data from node X and relaying data to node Z
along route,. Furthermore, in single cannel networks,
neighbaring node X is also bocked by A's transmisson.
Node B's transmisgon to node C blocks the same set of

! When anodeis unable to transmit alongaroute, it foll ows that the
node's downstream neighba is blocked from recéving alongthat route.

nodes (B,Z and in single dannels, X). Finaly, when C
relays data to D, D is blocked from receving data dong
route,. In the @se of a shared channd, node C's
transmisson also Hocks dmultaneous route, data
reception for neighbors B and Z.

In this example, atransmitting nodein route; will block an
average of 1.50 nodes in route, from data reception, in a
multiple dannel environment. In a single danne
environment, 2.50 route, nodes are blocked, a 67%
increase in route wupling.

Transmitting route; Blocked route, | Blocked route,
node node node
multiple channel | single channel
S X X
A B,Z X,B,Z
B B,Z X,B,Z
C D B,Z, D
Total blocked nodes 6 10
Avg. blocked nodes 1.50 2.50

Figure 3b: Summary of route coupling for example in figure 3a

As we will seelater, thereis an intuitive relation between
route wupling and aternate path routing. Load balancing
bemes more dfedive as route mupling deaeases and
the routes operate independently. On the other hand, if the
routes are strongly coupled, traffic on one route may block
traffic on alternate routes, preventing performancegains.

I1l. EXPANDING THE REPORTING CAPABILITIES OF
REACTIVE ROUTING PROTOCOLS

The quality of an APR route set depends on the amount of
information each node has about the network topology.
Proactive routing protocols, like the link-state OSPF[19],
provide each node with complete and upto-date view of
the network connedivity. Equipped with this complete
information, a node is capable identify the best APR routes
that exist in the network. However, in the presence of
sufficient node mohility, the tracking all changes in
network connedivity can become prohibitively expensive.
Recent developments in MANET routing protocols have
focussed on globally reactive (on-demand) route discovery
[20,21,22,23]. When anode neals aroute, it issiesaroute
guery packet that is relayed through the network. The route
guery may produce multi ple responses containing paths to
the sought-after destination. For most reactive routing
protocols, route responses provide only a partial snap-shot
of network connedivity and therefore typicaly do not
report the "best" routes that the network hasto dfer.



The packetized nature of Internet traffic can be exploited
by distributing a sesson's traffic anong multiple routes.
The optimal divison of packet data streams among
multi ple paths, to minimize routing delay, was described in
[7,8]. In high-speed packet networks, network congestion
is generaly a temporary and local phenomena. Under
these drcumstances, a reasonable APR strategy would be
todired traffic along a single shortest hop route, bypassng
temporarily congested areas when necessry. This
phil osophy isrefleded in schemeslike "defledion routing"
[9] and "shortest path first with emergency exits' [10].
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Figure 1: Distributing traffic among multi ple routes exploits
avail ahilit y of network resources to increase throughpu and
reduce delay.

When distributing traffic among multiple routes, the
frequency of route switching is a key consideration. From
the network layer perspedive, end-to-end throughput and
delay improve as the frequency of route transitions
increases, with the best palicy being to distribute traffic on
a per packet basis [11] (see Figure 1). However,
alternating routes with such fine granularity can result in
out-of-order packet delivery, leading to extra packet
resequencing delays [12].  Furthermore, out-of-order
packet delivery can be misinterpreted by TCP as network
congestion [13].

Although congestion control has been the primary focus of
APR research, the potential of APR to compensate for
route fail ures has a'so been investigated by the networking
community. Multimedia gplications can take advantage
of multiple routes through multiple descriptions coding
[14]. Such coding schemes distribute information among
multi ple outgoing streams < that reduced quality content
can gill be provided in the presence of route failure. In
addition, "diversity/dispersity" coding [1516] can be
performed in conjunction with APR at the network layer

(seefigure 2). Error control coding across multi ple paths
can provide perfed data recvery in the presence of a
limited number of route fail ures.

The potential for APR to address load balancing and
survivability makes it an attractive technique for the
bandwidth limited and mohile ad-hoc networks [17,1§].
Beause the arrent generation of Mobile Ad-Hoc
Networks (MANETS) is being designed as a packet radio
extension to the Internet, MANETs should be able to
support APR schemes developed for general |P networks.
However, this does not mean that the APR performance
gains achieved on the wired Internet necessarily carry over
to MANETS. In particular, overlapping radio coverage of
neighbaring nodes can result in strong interdependence
between alternate routes.
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Figure 2b: multiple channel scheme

II. RouTE COUPLING IN AD-HOC NETWORKS

Ad-hoc networks may be implemented over a single
channel (figure 2a), or multiple channels (figure 2b). In
single channel systems, nodes transmit and recéve on the
same shared channel. Neighboring transmitters contend
for channel access by means of a media acess control
(MAC) protocol. When a transmitter gains control of the
channel, it can proceal to transmit data to its target
neighbar recever(s). Because all nodes li sten on the same
channd, thetransmisson will arriveat all thetransmitter's
neighbars.  Thus, these nodes are unable to receve data
from other sources at the same time. In order to support
concurrent  data  transmisson in  overlapping
neighborhoods, multiple channels need to be enployed. In
particular, we may asdgn a locally unique danne
(frequency, time dot, code) to each recever or link. In
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Abstract-Alternate path routing (APR) can provide load
balancing and route failure protedion by distributing traffic
among a set of diverse paths. These benefits make APR
appear to be an ideal candidate for the bandwidth limited
and mobile ad-hoc networks. However, we find that APR's
potential is not fully realized in ad-hoc networ ks because of
route wupling resulting from the geographic proximity of
candidate paths between common endpoints. In multiple
channel networ ks, coupling occurswhen paths share common
intermediate nodes. The wupling problem is much more
serious in single dannel networks, where oupling aso
occurs where one path crosss the radio coverage area of
ancther path. The network's inherent route wupling is
further aggavated by the routing protocol, which may
provide an incomplete view of current network connedivity.

Through analysis and simulation, we demonstrate the impact
of route cupling on APR's delay performance in ad-hoc
networks. In multiple channel environments, APR is able to
provide a 20% reduction in end-to-end delay for bursty data
streams. Though these gains are appreciable, they are about
half what we would exped from APR with independently
operating routes. Route wupling is © severe in single
channel networks that APR provides only negligible
improvementsin quality of service

I. INTRODUCTION

The notion of alternate path routing (APR) has its origins
in thetraditional circuit switched telephone networks. The
telephone network core consists of a fully connected set of
switches. Under "norma" conditions, a cal may be
switched across the core in a single hop. Should this
primary path become unavailable (due to a link failure or
full capacity), a call may be blocked. The desire to avoid
cal blocking led to alternate routing schemes such as
Dynamic Nonhierarchical Routing (DNHR) and Dynamic
Alternative Routing (DAR) [1]. In addition tothe primary,
one-hop path, each switch maintains a set of costlier two-
hop paths, which may be used to bypass the primary path
if necessary.

In contrast to the connection oriented telephone network,
the Internet was designed to provide best effort
connectionless data communication. The network layer
Internet Protocol (IP) did not reserve resources on behalf
of datastreams. Therefore, call blocking was not an issue.

E-mail: psholand@scires.com

Peter Sholander Siamak S. Tabrizi
Scientific Research Corporation Air Force Rome Laboratories
Atlanta, GA 30339 Rome, NY 13441

E-mail: siamak.tabrizi@rl.af.mil

If a valid path existed between a data source and
destination, data always had the opportunity to be routed
through the network. However, a high traffic load could
result in large end-to-end delays, or packet buffer
overflow. Whereas alternate path routing was used to
prevent call blocking in telephone networks, it could
alleviate Internet congestion by diverting excess traffic to
less loaded network resources. In practice, these benefits
did not justify the extra storage cost of alternate paths at
network routers. As a result, Internet routing has been
primarily based on a single, least cost, route.

The emergence of interactive multimedia communication
on the Internet has spurred the development of network
services to improve quality of service (QoS) and even
attempt to offer some QoS guarantees. This has led to a
number of approaches for alternate path routing. Research
in this area has focused primarily on two key areas:
congtruction of alternate route sets and implementation of
policies for traffic distribution among these multiple
routes. The desired properties of load balancing with
alternate routes are diversity and minimal cost. A variety
of algorithms have been developed to address this "k-best
path problem" [2]. Most schemes focus on constructing
the least cost set of digoint paths [3,4]. Quite often,
however, digoint paths do not exist, or if they do, may
include long paths. Placing constraints on the path lengths
can produce a set of paths that have acceptable cost, with a
minimal amount of overlap [5].

With a set of candidate alternate routes in hand, policies
are needed to contral the use of these routes. In circuit-
switched data networks, it is customary to designate one
route as the primary route. The primary route is used
exclusively until it is no longer able to meet the demands
of incoming traffic (for example, due to route failure or
congestion).  Through a crankback process, the alternate
routes are tried, one-by-one, until aroute is identified that
satisfies the additional traffic load. This call packing
approach reduces the fragmentation of network resources
that would prevent new connections from being
established (due to insufficient bandwidth along one path).
Call packing can be used to reduce blocking probabilities
in virtual circuit networks as well [6]



