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Abstract

We describe a reliable broadcast protocol for mobile multi-
hop packet radio networks. The reliable broadcast service
ensures that all the hosts in a group deliver the same set of
messages to the upper layer. It represents the building block
to construct fault tolerant distributed applications, whose
demand is growing in a mobile environment too. The proto-
col is intended for use in networks where the host mobility
arbitrarily changes the network connectivity and where the
rate of change is not so fast as to impose flooding as the
only option. In this context, our protocol is a first attempt
to show that a mechanism more flexible than spanning tree
and more efficient than flooding is possible and a service
such as the reliable broadcast can be obtained.

The protocol is constructed on top of a multi-hop, multi-
cluster architecture. It provides an exactly once message
delivery semantics and tolerates communication failures and
host mobility. Temporaneous disconnections and network
partitions are also tolerated under the assumption that they
are eventually repaired.

Keywords: mobile hosts, multi-hop radio networks, clus-
tered architecture, reliable broadcast, fault-tolerance.

1 Introduction

‘We consider the reliable broadcast problem in multihop
mobile packet radio networks. The reliable broadcast
service ensures that all the hosts in a group deliver the
same set of messages to the upper layer. This service
is the building block to construct value-added multicast
services, such as agreement and total ordering, or it
can be utilized to support the applications that involve
groups of cooperating hosts, use replication to achieve
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fault tolerance or share common resources, Most of
these applications include the hosts mobility as a pri-
mary requirement. As a consequence, a few proposals
have been recently presented that address this prob-
lem in the frame of network configurations with fixed
base stations connected through a wired infrastructure
[1, 2, 8, 12]. The resulting protocols benefit of the fixed
part of the network.

In this paper, we describe a reliable broadcast pro-
tocol that is intended for use in networks where the
host mobility arbitrarily changes the network connec-
tivity and where an infrastructure of base stations is
not present. This is the case of different applications,
such as vehicle traffic and fleets management or deci-
sion support in emergency relief and battlefield opera-
tions; the groups are generally of small size and hosts
are requested to interact according to a many-to-many
scheme. Without a global knowledge of the network
topology, the design of the broadcast and of fault tol-
erance is affected by the rate of topological change. In
the presence of high mobility, the topology changes too
fast to allow the construction of some logical routing
structure and there is no alternative to flooding. In the
presence of very slow mobility, the well known spanning
tree algorithms, such as those described in [4], can be
utilized. We consider mobile systems where the rate
of topology change is difficult to predict and can range
in between the two extreme bounds. In this context,
our protocol is a first attempt to show that a mech-
anism more flexible than spanning tree and more ef-
ficient than flooding is possible and a service such as
the reliable broadcast can be obtained. When the rate
of change becomes too high, the protocol switches to
flooding, but, since we expect that the mobility rate is
not uniformily spread over all the hosts, the protocol
reacts by adapting the transmission according to the
situations encountered in the different network zones,

To obtain these results, the protocol assumes the ex-
istence of an underlying multi-cluster multi-hop packet
network. Following the clustering approach, the hosts
are grouped into clusters and a clustering algorithm,
such as described in [10, 11}, is supposed to identify
the set of interconnected clusters that covers the whole




population of hosts.

Unlike other network hosts that are stateless, clus-
terheads maintain information necessary to ensure the
message stabilization, to provide recovery when failures
occur and to maintain a local view of the clusterhead in-
frastructure. This indicates that clusterheads are likely
to become a potential hot spot of packet flow and a clus-
ter bottleneck. To avoid this event, we are designing a
simple and effective flow control mechanism to locally
control the message traffic to prevent congestion and
excessive packet dropping.

The protocol provides an exactly once message deliv-
ery semantics and tolerates host mobility and commu-
nication failures; it also tolerates temporaneous discon-
nections and network partitions under the assumption
that they are eventually repaired and messages reach
their group destinations. When the clusterhead func-
tions can be located at a well known site, such as in the
case of fixed base stations, the protocol can be easily
adapted to the new environment.

The rest of the paper is organized as follows: in sec-
tion 2 we describe the adopted system and failure model;
in section 3, we give an informal definition of the re-
liable broadcast problem and outline the assumptions
about the underlying routing algorithm. In section 4,
we present the protocol under different mobility con-
ditions: static hosts, mobile hosts, mobile clusterheads.
In section 5 we sketch the correctness proof of the proto-
col; section 6 gives some preliminary numerical analysis.

2 The System Model

The system we consider is composed of n mobile hosts,
with unique identifiers p;, ..., pn, that communicate
via a packet radio network. We assume that all the mo-
bile hosts have similar computing and storage resources.
The topology of the multihop packet radio network can
be described as a graph G = (N, L), where N is the
set of nodes and L the set of logical links. We indicate
as one-hop neighbours two hosts that are connected by
a logical link. If two hosts are neighbours, then they
- can receive from one another. A link level protocol is
responsible of providing the following properties:

¢ at each time each host knows the identities of its neigh-
bours; ,

® a channel access protocol is executed to solve con-
tentions over logical links;

¢ if a message is sent over a correct link, then it is cor-
;"ecltly received by the neighbour at the other end of that
ink. .

All communications are broadcast, that is, when a host
pi sends a message m, m is heard by all the pi’s one-
hop neighbours. To reach the destinations k hops away,
We assume that a clustering protocol, exploiting the un-
derlying neighbourhood information, is executed to con-
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struct a clustered architecture covering the entire popu-
lation of system hosts. Most of existing clustered archi-
tectures are based on the notion of clusterhead and can
be used for our purposes; the clusterhead coordinates
the transmissions within the cluster and represents the
infrastructure to route inter-cluster packets. By follow-
ing, for instance, the approaches described in [10, 11],
the clustered architecture of figure 1 can be obtained.
Each node is a one-hop neighbour of the clusterhead
and at most two hops from the other members of the
cluster. Two clusterheads cannot be neighbours, while

m clusterhead
O cluster member
@ gateway

----- cluster
boundary
— logical link

@—@ distributed
gateway

Figure 1: Example of a clustered multi-hop network.

they can:

e be connected through a gateway, that is a host able
to hear from different clusterheads (such as the clusters
Cp and Cp through the host p in figure 1);

o be connected through a distributed gateway, that is a
couple of hosts belonging to different clusters but that
are able to communicate with each other (such as the
clusters C4 and Cp through the hosts p’ and p” in fig-
ure 1);

o be disconnected (such as the clusters C¢ and CEg in
figure 1). In this case, the network is partitioned;

o be indirectly connected via another cluster, such as for
instance C4 and Cp in figure 1.

We consider a system where processors do not suffer
from permanent failures; all types of failures are tempo-
raneous and can be, sooner or later, repaired. This fail-
ure model is suitable to describe mobility and communi-
cation failures over wireless links. Host disconnections
and network partitions, such as the case of cluster Cg in
figure 1, are also tolerated under the assumption that
they are sooner or later repaired. These assumptions
underlie to a precise design choice addressed to reduce
complexity at this level of the protocol architecture by
avoiding the use of a membership protocol. Through the
membership protocol, a set of hosts obtains a common
agreed view of the group membership; according to our
approach, the management of the membership is left,




when it is required, to the higher layers where it can be
performed according to the application requirements. In
any case, the reliable broadcast we are describing is in-
tended for systems of small groups of hosts (let’s say, in
the range {10,100] at most), in which the membership is
performed elsewhere. In the event of dedicated systems,
such as, for instance, the ones for emergency relief co-
ordination, the membership is likely to cover the entire
population of the stations in the system and can be de-
fined at configuration time; otherwise, each application
defines and maintains the membership over the relevant
subset, of hosts. In line with that, we will refer either
to the more general reliable broadcast or to the reliable
multicast problem. In this paper, we focus on provid-
ing the reliable broadcast service; the reliable multicast
can be directly derived from the former, although it
could benefit of the availability of multicast addressing
facilities at the underlying levels [7, 9]. The tree in-
frastructures proposed in {7, 9] are promising solutions
to support reliable multicast, although they seem to be
more suitable when a few-to-many interaction scheme
applies and when the rate of topology change is low.

3 Definitions and Assumptions

The system described in the previous section does not
guarantee the message delivery to all destinations when
communication failures or topology changes occur. This
service can be provided by the reliable broadcast pro-
tocol. Reliable broadcast is a well known problem that
has been widely studied in the literature because it rep-
resents the basic building block to construct other mul-
ticast services such as the atomic broadcast with total
or causal ordering. Most reliable broadcast available so-
lutions have been designed for wired networks [5, 3, 6].
In this realm, the problem can be informally specified
as follows: given a group of n processors, if a correct
processor broadcasts a message m then all the correct
processors deliver m. A correct processor is a processor
that does not suffer from crash or communication fail-
ures and the delivery operation describes the action of
notifying a message to the higher layer. In the presence

- of mobility, even a correct processor can be unable to

receive a message when disconnected or moving across
cells. The adopted failure model allows to overwhelm
this problem and leads to a slightly different problem
definition (in the sequel, we will use the term processor
as a synonymous of (mobile) host):

Definition 3.1 (Reliable Broadcast) Given a
group G of n processors in which each processor at any
time can generate a broadcast message, messages are de-
livered by the processors so that the following properties
are guaranteed:

Validity and Agreement: if a processor broadcasts a
message m then all the processors in G eventually
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deliver m.

Integrity: for each message m, every processor deliv-
ers m at most once, and only if m has been broad-
cast by some processor.

According to the given definition, the message delivery
is guaranteed to all the members of G, and the reliability
requirement is extended to all the generated messages.
It is worth to notice that the Validity and Agreement
properties guarantee an at-least-once delivery service se-
mantics. This, together with the at-most-once delivery
required by the Integrity property, yields an ezactly-
once delivery service.

We will show that, in the presence of mobility and un-
predictable delays, the protocol eventually terminates.
Similarly to [1], to guarantee the protocol termination,
we require that the following liveness property is satis-
fied:

Property 3.1 (Liveness) Eventually
the network topology stabilizes for the time required to
guarantee that:

1. if there are pending messages for a host p;, then p;
receives at least one of these messages, let us say
m, and it succeeds to notify the reception before the
topology changes again;

2. a host remains clusterhead the time necessary lo
guarantee that the ezchange of status information
with the other clusterheads is successfully completed
and, if there are partially diffused messages, that
at least one of them is known amongst the cluster-
heads.

If point (1) of this property is not guaranteed, then
a processor destination of a message m could either
() never receive m, or (ii) eventually receive m, but
could never succeed in acknowledging the m’s recep-
tion. In both cases, the eventual termination cannot be
achieved. Similar arguments apply for point (2).

The protocol can be realized on top of the exist-
ing clustered architectures, such as those described in
[10, 11]. We only assume that the rate of topology
change is not so fast as to make uneffective the use of
a clustered architecture or to arbitrarily delay the mes-
sage stabilization. Moreover, we assume that the under-
lying clustering mechanism has designed to keep alive
its infrastructure when the topology is slowly changing
and a few nodes are moving.

4 The Protocol for Reliable

Broadcast

4.1 The Service

The reliable broadcast service is visible at the interface
with the user through the following non-blocking service




primitives:

rbeast (msg, group_ID);

deliver (msg).
The rbcast primitive provides a reliable transport of
messages with eractly-once service semantics. The call-
ing user entity remains blocked only the time needed
to know that the message has been correctly received
by its clusterhead. When the control is returned, the
calling entity knows that the message will be eventually
delivered to all the processors in group_ID. In the case
of broadcast, the parameter group.JD corresponds to
the clause all. The deliver primitive is the notification
of msg reception. Upon receiving a delivery primitive,
the user entity knows that all the other members in
group_ID eventually receive the same message.

4.2 The Protocol for Static Topology

We initially describe the protocol operations in the ab-
sence of failures and mobility. '

We have chosen to locate at the clusterhead sta-
tions all the information about the system state and
message stability. Gateways and user mobile hosis
are stateless so that the management of their mo-
bility can be performed at a low cost. Provided
that a message is uniquely identified by the pair
(sender_ID, sequence number), when a host in a given
cluster originates a message, it is diffused to all des-
tinations in different clusters by forwarding it through
a logical tree, whose nodes are clusterheads and gate-
ways. We indicate that tree with the term forwarding
tree (FT). The problem here is the identification of
the FT without introducing extra communication costs
and to control the traffic by eliminating loops and other
sources of duplicates that derive from infrastructures
with multi-paths.

If the topology is stable enough, acknowledgements
follow backward the logical tree and eventually arrive
at the originator clusterhead. If the rate of topol-
ogy change grows, there is no alternative to flood ac-
knowledgements from each destination clusterhead to
the originator clusterhead. In fact, the protocol cannot
benefit of any wired backbone infrastructure, the FT is
unstable and a global knowledge about it is not avail-
able. Although acknowledgements can be piggybacked
onto the flowing messages or packed into multi-ack mes-
sages, they represent the hardest problem to cope with
and a source of potentially unaffordable traffic load. Un-
fortunately, acknowledgements are an unavoidable cost
to pay here. In fact, the service requirement speci-
fies that a message is stable when the originator knows
that all the destinations have received it. In the con-
sidered environment, negative acknowledgement scheme
could be in principle adopted, under the assumption of a
many-to-many interaction scheme with continuous mes-
sage generation. It is not adopted in practice because it
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makes difficult to decide when a message is stable and,
as the consequence, when a message can be deleted from
internal queues.

Our protocol has a very small overhead to construct
the F'T and tends to preserve it, until the rate of change
grows and breakes the fragile connectivity of that infras-
tructure; when this occurs, it switches to flooding. The
management of acknowledgements is the most expen-
sive module of the protocol and deserves further efforts
in the direction of costs reduction. To these ends, we
believe that significant benefits can be obtained by spe-
cializing the underlying dynamic routing algorithm in
order to provide more information about the changing
topology [7, 9].

Let us now consider the simple network topology com-
posed of four clusters Ca, Cp, Cc and Cp shown in fig-
ure 2, and let us use it to describe the protocol (the case
of all destinations within a single cluster is trivial). We
consider a processor ps in cluster C4 that originates a
message m having destinations in clusters C4, Cg, Cc,
Cp. ps originates m by sending a unicast message to its
clusterhead cha (remind that each host in a cluster is
aware of the identity of its clusterhead). cky4 adds to m
the clusterhead header, broadcasts the message within
cluster G4 and waits for acknowledgements. The header
specifies that m requires global diffusion because it has
recipients outside cluster C4. Upon receiving m, each
destination processor p; in C4 replies with an ack mes-
sage; a gateway processor, e.g. gwap, is responsible of
forwarding m to the next cluster(s) by addressing the
relevant clusterhead, i.e. chg. gwapg delays its ack mes-
sage to ch4 until m has been diffused within cluster Cp
(figure 2). The motivation is twofold: 1) this way cha
knows that chp received m; 2) ch4 knows that it has a
successor in the FT of m.

Adjacent clusterheads use gateways as agents to con-
struct a local knowledge of the path from source to des-
tination. As long as clusterheads are operational, this
knowledge can be effectively used as follows. When chp
broadcasts m within cluster Cp specifies that m has
been arriving from ch,; the information is sent back-
ward to chy, through gateway gwap, by means of its
ack message. The process is iterated, for instance, be-
tween chp and chp. chp can experiment a conflict-
ing situation of the same message m coming through
gwpp and gwep. Under this condition, the cluster-
head selects one amongst the conflicting paths, records
the identifier in local data structures and piggybacks
the selected identifier on the broadcast message. If chp
chooses chp when the message is broadcast in cluster
Cp both gwpp and gwcp reply respectively to chp
and che. As a result of this message exchange, chp
knows to have the successor chp for message m and che
knows to be a leaf node for message m. Once all the
acknowledgements messages in cluster Cp are received
by chp, chp knows to be a leaf for message m. It is im-
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Figure 2: (a) The broadcast protocol in the case of static topology. (8) The corresponding FT.

portant that chp records its choice locally because as
the consequence of message retransmission within some
cluster (see section 4.3 that describes failures and mo-
bility) and of gateway mobility, a copy of m could ap-
pear through a new route requiring consistent informa-
tion about m. Under these conditions, even gateways
could be involved to filter messages that have been al-
ready processed. Through this simple mechanism, the
protocol cuts the loops in the message delivery, allows
multi-paths to destinations, reduces message duplicates
and provides the basic support to the management of
acknowledgements, as described in the next section.

A sending processor, p,, delivers the message when
it receives the broadcast of the message from its clus-
terhead. A receiving processor pq delivers the message
upon receiving the broadcast.

4.2.1 Data Structures and Acknowledgements

Each processor p; maintains in the data structures
stable; and unstable; its local view about the message
history. In unstable; messages are ordered by originator
and sequence number; the ordered list contains ¢) the
messages that p; considers unstable and i) the mes-
sages that are stable for p;, but that are preceded by

‘'still unstable messages. stable; is an array of n items,

with n the group cardinality. The jth entry contains the
maximum sequence number of stable messages that p;
originated, such that all the messages generated by p;
up to that sequence number are stable. A message m is
marked as stable by its originator clusterhead, let us say
chy, when chy has received all the acknowledgements
for m. A stable message m is deleted from the unstable;
of a processor p; only after its identifier is included in
stable;.

The unstable data structures have primary impor-
tance in providing recovery facilities in case of failures,
while stability information must be recorded to elimi-

nate duplicates. While unstable; represents the local
knowledge of processor p; about message delivery, the
stability of a message is initially known by the originat-
ing clusterhead and must be quickly propagated over the
entire population of processors, i.e. all processors must
eventually have a consistent view of stable messages.
To this purpose, a sort of full information mechanism
is adopted so that the current stable; is added to the
header of the exchanged messages. Upon receiving a
message, a processor p; compares the stability informa-
tion it transports with local stable; and maintains the
maximum.

In order to manage acknowledgements, clusterheads
maintain in unstable; for each message the identity of
the predecessor and the successor nodes in the message
FT. In addition, they maintain two extra data struc-
tures: 7) the bit map, as large as the group cardinality,
to register the nodes that have validated the message
and whose identity is known by the clusterhead, i) a
hold-back queue, in which to delay the final delivery of
an acknowledgement message until some other events
are verified. When messages are ready to be transmit-
ted they enter a delivery queue, in which the ack mes-
sages are put together with data messages (see figure
3(2)). The delivery queue is a FIFO queue.

As soon as a clusterhead receives all the local
acknowledgements (ack-messages), it prepares the
cluster-ack message (see figure 3(b)) that resumes the
validation state within the cluster. This message must
be sent to the originator clusterhead and the first at-
tempt is to route the message through the FT., By
utilizing the information in unstable;, the clusterhead
specifies, as a sort of source addressing, the final destina-
tion and the identity of the predecessor clusterhead (see
figure 3(b)). If a gateway, in touch with the predeces-
sor clusterhead, is still active, the message can perform
backward one hop of the FT. The cluster-ack mes-
sage requires to be validated at each hop within the time
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Figure 3: Ack processing.

tp. If the validation is not received, there is the possibil-
ity that the hop of the F'T is no longer available. In this
event, the clusterhead switches to flooding. A flooding
acknowledgement (see flood-ack in figure 3(b)) flows
to the originator clusterhead from cluster to cluster (to
force a flooding message to propagate ahead, gateways
can act as one-way gates). It must be retransmitted un-
til the message it helps to validate becomes stable.. The
retransmission rate is a multiple of ¢,. Often, it hap-
pens that within a time {; (whose dimensioning could
benefit of some knowledge about the network topology)
after the forwarding of a data message, a clusterhead re-
ceives the acknowledgments for that message from the
adjacent clusters. If the cluster-ack messages travel
as single packets they waste bandwidth and hosts re-
sources. The hold-back queue has been introduced to
have some more chance to pack that messages into a
single packet by merging the information they trans-
port in the bit map. When a clusterhead prepares or
receives from outside a cluster-ack and the delivery
queue is high, the cluster~ack message receives a sec-
ond chance for avoiding to travel alone. It enters the
hold-back queue waiting for other cluster-ack’s trans-
porting information about the same message. A dea-
mon process is activated with a rate ¢;. Its function
is to move messages from the hold-back queue to the
delivery queue.
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Figure 4: Layout of the message structures: (a) inter-
cluster messages; (b) ack, cluster-ack and flood-ack
messages.

4.2.2 Overall Message Format

In figure 4, we show the overall structure of the protocol
messages: the inter-cluster and the acknowledgement
messages. The former is used by clusterheads and gate-
ways to propagate information through clusters. The
second is used by mobile hosts to reply with an ac-
knowledgement or by clusterheads to propagate cluster
acknowledgements. When a host sends a data message
to its clusterhead, it uses a message format similar to
that of figure 4(a).

A rough evaluation of the message size can be ob-
tained by assuming 1 byte to represent the host identi-
fier and 1 bit to represent the type field. Let n» be the
number of message destinations and data the size of the
data part of the message; under these assumptions the
message sizes can be estimated as follows:
¢ (8n + 41) + data bits for the inter-cluster messages
(Figure 4(a));

o 1 + 43 bits for the ack messages (Figure 4(b)).

4.3 The Protocol with Transient Fail-
ures and Host Mobility

In this section, we describe the mechanisms that the
protocol adopts to deal with hosts mobility and with
transient failures that affect communications. We still
consider a static clusterhead infrastructure.
Communication failures are detected by using time-
outs and recovered by means of retransmissions. Timers
are used by both clusterheads and gateways which are
the nodes responsible of recovering failures by means
of retransmissions. A timer ¢, is used in waiting an
ack to unicast messages, specifically to the message a
host sends to its clusterhead, while a timer ¢, is used
for the ack-messages, the global bcast messages and




the cluster-ack messages; their dimensioning is out-
lined in section 6. Retransmissions generate message
duplicates that are filtered by using the information in
stable; and unstable;.

Host mobility leads a processor p; to move from a
cluster, let’s say C4, to another cluster, let’s say Cg.
Two events are relevant to our discussion: ) p; is sender
of a message that is still unstable while p; is moving,
and, #i) p; is the receiver of a message m, but it moves
before receiving m from ch,.

The case ) has three subcases: 1) chs never received
m because of the motion of p; or of communication fail-
ures, 2) chs and chp received m and chp has already
diffused m in cluster Cp, 3) cha and chp received m
and chp is still trying to diffuse m in cluster Cg. While
the third case includes the problem solution, the first
and the second require the execution of a simple proto-
col between the new clusterhead, chp, and the processor
p;. Once p; eniers cluster Cg, chp becomes aware of p;
(the information is available through the link level) and
sends to it the ith entry of stable s, together with the
identifiers of the p;’s messages that are still considered
unstable by chp. p; compares the received informa-
tion with stable; and unstable; and, if it verifies that
chp is missing some of the p;’s messages, they are sent
to chp. This allows to solve subcases (1) and (2). In
addition, p; specifies its former role, i.e. clusterhead
or node. To solve the problems when p; is receiver,
chp ought to be able to compare the local unstablecs g
data structure with unstable;; to this purpose, p; also
sends to chp the list of the identifiers of the messages in
unstable;. If chp verifies that p; is missing some mes-
sage m, then it performs its retransmission and waits
for the ack-message from p;. The recovery terminates
by sending to the originating clusterhead the collected
ack-messages; they are required to stabilize m.

It is easy to observe from the above description that
the more a host moves the higher is the probability of
delaying the message stabilization.

4.4 The Protocol when Clusterheads
Move

When a clusterhead ceases to cover its role, the infor-

mation it maintains about the message stability are lost
and must be reconstructed by the new elected cluster-
head. Let’s consider a cluster C4 and let’s indicate
with the term old_ch, and new._chy respectively the
former and the new clusterhead of C4. Once new.chy
is elected clusterhead (this responsibility pertains the
underlying clustering protocol), as first public initiative
in the new role, new_ch 4 collects, for each host in cluster
Ca, stable; and the message identifiers of the messages
in unstable;. That way, it obtains an updated versions
of the local data structures. The implementation of
this procedure can result to be costless if the exchanged
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information can be piggybacked onto the packets that
the underlying protocol exchanges within the cluster to
achieve similar objectives of consistency amongst the
members of Cy.

At this point, only two cases must be considered.
First, old_cha might have moved before having broad-
casted a message m. In this event, no actions are un-
dertaken because the sender will retransmit the mes-
sage after the time 2, (see previous section). Second,
new_cha could be unaware of the stability knowledge
contained in stablesq_ch,- In the trivial case, old_chy
still belongs to C'sx and the problem is solved at the first
step of the procedure. Otherwise, there is no alternative
to go around asking for the clusterhead that currently
knows old_ch4. We have seen, in the previous section,
that a clusterhead will eventually identify old.chs and
its former role. However, provided that clusterheads do
not know one another and that they are unaware of the
network connectivity, two main questions arise: ) how
to identify the cluster where old_chs moved and, ii)
how to send back to new_ch, the data structure stable
of its clusterhead ? To give answer to these questions,
a mechanism very similar to the one described to send
data messages and to collect acknowledgements can be
followed. For this reason we do not describe it in de-
tails. new_chy sends its enquiry to other clusterheads
by constructing a FT. In this case, only the relevant
clusterhead will respond by sending a copy of its stable
data structure either through the FT' or by flooding.
The liveness property ensures that the procedure even-
tually terminates.

The described procedure is not blocking with respect
to the generation of new messages, whose diffusion is
started as soon as the new clusterhead has been elected.

5 Protocol Correctness

In this section, we sketch the proof of the protocol cor-
rectness; the complete proof is reported in the long ver-
sion of the paper [13].

Claim 5.1 Link failures are eventually recovered.

This derives from the Liveness property and from the
use of retransmissions. As a consequence, the protocol
guarantees that, if a processor p sends a message m to a
neighbour ¢ and the network topology does not change,
g eventually receives m.

By repeatedly applying the Claim 5.1 and by the pro-
tocol description, we are able to prove the following:

Claim 5.2 In the case of static topology and transient
link failures, if a clusterhead cha receives a message m
then eventually m is received by both the hosts in C4
and all the clusterheads connected to cha via gateways.

Therefore, the following Lemma can be proved:
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Lemma 5.1 The protocol solves the Reliable Broadcast
Problem in the case of interconnected static topology
with transient link failures.

Proof. The Integrity property easily follows from the
protocol description. Let m be a message broadcast
by p; thanks to Claim 5.1, m is eventually received by
the p’s clusterhead. By repeatedly applying Claims 5.1
and 5.2 we show that eventually all the hosts in the
network receive m at least once. By the protocol, they
all eventually deliver m, thus guaranteeing the Validity
and Agreement properties. O

To prove the protocol correctness in the general case,
we use the following claims.

Claim 5.3 Let p be a host that moves throughout the
system, so that the clusterhead infrastructure does not
change. Let mg a message broadcast by p and mp a
message addressed to p; let both messages be unstable at
the time p moves. Then, eventually mp s received by
p and mg is received by some clusterhead.

Claim 5.4 Letold.ch, a clusterhead that is substituted
by new_chs. Let m be an unstable message generated
by a host p that was connected to old_chs. Then, even-
tually m is reliably broadcast by some clusterhead.

To prove both these claims we exploit the Liveness prop-
erty and the FIFOness of the delivery message queues.

The main result concerning the protocol correctness
can now be easily proved.

Theorem 5.1 The protocol solves the Reliable Broad-
cast problem in the considered environment.

Proof. The Lemma 5.1 proves the theorem in the case
of static topology. Claim 5.3 and the Liveness prop-
erty guarantee that a message is eventually successfully
broadcast by some clusterhead in the case of sender mo-
bility. Claims 5.2 and 5.3 guarantee that the message is
eventually received by all its destinations, even if they
move. As a consequence, the theorem holds in the case
of host movements that do not affect the clusterhead in-
frastructure. Claim 5.4 and the Liveness property guar-
antee that, if the clusterhead infrastructure changes, a
message is eventually broadcast by some clusterhead
and the previous arguments still apply, thus complet-
ing the proof. m]

In the long version of the paper [13] we also show
that, eventually, for each message m no more messages
that concern m are generated and all the information
about m are deleted from the hosts’ memory. This is
a desirable property in environments where the careful
usage of the host and network resources is a critical
topic.
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6 Preliminary Protocol Analysis

In this section, we give a complexity analysis of the
reliable broadcast protocol. We identify the ‘commu-
nication complexity’ MSG, defined as the amount of
messages that the protocol exchanges to broadcast one
message from a given originator, the ‘time complexity’
TL, defined in terms of latency time, i.e. the elapsed
time between the generation of a message and its stabi-
lization at the originator node, and the ‘memory com-
plexity’ UN S, defined as the length of the unstable data
structure.

In our complexity analysis, we assume that one mes-
sage requires a single network packet and that the in-
ternal processing time is zero. We indicate with ¢, the
time required to transmit one message within a clus-
ter. Within a time 2¢. a clusterhead can receive the
acknowledgements from its neighbours and within 4f,.
it can become aware that the successor clusterheads re-
ceived a message. Hence, 1 ~ 4¢, and #, ~ 2i.; in
the case of a WaveLAN wireless network with 2 Mbps
of bandwidth the two timers may roughly last respec-
tively 20 msec. and 10 msec. If D is the distance in
hops between the originator clusterhead and the farest
leaf clusterhead in the FT, then T'L, when the topol-
ogy is stable, is: T'L = O((4 + 2D)t;); in fact, the mes-
sage traverses twice the network diameter and 4 hops
are required to allow the communication between the
source node and its clusterhead and between the last
clusterhead and its neighbours. Further D + 1 hops,
each requiring a time O(%,), are needed because the
message stability is known by the nodes different from
the originator. In addition, the message that reports
the stability information to the originator node must
wait 1/2f,, in average, where fp, is the hosts’ message
generation rate, before transmission, thus leading to a
time TL = O((3D + 5)tr + 1/2fm) required to stabi-
lize a message all over the system. By assuming n the
group cardinality, we can obtain: MSG = O(n), and
UNS = O(fm - TL). For instance, let us suppose that
the wireless network is a WaveLAN having a bandwidth
of 2 Mbps. If n = 20, D = 4, f, = 50 msgs/sec. and
the maximum size of data is 1024 bytes, then the ap-
proximate value of T'L is around 50 msec., while the
amount of generated messages is 40.

This preliminary result indicates that as long as the
topology changes do not affect clusterhead and gate-
ways, the complexity of the algorithm is O(n). As the
consequence of flooding, it can degenerate to O(n?) oth-
erwise. In particular, the movement of a single host p
between two clusters, so that it does not affect the clus-
terhead infrastructure, imposes an additional delay of
O((D + 4)t) + tmove before a message becomes stable
in the system, where £,,ye is the elapsed time between
the generation of m by p and the connection of p to
the new clusterhead. The computational complexity of




SV

i - i Cra et

the protocol increases in this case of at most O(D + 4)
unicast messages.

The election of a new clusterhead imposes an addi-
tional delay of O((5.D+7)tr + 1/ fin) +2etece to the time
required to stabilize a message, with fesec: the time spent
for the execution of the clustering protocol. This upper
bound also includes the cost of re-starting the broadcast
of an unstable message. The communication complexity

also increases of O(n + 2D +2).

7 Concluding Remarks and Fu-
ture Work

We have described a reliable broadcast protocol in-

e . . . .
tended for use in mobile multihop packet radio net-

works. The challenge here is to ensure fault tolerance
despite communication failures and host mobility and,
at the same time, to address efficiency by controlling
resource utilization and the amount of exchanged mes-
sages. The protocol we have described is a first attempt
in that direction; it provides a clear service semantics
that can be exploited to construct value-added services
or to provide direct support to applications according
to a good use of the end-to-end argument. It can be
adapted to a network topology with base stations.

We believe that this type of service is the funda-
mental block that will ease the design of fault toler-
ant distributed applications, even in a mobile environ-
ment without base stations. Nevertheless, it must be
observed that a lot of work still remains to perform in
different directions: i) to identify a closer cooperation
between reliable broadcast and clustering protocols to
obtain some more information necessary to quickly re-
act to the topological change and dynamically construct
the FT, ii) to provide multicast addressing facilities at
the clustering level, iii) to tune the protocol and the
flow control mechanism by continuing the simulations.

We are currently working in those directions. At the
same time, we are designing a total ordering protocol
on top of the reliable broadcast with the aim of exper-
imenting the services to enforce consistency over repli-
. cated data in the frame of a distributed application.
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