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Resource R[n];
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cl ass Resource {
voi d use();
}

qight(i)=i; left(i)=(i+1)%
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whil e(true) {
sl eep(rand());
enter();
wor k() ;
exit();
}

void work() {
Riright(i)].use();
Rleft(i)].use();
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}
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Mut ex | ock[n];
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class Mutex {
void | ock();
bool ean try_ | ock();
voi d unl ock();
}
nowo axna2 V()-1 PO-2 marireaunl ock() -1 1 ock() n2ws qwxo
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void enter() {
lock[right(i)].lock();
lock[left(i)].lock();
}
This solution may result in adeadlock. A scenario for n=2 isas follows:
PO P1
lock[0].lock()
lock[1].lock()
lock[1].lock() gets stuck
lock[0].lock() gets stuck

('P13):2 0o
voi d enter(){
while(!lock[right(i)].try_lock());
while(!lock[left(i)].try_lock());
}
This solution is aso deadlock prone. As many students justly noted, this solution is
exactly the same as the above: It just has the busy wait taken out of lock() to a higher
level. Exactly the same scenario as the above results in deadlock — just replace lock()
with the loop on try_lock. Note that thisis not alivelock. The reason is that once the
system gets stuck, thereis no possibility for it to get out of this: i.e., any possible
schedule will leave the system stuck.



('P13):3 o
void enter(){
whil e(true) {
while((!'lock[right(i)].try_lock());
if (!lock[left(i)].try_lock())
lock[right(i)].unlock();

el se
return;
}
}
This solution resultsin alivelock. One of the possible livelock scenariosis as follows:
PO P1

lock[O].try_lock() returns TRUE

lock[1].try_lock() returns TRUE
lock[1].try_lock() fails

lock[O].try_lock() fails
lock[0].unlock()

lock[1].unlock()
lock[O].try_lock() returns TRUE

lock[1].try_lock() returns TRUE

the that thisisalivelock, because in areal system the above scenario may persist for
infinitely long only theoretically. For example, if P1 is scheduled a moment after PO
unlocks lock[0], it will succeed to take lock[0] and make progress.

RO MNNDT P37 T ara exit () nxpno
void exit() {
lock[right(i)].unlock();
lock[left(i)].unlock();

}
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Theideaisto break the symmetry somehow. The easiest way to achieve thisisto use the
processid (i). For example, we can modify the first solution above in the following way:



enter () {
if (i) {
lock[right(i)].lock();
lock[left(i)].lock();

}

el se {
lock[left(i)].lock();
l ock[right(i)].lock();

}

}

The proof isleft asa(good) exercise ©
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Present (valid) bit .i
Present bit indicates whether per virtual memory page indicates whether this pageis
mapped to aframein the physica memory. This bit is required because due to the very
nature of the virtual memory, at each given moment, only a partial mapping exists
between the process virtual address space and the physical memory.
Modified (dirty) bit .ii
Modified bit indicates whether the virtual page contents have been modified within the
timeinterval during which the page was mapped to the physical memory. This bit is not
essential. It improves performance by saving the need to write unmodified pages back to
disk when they are replaced in the memory. Note al so that the performance penalty of not
having the modified bit will not be too high as the need to write page back arises only
upon its replacement (arare event for programs obeying the locality principle) and not on
each page modification (as some students incorrectly remarked ©).
Access permission bit .iii
This bit indicates whether the page is Read-only or Read-Write. There was alot of
confusion about this bit. The most common mistake was confusing this bit for the file
access permission bits. Thisbit is essential as it prevents the hardware from writing to the
code region pages. The hardware does not have any knowledge whatsoever of read-only
pages unless this bit is present. However, since the necessity of this bit allowed for
different interpretations (e.g., some students wrote that this bit is always required
regardless of the memory management technique used), we decided to cancel the
necessity sub-question. So the students who gave a correct (or close to correct)
description of this bit functionality, got all the points.
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Used bit is supplied by hardware to indicate whether a page has been accessed since the
last time this bit was set to 0. The hardware can only set thisbitto 1. The OSis
responsible for zeroing this bit (this depends on how OS actually uses this bit). The bit
can be used for approximating the LRU page replacement. The Clock page replacement
algorithm is the most notable example.
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The Used bit can be simulated using the Valid (Present) bit which is always supported by
the paging hardware (see above). Thisis done as follows:
1. Sincethevalidity information islost (we are overriding the valid bit), the OS must
maintain an internal record of the valid pages.
2. Whenever a page is brought to memory, the OS zeroes the valid bit.
3. Whenever a page replacement algorithm based on the Used bit dictatesto assign zero
toit, the OS zeroes the valid bit.
4. Whenever hardware accesses a page whose valid bit equals 0, a page fault interrupt is
generated as usual, and the OS handler is called.
5. The OS page fault handler does the following:
i. Check with itsinternal records whether this page is mapped or not.
ii. If the pageis not mapped, schedule disk 1/0 and block the process as usual.
iii. If the page is mapped, set itsvalid bit to 1.
Note that the above method gives a precise simulation of the Used bit without losing the
valid bit functionality. The modified bit cannot be used for this purpose as it does not
give an indication whether a page was accessed if the access did not result ina
modification. E.g., the pages in the code region are never modified. On the other hand,
they are most frequently accessed, and therefore, must be kept in the physical memory
most of the time for good performance.
The students, who described the above method (almost) precisely, got al the points. The
students who did not provide all the details (e.g., did not indicate that the need of the
internal record of the valid pages), got some points (usually at most 2) deducted. The
students who indicated that the valid bit should be used and threw some raw idesas, got
some points (usudly, 2-3). The students who suggested to use Modified/Access
Permission bit, or were too far from the correct solution did not get any points.



