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ABSTRACT
Mobile agent systems provide new perspectives for distributed
e-commerce applications. Sea-of-Data (SoD) applications
are those that need to process huge quantities of distributed
data. They present specific restrictions, which make mobile
agent systems one of the most feasible technologies to im-
plement them. In this paper we propose a mechanism to
safely assign roles to mobile agents and an access control
method based in Role-based Access Control (RBAC). The
access control method provides a simple, lightweight and dis-
tributed model for mobile agent applications. It provides a
role system implemented with Simple Public Key Infrastruc-
ture (SPKI) certificates and uses the authorization model of
SPKI for trust management.

Categories and Subject Descriptors
E.3 [Data]: Data Encryption; H.4 [Information Systems
Applications]: Miscellaneous

General Terms
Security
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1. INTRODUCTION
During the last years, mobile agent technologies have wit-

nessed an steady, if not fast, increase in popularity. Prob-
ably, the main hurdle to a wider adoption are the security
issues that mobility brings to the picture [2]. Among them,
an outstanding one is resource access control. Traditional
access control methods rely on the use of standard public key
infrastructures (PKI) based on the authentication of global
identities (via X.509 certificates). These methods allow to
explicitly limit access to a given resource through attribute
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certificates or Access Control Lists (ACL), and rely on cen-
tralized control via a Certification Authority (CA). Despite
providing effective means of protection, these techniques suf-
fer from serious drawbacks; in particular, they give raise to
closed and hardly scalable systems. Practical mobile agent
systems demand lightweight, flexible and scalable solutions
for access control, in order to cope with the highly hetero-
geneous nature of their clients. In the same vein, solutions
depending on centralized entities (such as CAs) should be
avoided.

Privilege Management Infrastructures (PMI) provide an
alternative to PKI-based resource access control. PMI can
be based on trust management and allows to assign autho-
rizations (permissions or credentials) to concrete entities, as
well as trust delegation among entities. A well-known imple-
mentation of these infrastructures is the Simple Public Key
Infrastructure (SPKI)[3], and several security frameworks
are based upon it [1]. Recent developments in this area,
in an attempt to further ease access control management,
have brought into the picture Role-based Access Control
(RBAC) methods [4]. In these schemes, privileges of princi-
pals requesting access to a resource are determined by their
membership to predefined roles.

This poster presents an application of RBAC to a con-
crete kind of mobile agent applications—namely, Sea of Data
(SoD) applications. We combine RBAC and SPKI to pro-
vide a flexible, lightweight methodology for resource control
in such scenarios. In our approach, mobile agents do not
carry any explicit information regarding resources access,
avoiding the privacy concerns associated with sensitive data
embedding in mobile code. In addition, our framework al-
lows dynamical binding of authorizations to agents, provid-
ing thus great flexibility when it comes to define resource
access control policies based on it.

2. ACCESS CONTROL FOR MOBILE
AGENTS

One of the first problems we found when planning the
authorization model, is if the mobile agents should have
SPKI keys and be considered as principals. A mobile agent
cannot trivially store a private key, so it cannot perform
cryptographic operations such as digital signatures. There
are some propositions to store sensitive information (private
keys) in mobile agents. But the problem arises when the mo-
bile agent uses the private key to compute a cryptographic
operation. The agency where the agent is in execution will
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be able to see the private key. As a result we consider that
a mobile agent should not have a private key.

Our solution is to establish the role membership of a mo-
bile agent directly. In a way that the agent does not need
to carry any kind of authorization information, making the
agent more simple and lightweight.

The access control method is made up of independent
modules, which interact to perform all the related tasks.
These modules are implemented as static agents, they have
a SPKI key and are considered as SPKI principals.

Authorization Manager (AM) manages the delegation
of authorizations, issuing SPKI authorization certifi-
cates. It follows a local authorization policy, and its
main responsibility is to delegate authorizations to the
specific roles following its local policy. It may also pro-
vide the ability to delegate authorizations to other AM
in order to distribute the authorization management.
Since the authorization policy is local to the AM agent,
it does not need to follow any specification and its for-
mat is implementation dependent.

Role Manager (RM) manages the roles (mainly the role
membership) by issuing name certificates and follow-
ing a local role policy. It can also assign a role to
another role defined by itself or by another RM. Thus
allowing the definition of role hierarchies or the del-
egation of role membership management. Each RM
has a local role policy which determines what roles
does it manage. It also includes rules to determine if a
given principal requesting a role membership has to be
granted or not. This is done by using a membership-
request, which is equivalent to a authorization-request,
and specifies the name certificate requested. If we
choose to describe the role policy as a SPKI ACL, it
is analogous to an authorization policy.

Resource Controller (RC) The Resource Controller (RC)
main task is to control the access to a resource (data).
It holds the master SPKI key to access the resource,
delegates authorizations to AMs, and verifies that an
agent requesting access to the resource has a proper
authorization. It delegates authorizations to one or
more AM following a local authorization policy. Note
that this policy is quite simple because the main au-
thorization management is performed by the AM.

Certificate Repository Manager (CRM) The Certificate
Repository Manager (CRM) implements and manages
a certificate repository, and provides services such as
certificate chain discovery. For example, one agency
may have one CRM to collect all the certificates issued
by agents inside the agency. The CRM provides the
repository and all the services needed to query, store
or retrieve the certificates in the repository. It also
provides a certificate chain discovery service. A prin-
cipal can make a query to the CRM to find a specific
certificate chain. This way we solve the problems de-
rived from certificate distribution and leave the task to
perform chain discoveries to the CRM and not to the
other principals. It decreases communication traffic,
certificates do not need to travel from one principal to
another, and reduces the task that generic principals
need to perform.

3. ESTABLISHING ROLE MEMBERSHIP
Since mobile agents cannot have private keys, we can not

delegate authorizations to the mobile agent or make it mem-
ber of a role. Our approach is to set as member of the role, a
hash of the agent’s code. The subject of a SPKI certificate
and any SPKI principal in general can be a public key, a
hash of a public key, or a hash of an object in general[3]. So
a hash may be seen as a principal, subject of a certificate.

User-managed role The RM makes member of a given
role, another role defined by a user. The user can
manage its own role without intervention of the RM.

RM-managed role The RM makes member of a given
role, the user. Then the users sends a request to the
RM to set the agent code’s hash as member of the
role.

Note that the authorizations associated to an agent may
be determined by its role membership. This way we can say
that the agent will have dynamically assigned authorizations
during its lifetime. If the authorizations associated with
a role change, the authorizations related to the agent also
change.

4. CONCLUSIONS
We have proposed an access control system for SoD ap-

plications, based on a mobile agent platform. It provides
a simple, flexible and scalable way of controlling the access
to resources. It takes the advantages of RBAC and trust
management ideas. The proposed model is an extension of
the MARISM-A project, a secure mobile agent platform for
SoD applications.
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